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INOJIO’KEHUE
10 OPraHU3alHH H NPOBeJIeHHI0 PadoT 1o ofecneyeHH 0 6€30MaCHOCTH
NepPCOHAJbHBIX JaHHBIX NIPH HX 00padoTKe
B HH(pOPMALMOHHBIX CHCTEMAX MEePCOHAIbHBIX JAHHBIX

Hacrosamee Ilonoxenue paspaborano B cootBeTcTBUH ¢ DeepalbHBIM 3aKOHOM OT 27 HIOJS
2006 roma Ne 152-©3 «O mnepcoHaNBHBIX MJaHHBIX», MOCTAHOBJIEHHEM [lpaBHMTENBCTBA
Poccuiickoit @enepanun ot 1 HostOpst 2012 1. Ne 1119 «O6 yrBepxaeHnu TpeGOBaHHH K 3aIIUTeE
IEepPCOHATbHBIX JAHHBIX NpH HX 00paboTke B HH(OPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JNaHHBIX», HOpMaTUBHBIMH AoKyMeHTaMH OCTOK u O®CB Poccun ¢ nenpio obecredeHus
3alMTBl TpaB M CBOOOX TrpaxigaH NpH o00paGOTKe HX I[EPCOHANBHBIX JAHHBIX B
MH(QOPMAIMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JAHHBIX.

Js ueneit nactosmero ITonoxeHns MPUMEHSIOTCS CIIeAYIOLINE TEPMHHEI M ONPEIeICHHUS:
Ilepconanbubie naHHBIe — yr00as MHQOPMAIMA, OTHOCAINASCS K MPSIMO MIH KOCBEHHO
ONPENENICHHOMY HIH OIpeeseMoMy GU3NIECKOMY JHUILY (CyOBEKTy MepCOHATbHBIX JaHHBIX).
Omnepatop IlepconanpHbIX AaHHBIX — MyHHIMIANIEHOE GHOKETHOE 06LIE06pAa30OBATEIHHOE
ydpexaenue ropojackoro okpyra Tomesttu «lllkona ¢ yriyOJaeHHBIM M3y4YeHHEM OTAEIBHBIX
npeameroB Ne 70» (mamee - Illkonma) — rocynapCTBEHHBIH OpraH, MyHHUMNAIBHBIA OpraH,
IOPUIMIECKOE WM (HU3MYECKOE JIMIO, CAMOCTOSTENBHO WM COBMECTHO C APYTMMH JIMIAMH
OpraHu3yromue u (WIH) OCYLIECTBISIOmUE 00pabOTKYy II€PCOHANBHBIX IAaHHBIX, a TaKKe
Omnpezensiomue Uuead o0pabOTKH IEPCOHANBHBIX MaHHBIX, COCTaB MEPCOHAIBHBIX JaHHBIX,
noJyiexamux oopaboTke, qeHCcTBUS (ONepalny), COBEpLUIAEMbIE ¢ IEPCOHATEHBIMU JAHHBIMH.
Undopmauuonnas cHcTeMa NePCOHAIBHBIX JAHHBIX — COBOKYINHOCTh COMEPIKAIIUXCS B
0a3ax IaHHBIX MEPCOHANBHBIX JTAHHBIX H 00ECIeUMBAIOMIKX X 06paGOTKY MH(OPMAIHOHHBIX
TEXHOJIOTHHA U TEXHUYECKHX CPEICTB.

Texnuyeckne cpeacrBa MHGOPMALMOHHON CHCTEMBI NMEPCOHAILHBIX AAHHBIX — CPEICTBA
BBIYHCITUTEIBHOM TEXHUKH, HH()OPMAIHOHHO-BBIYHCIUTEIbHbIE KOMILUIEKCHI M CETH, CPEICTBA H
CHCTEMBI IIepelayu, NpHeMa M 0OpabOTKH NEPCOHANBHBIX AaHHBIX (CPENCTBA M CHCTEMBI
3BYKO3allUCH, 3BYKOBOCIIPOM3BEICHHUS, IEPETOBOPHBIE U TEJIEBH3HOHHBIE YCTPOMCTBA, CPENCTBA
U3TOTOBJICHUS, THPAKHPOBAHUS [OKYMEHTOB M JpYTHEe TEXHHYECKHE CpenctBa 00paboTKH
peyeBoi, rpapuyeckoit, Buaeo- u 6ykBeHHO-UU(POBOH HHPOPMALKH), TPOrPAMMHBIE CPEICTBA
(OmepalHOHHbIE CHCTEMBI, CHCTEMBI yIpaBlIeHHs 0a3aMH NaHHBIX U T.I.), CPEICTBA 3AILHTHI
uH(bOpMAaLUH, IPUMEHSIEMbIE B UH(POPMAI[HOHHBIX CHCTEMAX.

ITosib30BaTe/ > HHPOPMAUMOHHON CHCTEMBI IMEPCOHANBHBIX JAHHBIX — JIMIO, YYACTBYIOLIEE
B GYHKIHOHMPOBAHUU HH(OPMAIHOHHOM CHCTEMBI [IEPCOHATBHBIX JAHHBIX MM HCIIOJIb3YIOLIEe
pe3ybTaTel €€ GYHKIHOHUPOBAHHS.

IIpaBuiia pasrpaHuveHdsi J0cTyna K HHPOPMALMOHHBIM CHCTEMAM MeEpPCOHATbHBIX
AAHHBIX — COBOKYITHOCTb IIPaBUJI, PErIAMEHTUPYIOIIUX TIpaBa IOCTyIa CyOBEKTOB JOCTyNa K
o0ObeKxTaM JocTyra.

O0paGoTka nepcoHaIBHBIX AAHHBIX — 00O NeHCTBHE (Omepamus) WIA COBOKYITHOCTh
ACUCTBHI (Omepaunuii), COBEPIIAEMBbIX C HCIONB30BAHHEM CPEICTB ABTOMATH3ALMH WIH 0e3



HCIIONIB30BAHUS. TAKMX CpPEACTB C IIEPCOHAIBHBIMH JaHHBIMH, BKIFOHYas cbop, 3amuch,
CHCTEMATH3AIMIO, HAKOIUICHHE, XpaHeHHe, yTOuHeHHe (0OHOBIEHHE, H3MEHEHHE), H3BIICUCHHE,
WCIIONb30BaHMe, Iepenady (paclIpoCTpaHEHHe, IMpPeloCTaBIECHHE, JocTym), 00e3NuYHBaHHME,
6IOKHpOBaHHKE, yAATICHHE, YHHITOKEHUE IEPCOHATBHBIX TaHHBIX.

PacnpocTpaHeHHe TNePCOHATbHBIX JaHHbIX — JCHCTBHS, HANPABJICHHBIC HA PacKphITHE
IepCOHAIBHBIX JAaHHBIX HEOIPEIEICHHOMY KpPYTY JIMLL.

IpenocTaB/ieHHe MNEPCOHANBHBIX IAHHBIX — JCHCTBUS, HANPABJICHHBIC HA pPacKpBITHE
TIepCOHANBHBIX JaHHBIX ONMPENEIEHHOMY JIULlY HIX ONpPEIEICHHOMY KTy JIHIL.
BJIOKHPOBAHHE MEPCOHANBHBIX JAHHBIX — BPEMEHHOE MPEKPALICHHE 06paboTKH

IEPCOHAIBHBIX [JAaHHBIX (32 HCKIIOYCHHEM CIy4aeB, €CIH obpaboTka HeoOXxoauma [UiL
YTOYHEHHs IEPCOHABHBIX JAaHHBIX).

VHHYTOKEHHE MEPCOHAJbHBIX NAHHBIX — IEHCTBUS, B PE3yIbTaTeé KOTOPBIX CTAHOBHUTCA
HEBO3MOYKHBIM BOCCTAHOBHTH COZIEp)KAHHE IEPCOHATBHBIX JNAHHBIX B HH(QOPMALHOHHOH
CHCTEMe TePCOHABHBIX JaHHBIX U (HJIH) B PE3yJIbTaTe KOTOPhIX YHHYTOXKAIOTCS MaTCpHaJIbHBIC
HOCHTEJIH TIEPCOHAIBHBIX JaHHBIX.

OGe3THYHBAHHE NEPCOHAIBHBIX JAHHBIX — JICWCTBUS, B PE3yJbTaTe KOTOPHIX CTAaHOBHTCA
HeBO3MOXHBIM  0€3  WCIIOJB30BAaHMS  JOMOJHHUTENbHOM  MH(OpMAuMud  ONPEeNeIHTh
[PHHAJIIEKHOCTh IEPCOHAIBHBIX JaHHBIX KOHKPETHOMY CYOBEKTY MEPCOHATBHBIX JAHHBIX.
KoH}uIeHIMaIbHOCTh MePCOHATbHBIX JaHHbIX — OnepaTopbl U MHBIE JIALA, [OTY4HBIINS
JOCTYN K MEPCOHAIbHBIM [aHHBIM, OOs3aHBl HE pacKpbIBaThb TPETHUM JHNAM M HC
PACIIPOCTPaHsATh MEPCOHANBHEIE NaHHBIE 6e3 cornacus CyObeKTa MepCOHATBHBIX JAHHBIX, SCIH
HHOE HE IPEIyCMOTPEHO (henepaIbHbIM 3aKOHOM.

Tpancrpanu4uHasi nepeaaya NepcoHaIbLHBIX JAHHBIX — N€pe/iaia NEPCOHATBHBIX JaHHBIX Ha
TEpPUTOPUIO HMHOCTPAHHOTO TOCYJapCTBa OpraHy BJaCTH MHOCTPAHHOTO TroCyaapcTBa,
HHOCTPAHHOMY (H3UYECKOMY JIMIlY MM HHOCTPAHHOMY FOPUIANIECKOMY JIHILY.
HecaHKIIMOHUPOBAHHBIH A0CTYI (HeCaHKUMOHHPOBAHHbIE AeHCTBHA) K
nHGOPMAIIMOHHBIM CHCTEMAM MEPCOHAIBHBIX JAaHHBIX — JOCTYI K uHpOpMaK WK
neficTBUs ¢ MH(pOpMalrel, Hapylaomue NpaBuia pa3rpaHU4YeHHs JOCTyna, B TOM YHCIC C
HCIIONG30BAHMEM IITATHBIX CPEACTB, MPENOCTABISIEMBIX HMHGOPMALMOHHBIMHE CHCTEMaMU
MEePCOHAIBHBIX JaHHBIX.

3amura uHPOPMANMH — KOMIUIEKC —OPraHM3allMOHHO-TEXHAYECKHX  MEPONpPHATHH,
HaIpaBJIeHHBIX Ha [PEIOTBPAlIeHHE MOTEPH, HCKAKEHUS U HECAHKIIHOHMPOBAHHOIO JOCTYINA K
JIAHHBIM, IIPH 3TOM IIPEIyCMaTPHBACTCS:

— pasrpaHHyYeHUE MOJTHOMOYMH IOCTYIa K JaHHBIM;

— aBTOpHU3allHs, KOHTPOJIb M Y4YeT JeHCTBUM C TaHHBIMU (PETHCTPALUs coOBITHIA);

— KOHTPOJIb KOIIUPOBaHUs, Ie4aTH, 0OMEHa IaHHBIMH 110 KaHajlaM CBA3H,

— Me)XCeTeBOe 3KpaHUPOBAHHE U 3allliTa OT BUPYCOB;

— ydYeT BHELIHHX HOCUTENIEH TaHHbIX;

— pe3epBHOE KOMHMPOBaHHE / BOCCTAHOBJICHHUE TaHHBIX;

— pasJebHOE XpaHEHHE HOCUTEIEH JaHHbBIX C Pe3ePBHBIMH KOIUAMH,

— KOHTPOJIb JOCTYTIa B IOMEIIEHHS U K KOMIIBIOTEpaM;

— NpHMEHEHHE yCTPOMCTB HASHTU(GHKALMH T10JIb30BaTeICH UL JOCTYyTA.

1 O6mme mo10KeHUS

HacrosimuM  [loJI0KEHHEM OIpedenseTcs CTpYyKTypa H COCTaBIsiomMe Oe30nacHOCTH
rHpOpPMAaIHH B MHPOPMAIMOHHOM CHCTeMe IIePCOHATBHBIX TaHHBIX PaOOTHHKOB, oOy4Jaromuxcs
U MX pojuTeieil (3aKOHHBIX IpeacTaBuTenei) Ikosl.

O6ecrieuenne 0Oe30macHOCTH mepcoHanbHeiXx gaHHblX (IIJIH) npu ux obpabotke B
aBTOMATU3UPOBAHHBIX CHCTeMax (MHQOPMAlMOHHBIX CHCTEMax MEPCOHAIBHBIX MaHHBIX —
VICIIJIH) moCTHraeTcs MyTeM MCKIIOYEHHs HECAaHKIMOHMPOBAHHOTO, B TOM YHCIIE CIIy4aiHOro,
J0CTyIIa K TEPCOHAIBHBIM JaHHBIM, DPE3yJbTaTOM KOTOPOrO MOXET CTaTh YHHYTOXKEHHE,
H3MeHEeHHe, 0JIOKHPOBaHHe, KOMUPOBaHUE, PACIIPOCTPAHEHHE MePCOHATBHBIX JaHHBIX, a TAKKe



UHbIE HECAHKIIMOHUPOBAHHBIE JIEHCTBHS.

Meponpustus no obecnedenuro 6ezonmacHocty [1JIH GpopMyIHpyIOTCS HAa OCHOBAHHMH aHAIHM3a
THIIA aKTyaJbHBIX YIPO3 M YPOBHEMW 3aLIMIIEHHOCTH NEPCOHATIBHBIX JaHHBIX, 00pabaThIBAEMBIX
B UCII/IH ¢ y4eToM BO3MOXXHOIO BO3HHKHOBEHHS YIpO3 OGE30IIaCHOCTH XH3HEHHO BaXKHBIM
HHTEpecaM JTMYHOCTH, 00LIecTBa U roCyIapCTBa.

Obecnevenne GesomacHoct IIJIH ocylecTBiseTcs MyTeM BBINOJHEHHsS TpeGoBaHHi MO
obecrieyeHnI0 GE30MaCHOCTH NMEPCOHANBHBIX JAHHBIX [PU UX 00paGoTKe B HH(POPMAITMOHHBIX
cucTeMax nepcoHanbHbIX NaHHBIX [lkomns! ([Tpunoxenune Ne 1),

Crpykrypa, coctaB u ocHoBHble ¢yHKumu C3IIJIH ompenensroTcs HCXOOsS M3 aHAIM3a THIA
aKTyaJIbHbIX YIpO3 U YPOBHEW 3alIMIIEHHOCTH NEPCOHAIBHBIX JaHHBIX, 00pabaThIBaEMBIX B
UCTIdu. C3I1Ja BKIIOYAET OpPraHU3alMOHHbIE MEPHl W TEXHHYECKHE CpPEICTBA 3alllUThI
uHpopManuu (B TOM uHCTe ImHdpoBaibHble (KpHnTOrpaduyecKkre) CpeaCTBa, CpPenCTBA
NPeIOTBpAIICHHs] HECAaHKIIMOHMPOBAHHOIO JOCTYyIa, YTEYKH HHPOPMAIMH [0 TEXHHYECKUM
KaHajlaM, IIpOrpaMMHO-TEeXHUYECKHX BO3JECHCTBHUI HA TEXHHUUYECKUE cpeacTBa oOpabotku I1/IH),
a TaK)Ke MCIOJIb3yeMble B HHYOPMAIIMOHHOM CHCTEME HH(POPMALIMOHHbIE TEXHOIOTHH.

[Ton opranusanumeii obecreyenus 6esonacHoctu [1/[u npu ux o6pabotke B UCIT/IH norumaeTcs
(opmHupoBaHHe COBOKYITHOCTH OCYIIECTBISIEMBIX Ha BCEX CTANMAX JKM3HEHHOro mukia VICIT/Iu
COIJacOBaHHBIX IO ILEJIH, 3aJadyaM, MECTy M BpPEMEHH MEpOIpPUSATHH, HalpaBiIeHHBIX Ha
IpeNOTBpalleHHe (HEHTpaIu3aluio) U napupoBanue yrpo3 GesomacHoctu I1JIn B MCII/IH; Ha
BOCCTaHOBJICHHE HOpMalbHOrO (ynkuronuposanus VMCII/IH mocne HeHTpaausamuu yrpossl, ¢
LEJ1bI0 MUHUMH3ALUH KaK HETOCPEICTBEHHOT0, TaK H ONOCPEIOBAHHOTO yiIepOa OT BO3MOKHOM
pealnu3anuy Takux yrpos.

Meponpusitist 110 obecnedeHnio 6€30MacCHOCTH NEePCOHATBHBIX JaHHBIX IIPH UX 00paboTKe B
WCII/Ix BKIIOYAIOT B ceOs:

a) ompezieNieHde  yrpo3  0€30MacHOCTH IePCOHAIBHBIX IAHHBIX MpU HX oOpaboTke,
(GopMupoBaHHEe HAa UX OCHOBE MOJEIH YIPO3;

0) pa3paboTKy Ha OCHOBE MOJENH YIpo3 CHCTeMbl 3amuThl I1J[H, o6ecrneunBaromieii
HEHTPAIH3AIHKIO IPEIONAraéMbIX YTPO3 C UCIOJIb30BAaHHEM METOI0B M CrIoco60B 3amuts! [1/1H,
NPETYCMOTPEHHBIX IS COOTBETCTBYIOLIEr0 YPOBHS 3aIIUIIEHHOCTH HH(POPMAIIHOHHBIX CHCTEM;
B) IPOBEPKY I'OTOBHOCTH CPEACTB 3ALINTHl MH(GOPMAIMH K HCIONB30BAHUIO C COCTaBICHHEM
3aKJIIOYEHUH 0 BO3MOXHOCTH UX JKCIUTyaTalliH;

T) yCTAHOBKY M BBOJ B OKCIUIYaTallHI0 pPa3pelleHHBIX JIMIEH3UOHHBIX CPENCTB 3aIlUTHI
MH(OPMALMHK B COOTBETCTBUH C IKCILTyaTAlMOHHON U TEXHUYECKOH JOKyMEHTALHE;

X) o0y4eHHe JIHMI, HCIONB3YIONMX CPEACTBA 3alUMTHl HMHGMOpPMALHMH, IIPHMEHSEMblE B
MH(pOPMALIMOHHBIX CHCTeMaX, IIPpaBujiaM paboThl ¢ HUMH;

€) y4eT NpPUMEHSEMBIX CPEICTB 3alIUTHl MH()OPMALMH, SKCILTYaTallHOHHOH M TEXHHYECKOM
JNOKYMEHTAIlMK K HUM, HOCUTEJIeH IIepCOHABLHBIX JaHHBIX;

) Y4eT JIHL, JONYIIEeHHBIX K padote ¢ [1/IH B uHPOPMAIHOHHOH CHCTEME;

3) KOHTPOJIb Hal COOJIONEHHEM YCJIOBHH HCIIONB30BAHMS CPEACTB 3alMTHl HH(MOPMALHUH,
IPEeTyCMOTPEHHBIX 3KCILUTyaTallMOHHOW M TeXHHYECKOM JOKYMEHTaIHEH;

H) pa30HPaTeLCTBO M COCTABJIEHHE 3aKTIOUEHHH 110 (aKTaM HECOOITIONEHHS YCIOBUIH XpaHEHHUs
HOCHTENIeH MEepPCOHAIBHBIX NAHHBIX, HCIONB30BAHHUS CPEICTB 3aLIMThl HHPOPMAIHH, KOTOphIE
MOryT MpPUBECTH K HapyUICHHIO KOHQMAeHIHanpHOCTH [IJ[H WM ApyruM HapyIIeHHsM,
NPUBOAAIIMM K CHIDKCHHIO YPOBHS 3amiviieHHOCTH IIJIH, pa3paboTKy W HpHHSATHE Mep IO
NPENOTBPAIIECHUIO BO3MOXHBIX ONACHBIX MOCIEACTBUM TOIO0OHBIX HAPYLIEHHIA;

K) OIKCAaHKWE CHCTEMBI 3aIlUThI [IEPCOHABHBIX JAHHBIX.

TexHuyeckre W TpOrpaMMHBIE CpPEICTBA IOJDKHBI yAOBJETBOPSTH YCTAHABIHBAEMBIM B
COOTBETCTBHH C 3aKOHOIATENbCTBOM Poccuiickoit @enepannu TpeGoBaHusAM, 00€CIEUUBAIOIINAM
3aLUTY UHQOPMAIIHH.

s obecnevenns GesomacHoctd I1[[H mpu ux o6paGoTke B WMH(OPMAIIMOHHBIX CHCTEMAX
OCYWIECTBIICTCS ~ 3allliTa pe4eBod MHpopManuun u  uHopMaumm, oOpabaThIBaEMOi
TEXHHYECKMMHU CPEACTBAMH, a TaKke WH(MOPMalUHM, IPEICTAaBICHHON B BHIE MH()OPMATUBHBIX



SJIEKTPUYECKUX CUTHAJIOB, (U3WYECKHX IIOJed, HOCHTeledl Ha OyMakKHOM, MAarHUTHOH,
MarHMTHO-ONTHYECKOM ¥ HUHOH OCHOBE.

[To crpykrype MCII[IH, Ha KOTOpble HampaBieHa pealu3allds MEPONPHATHH IO 3alIuTe,
BBLIEIISAIOTCS CIIEAYIOIIUE KJIACCHI YIPO3:

— yrposel Ge3onmacHoctH I1JIH, o6pabareiBaeMbix B MICII[H Ha Ga3ze aBTOMAaTH3HPOBAHHOTO
pabouero mecra;

— yrposel  GesomacHoctu I1[[H, oOpaGateiBaemMeix B MCII[JH Ha 06ase JOKaIbHBIX
HH(OPMALMOHHBIX CHCTEM;

— yrpossl, peamusyemble B MCITJIH mpu BX MOIKITIOYEHUH K CETSM CBS3H OOLIETO IOIH30BAHHS.
Hna obecneuenus GesomacHoctd [IJ[H mpu ux 06paGoTke B MH(OPMALMOHHBIX CHCTEMax
IPOBOJSTCSI:

— obcnenoBanue H OQOpMIEHHE IOKYMEHTa O THIIE AaKTyalbHbIX yrpo3 M ypOBHeil
3aIIMIICHHOCTH MEPCOHANIBHBIX JaHHbIX, 0OpabareiBaeMblx B ICII/IH, onpenenenue cnocoboB U
cocraBa cpeacTB 3amuThl MHGopmanuu (C3H), paspaborka Texnuueckoro 3amanus (T3) Ha
CO37aHHE KOMIUIEKCHOM CHCTEMBI 3allUTBl MHGOpMAIMH, B TOM YHCIE pa3paboTKa MOIEIH
yIpo3, IPOEKTUPOBAHHE;

— BBOJ B 3KCIUTyaTallMiO — 3aKylKa M HHCTaUua ceprduimpoBaHHbx C3U, o0yueHue
IepcoHaTa, H3JaHHE [IPUKA30B O JOMyCKe TIIepCOHala M perjaMeHTOB 00paboTKH
KOH(UIEHIIHATEHOU HHPOPMAIIUH.

2. lean obecniedeHnst HHPOPMAIHOHHOI (€30NaCHOCTH
Crparernyeckoif nensto obecneuenus 6e3onacHoct uHpopmanuu B MCII/IH sBisercs 3ammra
HHTEPECOB CyOBEKTOB MH()OPMAIIMOHHBIX OTHOIIEHHUH. J[aHHaS Le/b JOCTHIaeTCs IIOCPENCTBOM
IOCTOSHHOTO TIONEP)KAaHUs CIIEAYIOIUX CBOMCTB HMH(OpManuu B mpouecce ee oOpaboTKy,
XpaHEHUs U Nepeavn:
— IIEJIOCTHOCTH UH(POPMAIIHH;
— JOCTYHMHOCTH 00pabaThiBaeMOi HHGOpPMAIHH IS 3aperHCTPUPOBAHHBIX [10JIb30BaTeENEH;
— KOH(QUICHUHATHLHOCTH HHOPMAIIHH.

3. O0beKT 3aIuThI
OOBeKTOM 3aIUTEl SBISETCS MH(POPMALHOHHAS CHCTEMa NEPCOHANBHBIX JAHHBIX PaGOTHHKOB,
00yyaromuxcs U UX poauTenei (3aKoHHbIX npeactaBurele) [IIkombr:
a) MadopmanmoHHbIe pecypces:
- NepCOHATbHBIE JaHHblE DPAaOOTHUKOB, OOYYAIOUIMXCS M HX POIMTENEH (3aKOHHBIX
npezcTaBuTesel) (ucxonnas nHGopmanus, “HGOPMAMOHHEIE 6a3bl JaHHBIX);
- MHCTpYMEHTaIbHast MH(OpManus (IporpaMMHOe 00ECIIeUeHHE), ¢ OMOIIBIO KOTOPOi
o0pabatbIBaeTcsl, XpaHUTCS U nepeaaeTcs napopmarus [1/IH;
0) TexHHYECKHE HHPOPMAIIMOHHBIE CHCTEMBI U cpenctBa LIIKobl, B KOTOPBIX 06pabaThIBaeTCs,
XpaHHuTCs U nepenaercst uHGopmarus [1)1xH;
B) niomelueHnss 00beKToB IIIKOoNMbl, B KOTOPBIX pa3sMelaroTcss WHPOPMAIMOHHBIE PECYPCHI, H
oOpabateiBaeTcs KOHUACHIHANBHAS HHPOPMAIIHS;
T) TXHHYECKHE CHCTEMBl JKM3HEOOECNEeYeHHs, OJJIEKTPOINUTAHUS, NPOBOJHOTO BEINAHHS,
OXpaHHOW CHTHAIM3AllUM, 00ECIEUNBAIOIINEe WIH pa3MellaeMble COBMECTHO ¢ 000pYIOBaHHEM
UCIIH.
KpuTH4yHBIMU CBOICTBaMM 0OBEKTA 3ALMTEI ABIISTIOTCS:
a) BOSMOJKHOCTh DPa3pyLICHHs] MM INOBPEXKACHHS HH)OPMAIMOHHBIX CHCTEM IIE€pPCOHATBHBIX
JaHHBIX B pe3yNbTaTe I0Xapa, 3aTOIICHUS, aBapHH HH)KCHEPHBIX CHCTEM JKH3HE0OECIIEUeHHUS;
0) BO3MOXHOCTb TpPEKpaIleHHs WM HapyLleHHs HopManbHoro ¢ynknuonupoanus UCIIIH B
pe3yJbTaTe MOBPEXKIEHHSI OTAEIBHBIX HX 3JIEMEHTOB;
B) HECAHKIIMOHUPOBAHHAS JOCTYIMHOCTh HH(GOPMALIMH, BEIPAKAIOIIASACS B BO3ZMOXKHOCTH:
— HEMOCPEACTBEHHOr0 N0CTyna K HHGOpMaluy, HaXoasuleiics Ha MepBHYHOM HJIH BTOPUYHOM
HOCHTEJIC, B TPAHCIOPTHOW Cpele Mepeaadd; BO3ACHCTBHS Ha HOCHUTENb WIH TPAHCIOPTHYIO



Cpelly C UEIbI0 MEepIIOCTPAllu¥, OTYYXKICHHS, KOINHPOBAHHS, H3MEHEHHs, IIOAMEHBI H
YHHUYTOXXEHUS HHPOPMAIIHIH;

— IpSAMOro HJIH KOCBEHHOro poctyma K obopynoBanuio MCII[IH ¥ TpaHCOpTHOH cpene
TIepeIady C LEJIBIO MOIyYeHHs 0CTyna K HHPOpMAIuH (HECAHKIMOHMPOBAHHBIN OCTYI);

— mepexBara pedueBOd HMHGOpPMANMH IO AaKyCTHYECKHM M JpYrMM KaHajlaM YTeYKH
(momcmylIuBaHue).

4. CyobexkTsl HHPOPMALHOHHBIX OTHOIIEHHH
4.1 CyObexktamu HHPOPMALMOHHBIX OTHOIIEHUH SBIISIOTCS:
— PaGoTHuku (CyOBEKThI) — (PU3UUECKUE JIULA, COCTOSALIME B TPYAOBBIX H HHBIX I'Pa)kKIaHCKO-
NpaBOBbIX OTHOLIEHUIX co [IIkomoii-onepaTopom;
— O6yyaromuecs (CyOBEKTBI IIEPCOHATBHBIX JaHHBIX) - GH3MYECKHE JIMLIA, KOTOPbIE COCTOSAT B
JIOTOBOPHBIX M HHBIX TPaXXIAHCKO-NIPABOBBIX OTHOWEHHAX co IlIkonoi-omepatopoM mo
BOIIPOCAM OKa3aHUsl yCiIyT B cepe 00pa3oBaHusl, IPEAyCMOTPEHHBIX Y CTABOM.
4.2 [TepeurcieHHble CyOBEKTHl HH(GOPMAIMOHHBIX OTHOIIECHHH 3aWHTEPECOBAHBEl B
obecrieueHnH:
— KOH(QHIEHIMAILHOCTH (COXpaHEeHHs B TaifHe) HHGOPMAIUU B COOTBETCTBHHU C TPeOOBaHUAMHU
POCCHHCKOTO 3aKOHO/IATENIbCTBA;
— JI0CTOBEPHOCTH (TIOJHOTHI, TOYHOCTH, aIeKBaTHOCTH, LIEIOCTHOCTH) HH(QOpMAaLIUH;
— 3aIUUTHI OT HABA3LIBAHMS UM JIOKHOM (HEIOCTOBEPHOM, HCKa)KEeHHOH) HHpOpMaIHHU (TO €CTh
OT e3uH(pOpMaLIUN);
— CBOEBPEMEHHOI0 [OCTyma (3a IpueMiIeMoe I HHX BpeMs) K HEOOXOOMMOH UM
HH(bOpMaIIHH;
— pasrpaHHyYeHUs] OTBETCTBEHHOCTH 3a HApyIIEHUS 3aKOHHBIX IpaB (MHTEPECOB) OPYIUX
cyOBeKTOB HMH()OPMAIMOHHBIX OTHOIICHHWH M YCTAaHOBJIECHHBIX NpaBUl OOpalleHHs ¢
HHpOpMaIIHeH;
— BO3MOJKHOCTH OCYIIECTBJICHHUS HEIPEPHIBHOTO KOHTPOJIA M YIIPABJIEHHS IPOLIECCAMHU
00paboTku u nepeaadu HHGoOpMaIuy;
— 3aIIUTHl HHOPMAIIMK OT HE3aKOHHOTO €€ TUPaXUPOBAHH (3aIUUTHI IEPCOHATBHBIX JaHHBIX,
3l ThI aBTOPCKUX IIPaB, IpaB COOCTBEHHUKA HHPOPMAILIUN).

5. Bo3aMoKHBI€ YIpo3bl H YY4ACTKH BTOP’KEHHS
O6mas kraccupuKaius yrpos.
1. Yrpo3bl  KOHQUACHIHMATBHOCTH  JaHHBIX W IporpamMm.  Peammsyrorcs — mpu
HECAHKIIHOHHPOBAaHHOM JOCTyIle K INporpaMmaM, MaHHBIM, KaHajlaM CBS3H, IIPU IlepexBare
9JIEKTPOMArHUTHBIX U3JTy4YeHHUH, IpY aHaIKu3€e Tpaduka.
2. Yrpo3sl  [EJIOCTHOCTH  OaHHBIX, [porpamMM, anmaparypbl. Peamusyroorcs  1mpu
HEeCaHKLIIHOHUPOBAHHOM YHUYTOXECHUH, MOIUpHKAIINH JAHHBIX, HOPOXKAECHHH
GanbCcHGUINPOBAHHBIX JAaHHBIX, 3aJepXKKe W HapyIIEHHH MapIIpyTH3allMd JaHHBIX B KaHAIax
CBSI3H.
3. Yrpo3sl OOCTYMHOCTH NOaHHBIX. Pealu3yloTcsi MpH CO3ZaHUM YCJIOBHH, KOIJa 3aKOHHBIH
0JIb30BATEIb WIIH MPOIECC HE IOJIyYaeT CBOEBPEMEHHOIO NOCTYIa K JaHHBIM MM pecypcam
CHCTEMBI, KaHaJIaM CBSI3H.

6. [lopsiioKk npoBeaeHUs KOHTPOJIbHBIX MEPONPHUATHI U NeHCTBHI 110 pe3yJjibTaTam
KOHTPOJIA

KoHTpospb 3aKkirodaeTcsi B MPOBEpPKE BHIMOIHEHUS TPeOOBaHMI HOPMATUBHBIX JOKYMEHTOB IIO
3ammTe WHPOpPMAIUH, a TAaKKe B OILIEHKE 0O0OCHOBAHHOCTH U 3(PGEKTUBHOCTH IPUHSATBHIX MEP.
KoHTpons MokeT mpoBOAUTHCS KOMHUCCUEH, co3nanHoi B LlIkoine, uin Ha JOroBOPHOH OCHOBE
CTOPOHHUMH OpraHHU3alMsIMH, MPH HATMYHUU JIMLEH3UH Ha JAESITEeIbHOCTh IO TEXHHUYECKOU
3aIuTe KOHGHUASHIIHAIBHOW HHPOPMAIIUH.

Pemenue ocHOBHBIX BOIpocoB oOecnmedeHus 3amuTel [I/[H mpexycMmaTpuBaeT NOATOTOBKY



KaJZpoB, BbIIEJIEHHE HEOOXOAUMBIX (UHAHCOBBIX M MaTEPHATBHBIX CpEICTB, 3aKyIKy
IPOrpaMMHOI0 W amnmapaTHOro obecHedyeHHs, a TakKe, NPH HEOOXOIHUMOCTH, NPUBJICUYCHHE
CTOpOHHEH opranu3anuu npu Hanuuuy aunen3uid ®CTIK u OCB.



[Tpunoxenuss x [losokeHHIO 1O OpraHU3allMd M MPOBEACHUIO pPabOT MO O00ECIeYeHHIO
0€30MacHOCTU NEPCOHATBHBIX JaHHBIX INpU HX 00paboTke B HMHGOPMAIMOHHBIX CHCTEMaX
nepcoHabHbIX JaHHBIX MBY «lllkona Ne 70» SBISIOTCS caMOCTOSITEIbHBIMH JOKYMEHTAMH H
€ro HEOThEMJIEMOH YacThIO.

Crucox mpuioxeHui:

[Tpunoxenue Ne 1. TpeGoBanus mo odecnedeHUI0 6€30MaCHOCTH MEPCOHANIBHBIX TaHHBIX
npu ux 00paboTke B ”HGOPMAITMOHHBIX CUCTEMaX MEePCOHATBHBIX NaHHBIX MBY «Illkoma Ne 70»

[Ipunoxxenue Ne 2. Onucanue J10KanbHO-BeIMUCIUTENBbHOM ceT MBY «lllkoma Ne 70».

[Tpunoxenue Ne 3. Onncanne cocraBa TexHuueckux cpenctB MBY «lllkoma Ne 70»,
y4acTBYIOIIUX B 00paboTKe MepPCOHATBHBIX JaHHBIX.

ITpunoxenue Ne 4. CBenenuss o mporpaMMHOM oOecneueHnn MBY «lllkoma Ne 70»,
YCTaHOBJIEHHOM Ha pab0O4MX CTaHLHUSIX, y9aCTBYIOIINX B 00pabOTKe MEPCOHATBHBIX TaHHBIX.

[Ipunoxenue Ne 5. CBeieHUsT O IPOTrpaMMHO-TEXHMUYECKHX CpeACTBaxX 3aummTel MBY
«Ixoma Ne 70», ycTaHOBIEHHBIX Ha pabouyuX CTAHIUAX, YYaCTBYIOIIMX B 00paboTKe
NEPCOHANIBHBIX TaHHBIX.

[Tpunoxerne Ne 6. CBeneHust 0 MONB30BaTeNsAX cucTeM obmiero mojb3oBanus (COI)
MBYV «Illkoma Ne 70».

[Tpunoxenne Ne 7. PekoMeHIallMd IO HCIOJIB30BAHUIO MPOTPaMMHBIX M allllapaTHBIX
CPEICTB 3alUThl HHPOpPMALMU U 00eCIedeHHI0 0e30IacHOCTH MEPCOHANBHBIX JaHHBIX IIPH HX
00paboTke B ”HPOPMAIIHOHHBIX CUCTEMaX IIePCOHABHBIX JaHHBIX.



[Tpunosxenue Ne 1

K [TonoxeHu:o o opraHu3aluy 1
IIPOBEEHHIO paboT 10 00ECTIEUEHUIO
6€30IaCHOCTH IePCOHAIBHBIX JaHHBIX IIPH UX
06paboTke B HHHOPMAIIMOHHBIX CHCTEMAX
nepcoHabHBIX AaHHBIX MBY «IIKOJIA
Ne70»

TPEBOBAHUSA
no obecrevyeHH0 H€30MaCHOCTH MEePCOHATbHBIX JAHHBIX
NnpHU X 00padoTke B HHPOPMALHMOHHBIX CHCTEMAaX
nepcoHaabHbIX JaHHBIX MBY «IIIKOJIA Ne70»

[lpu opraHM3alMd © OCYLIECTBICHHU 3allUTHl MNepcOoHaTbHbIX JAaHHBIX (IT/IH)
HEOOXOIMMO PYKOBOICTBOBATHCSI TPeOOBaHUSIMH HOPMATHBHBIX U METOJUYECKUX JTOKYMEHTOB
o 3amuTe HHPOpPMAIlMM B aBTOMATH3MPOBAHHBIX CHCTeMaX (MH()OPMAIMOHHBIX CHCTEMAax
nepcoHanbHbIX HaHHBIX — MCII[H), yuutbiBas mpu 3ToM, 4to [I/[H, B coOTBETCTBHH C
@enepanpabpM 3akoHOM 0T 27 umrons 2006 roma Ne 152 — @3 «O nepcoOHaIbHBIX JAHHBIX» U
Vka3zom [Ipezunenta PO Ne 188 ot 06.03.97 r., oTHEeCeHBI K KOH(DUACHIMATBHOW HHPOPMAIIHH.

Mepsl o obecnieueHno 6€30MacHOCTH NEPCOHATBHBIX JaHHBIX MTPU UX 00paboTke

1. Oneparop npu 06paboTKe NepcOHATBHBIX JaHHBIX 00s3aH NPHHUMATh HEOOXOIUMBIE
IIPaBOBbIE, OpPraHU3allMOHHBIE M TEXHUYECKHE Mepbl WM oOecrneynBaTh HMX NPUHATHE IS
3aIIUTHl TEPCOHAIBHBIX INAHHBIX OT HENPaBOMEPHOIO MM CIy4alHOTo IOCTyHna K HHM,
YHUYTOXXEHHSI, H3MEHEHHUs, OJIOKUPOBAHHUS, KOIMPOBAHHUS, IPEOCTABIEHHUS, PACIIPOCTPAHEHHS
MEePCOHANBHBIX JaHHBIX, @ TakXKe OT HHBIX HENpaBOMEPHBIX MAEHCTBHH B OTHOIIECHUH
NEePCOHABHBIX JaHHBIX.

2. Obecrieyenrie 6€30MaCHOCTH NEPCOHATBHBIX IaHHBIX 1OCTHTAETCsl, B YaCTHOCTH:

1) ompeneneHueM yrpo3 0e30MacHOCTH IEPCOHANBHBIX JAHHBIX NpPH HUX 0OpaboTke B
MH(OPMAITHOHHBIX CUCTEMAaX IePCOHATBHBIX JaHHbIX;

2) IpUMEHEHHUEM OPTraHHU3aIMOHHBIX U TEXHUUYECKUX Mep 10 00ecTIeueHUI0 0€30MacHOCTH
IEePCOHABHBIX JaHHBIX MpH HX 00paboTke B HHGOPMAIMOHHBIX CHCTEMAX IEPCOHATBHBIX
JAHHBIX, HEOOXOAUMBIX MJIS BBINOJHEHHsS TpeOOBaHHI K 3allUTe NEPCOHAIBHBIX TaHHBIX,
UCIIOJIHEHHE KOTOpBIX oOecreunBaeT ycraHOBIeHHble [IpaButenscTBoM  Poccuiickoit
®enepanuy ypOBHHU 3alIUIICHHOCTH IEPCOHATBHBIX TaHHBIX;

3) NpUMEHEHHWEM NPOIIEAIINX B YCTAaHOBJICHHOM IOPSOKE MPOLENYPY OLEHKH
COOTBETCTBHUS CPEJICTB 3aIIUTHI HHHOPMAIIUH;

4) oneHkodl 53¢ (eKTUBHOCTH NpPHHUMAEMBIX Mep MO obecmeueHHI0 0e30ImacHOCTH
IEPCOHATBHBIX JAHHBIX 10 BBOJA B 3KCIUTyaTallUIO HH()OPMAIIMOHHON CUCTEMBI NEPCOHATBHBIX
JTAHHBIX;

5) y4eToM MaIlUHHBIX HOCUTENEH MepCOHAIBHBIX JaHHBIX;

6) oOHapyxeHHeM (aKTOB HECAHKIIHOHUPOBAHHOTO JOCTYIA K EPCOHATBHBIM JaHHBIM U
IIPUHSATHEM MEp;

7) BOCCTAaHOBJIEHHEM II€PCOHAIBHBIX JaHHBIX, MOAU(UIIUPOBAHHBIX MM YHHYTOXKEHHBIX
BCJIEICTBHE HECAHKIIMOHHPOBAHHOTO JOCTYIA K HUM;

8) ycraHOBIIEHHEM IIpaBUJI JOCTyNa K [EPCOHAIbHBIM HaHHBIM, 00pa0aThIBa€MbIM B
MH(QOPMAIIMOHHON CHCTEME NEPCOHATBbHBIX NAHHBIX, a TakKe O00eCIeueHHEeM PEerUCTpalud U
ydeTa BceX AeHCTBUI, COBEpIIAEMBIX C IIEPCOHATBFHBIMY JaHHBIMH B HH()OPMAIIMOHHOH cUcTeEMe
MEPCOHATIBHBIX IaHHBIX;

9) KoHTponeM 3a TpPUHUMaeMbIMH MepaMH 10 of0ecredyeHuro 0e30macHOCTH
NIEPCOHATBHBIX JAHHBIX M YPOBHSI 3alIMIIEHHOCTH HH(OPMAIMOHHBIX CHCTEM IMEPCOHATBHBIX



JTAHHBIX.

IIpu mpoBeneHuu Mepomnpusituii mo 3amurte [1J[H yunTBIBaeTCS, YTO MHPOPMALMOHHbIE
pecypcChl OABEPKEHBI TOTEHIHATBHBIM BHEIIHUM U BHYTPEHHHM Yrpo3aM, BEIyIIUM K IIOTepsM
KOH(HIEHIIHATBHOCTH, JOCTYITHOCTH U IIEJIOCTHOCTH HH()OPMALMOHHBIX PECYPCOB.

VIcTOYHUKY YyTpO3BIL:

— momun  (HemoOpocoBeCTHBIE ~ BHEIIHME M BHYTPEHHHME  II0JIb30BATEIIH
HH(OPMALIMOHHBIX PECYPCOB);

— aBapuu (OIIKOKH ITOJI30BATENs, OIKOKH aIMUHUCTPATOPA);

— OTKa3 ammapaTHoro obecreyeHHs! (OIIMOKH IPOrpaMMHOIO OOECIEUEHHs, OTKa3hl
HHIYCTPHAJIBHOTO 000pYIOBaHUA);

— mnpuponuble GakTopsl (CTHXHMHBIE OEICTBHS, acTPOQHM3UYECKHE  SABICHHUS,
OHOIOTHYECKHUE SBJICHUSA).

VIpo3sl yBEIHUHBAIOT PUCKU 0€30MIaCHOCTH, IIPEICTABIAIOIIME COOOM:

— HEaBTOPH3UPOBAHHBIM OCTYI B CETh;

— HEaBTOPH3MPOBAHHOE PACKpHITHE HH(POPMALIHH;

—  HEaBTOPH3MPOBAHHYIO MOIU(PUKAIMIO JaHHBIX HJIM IPOTPaMMHOI0 00ECTIEYeHH S,

paspyiieHne QYHKIHIA ceTd (HeZOCTYITHOCTD JaHHBIX U CEPBHCOB).

Hanuuue puckoB OesomacHOCTH TpeOylOT BBeIeHHs Mep 06e30macHOCTH. Mepsl
©e30MacHOCTH JOJKHBI TapaHTUPOBATh:

— KOHOQHUACHIHAIBHOCTB;

— LEJIOCTHOCTB;

— JIOCTYMHOCTb UH(POpMALIUH;

— CBOEBPEMEHHOE MOJy4E€HUE OTUYETHOCTH;

—  (¢usnyeckyro 6e30macHOCTh HH(POpPMALUH;

— KOHTPOJIb IOCTYyTIa K HHGOpMALIUH.

NudpopmannonHast 6€30acHOCTD IIPENyCMaTPUBAET:

—  IpONEAypHYIO (AIMHHHCTPATUBHYIO U OPraHU3allMOHHYIO O€30MaCHOCTD);

— ©0e30macHOCTh IEPCOHANA;

—  (usnueckyro 6e30macHOCTB;

— 0e30macHOCTh CUCTEMBI;

— 0e30macHOCTh KOMMYHHKAIUH.

O6ecneuenue Gesomacuoctu [1JIn mpu ux obpabotke B MCII[IH mocturaercs myTem
HCKJIIOYEHUS HECAaHKIHOHHPOBAHHOIO, B TOM YHCJIE CIy4aHHOIo IOCTyNa K IEPCOHAIbHBIM
JaHHBIM, pE3yJbTaTOM KOTOPOTO MOXET CTaTh YHHYTOXEHHE, H3MEHEHHE, OJOKHpOBaHHE,
KOIIMPOBaHUE, pacrpocTpaHeHue IEPCOHATIBHBIX JaHHBIX, a TaKXKe WHbIE
HECAHKIIMOHUPOBAHHBIE NEHCTBHS.

Mepomnpustus no obecneuenuto 6ezonacHocTu I1JIH mpoBOAATCS B 3aBUCHMOCTH OT THIIA
aKTyaJbHBIX yIpO3 W YPOBHEM 3alUINEHHOCTH NEPCOHAIBbHBIX JAHHBIX, 00pabaThIBaéMBIX B
WCIIIH, ¢ y4eToM BO3MOXXHOTO BO3HHKHOBEHHUS Yrpo3 O€30IaCHOCTH JXKH3HEHHO Ba)XKHBIM
HUHTepecaM CyObEKTOB EPCOHATIBHBIX JaHHBIX.

[Tpu o6ecneyennu 6e3onacHoctu [1J{H npoBOAATCS MEPONIPHUATHS, HAIIPABJICHHBIC Ha:

— mpenoTBpaiienue HecankuonuposanHoro nocryna (HCH) x I1/Ix u (unu) nepenaun
UX JIMIAM, OpPraHu3alisaM, He HMEIOIINM IIpaBa JOoCTyIa K TaKOH HHOpManuH;

— cBoeBpeMeHHOe oOHapyxeHue paxtoB HCJI k [T/1H;

— HeIONyIIeHHEe BO3IEHCTBUSA Ha TEXHMYECKHE CpPEACTBA aBTOMATU3UPOBAHHOM
obpabotku I[IJlH, B pe3ynpTaTe KOTOPOrO MOXET OBITh HApyIIEHO HX
(GYHKIHOHUPOBAHUE;

— omepatuBHOTrO pe3epBrpoBanus uHGopmanuu B MICII/IH;

—  BO3MOXXHOCTH He3aMeJIMTEILHOr0 BoccTaHoBIeHus [1/1H, MOIUGHIIMPOBAHHBIX HIIH
yHUYTOXXeHHBIX Benencteue HCJI k HuM;



—  [OCTOSIHHBIN KOHTPOJIb 3a oOecriedeHHeM YPOBHS 3alIHIIICHHOCTH [11=.

OGecreucHue OesomacHocTH IIJ[H OCYIIECTBIAETCS IYyTEM BBIIOJHECHHS KOMILIEKCA
OPraHM3alUOHHBIX M TEXHHYECKHX MEpONPHUSATHH, pealu3yeMbIX B paMKax co31aBaeMOM
CHCTEMBI 3aIUThI epcoHanbHbIX JaHHbIX (C3I11H).

CTpyKTypa, COCTaB H OCHOBHbIE (DYHKIHH C3I1/Ia ompedensioTcs B 3aBUCHMOCTH OT
THIA aKTyalTbHBIX YIPO3 H ypOBHEH 3alUIICHHOCTH NEPCOHANBHBIX NAHHbIX, o0pabaThIBaeMbIX
B UCIT/IH, ucnone3yeMslx B IlIkore.

C3[IJla BKIIOYAET OPraHW3alMOHHBIE MEPbl M TEXHHYECKHE CpCICTBA 3allUThl
padopManuE (B TOM UHCIE MIM(POBATBHBIE (xkpunrorpahudecKue) CpencTBa, CpeacTBa
TIpeloTBpALCH)s] HECAHKIMOHHPOBAHHOTO NOCTYINa, YTCHKH uHGOpMALMU TI0 TEXHUYECKHM
KaHa/IaM, IPOrPaMMHO-TEXHUYECKHMX BO3JCHCTBUH Ha TEXHUYECKHE CPEICTBA o6pabotku I1/1n),
a TaKKe UCTIONb3yeMble B HHDOPMALHOHHOM cucTeMe HHPOPMAIMOHHBIE TEXHOIOTHH.

[lon opranusanueil obecredeHrs Oe30MaCHOCTH [IJIa mpu ux obpaborke B WCIIH
nonuMaercsi (OPMHUPOBAHME COBOKYIHOCTH OCYIIECTBIIAEMBIX HA BCCX CTAIMAX JKUSHCHHOTO
mukaa VICITJIH coriacoBaHHBIX MO LENH, 3aaadaM, MECTy H BpEMCHH MEpOTIPHUATHH,
HaNpaBJIeHHbIX Ha INPEeIOTBPAIICHHE (HeWTpaIM3alMIo) W IapUPOBAHUE YIpo3 OE30MacHOCTH
[1lu B WCII/lH, Ha BOCCTAHOBJIECHHE HOPMAJIBHOI'O dynximonuposanus NCIIa mocne
HeWTpalM3allud Yrpo3bl, C NENbI0 MHHHMH3AMK Kak HEMOCPEACTBCHHOIO, Tak H
OIOCPEOBAHHOrO ~ yliepba OT BO3MOXHOH —peanu3allid TaKuX yrpos. ObGecneyeHue
6esomacHoctd [1JH mpu ux oOpaboTKe B aBTOMATH3MPOBAHHBIX WCII[IH mpoBOIUTCS MyTEM
BBIIIOJTHEHHS KOMIIJIEKCA OPraHU3allMOHHBIX H TEXHHYCCKUX MEpOTIPUATHH (IIPUMEHEHHS
TeXHHUECKUX CPEICTB), B paMKaX CHCTEMBI (MOACHCTEMBI) 3alIUTHl MEPCOHANBHBIX NAHHBIX,
paspepteiBaemoii B ICII/IH B mporecce ee CO3JaHus HIH MOACPHU3ALIHN.

[TopsiIOK OpraHM3aluu obecredeHrs 0e30macHoCTH [T1a 8 UCI1/IH npexycMaTpuBacT:

—  OIIEHKY OOCTaHOBKH;

—  o6GocHOBaHKE TpeOOBaHMH 110 0OeCTIeYeHHIO 0e30I1aCHOCTH I1/1a u popmynupoBaHUe

3anay 3amuThl [1]1H;

— pa3paboTKy mpoekTa obecreyeHus 0€30MACHOCTH [1/11; BHICOp LeENecO0OpPa3HBIX
crocoGoB (Mep U cpencTs) 3amuTel [IJ[H B COOTBETCTBUM C 3a4adaMH U IPOCKTOM
3alIMTEI,

—  pellleHHE BOIPOCOB YHpPABJIEHHS 00CCICUCHHEM 6esomacuoctu I1JIH B AMHAMMKE
H3MeHeHus: 06CTaHOBKU U KOHTPOJIS 3P HEKTHBHOCTH 3aILHUTEL,

— obecredenye peaau3aliy NPUHATOrO IPOEKTA 3AIUTEL;

—  miaHHpoOBaHHe MeporpusiThil o 3amute [1/1H;

—  OpraHM3aIMIO U [POBeNeHHe PaboT MO CO3IAHUIO CHCTEMBI 3ALIUTLI IEPCOHATBHBIX
narueix (C3I1/1H) B pamMKax pa3paboTKH (monepuusanuu) UCII/IH, B TOM 4uCie €
TpUBJICYEHHEM CIENHATH3UPOBAHHEIX CTOPOHHHX opraHu3anuii K pa3paboTke H
passeptoBanuio C3II[[H un ee 371E€MEHTOB B WCII[IH, pemeHre OCHOBHBIX 3aJa4
B3aHMOJIEHCTBHS, OIpeleeHre HX 3amau M (QYHKIMH Ha DasIi9HBIX CTAIHAX
cosmanus 1 skcruryaranud UCIIIH;

—  pa3paboTKy JOKYMEHTOB, PErJIAMEHTHPYIOIIMX BONPOCH OpraHu3altii obecrieueHus
6esonacrocty I1JTH u sxcruryarauun C3I10u B UCTI/H.

B uHTepecaX TEXHHYECKOro olecredeHus Oe30macHOCTH [1/lu npu ux obpaboTke B
WCTI/lH, B 3aBHCHMOCTH OT Kjacca HH(GOPMALHOHHOH CHCTEMbI JODKHBI OBITH IIPOBEIEHEI
meponpustast 1o 3ammre oT HCJL x T1/TH mpu ux o6pabotke B CIT/TH.

B cocraB MepompuaTHii mo 3amuTe [I{H npu HX o6pabotke B UCIIJa ot HCI u
HETIPaBOMEPHBIX IEHCTBHH BXOIAT CIICAYIOIIME MEPOTIPHATHS:

— samura ot HCJI IIp¥ 0IHOTIONB30BATENECKOM PEsKUMe 00paboTKH [T1H;

— 3amuTa oT HCJ] mpu MHOTOIOJIb30BaTEIbCKOM PEXKUME obpabotku IT/TH 1 paBHBIX

TIpaBax JIOCTYIa K HUM CyOBEeKTOB IOCTYIIA;
— 3amuta o HCJI mpu MHOTOIOJI30BATEIbCKOM PEXUME obpabotku [1/T1 1 pasHbIX



IIpaBax JOCTYIIa;

— 3amuTa HHGOpPMAIUK IpU MexceTeBoM B3aumoaeicteuu MCIT/IH;

— aHTHUBHpYCHas 3allUTa.

Meponpusatus no 3amure IIJ[H peanusyrorcs B paMKax IOJCHCTEM: YIpPaBJICHHS
JOCTYIIOM, PETHCTPAlldd U ydeTa, obecrnedeHus LEeJOCTHOCTH, KPUNTOrpagHuecKod 3allMThI,
AQHTUBHPYCHOM 3aIlIUTEHI.

Meps! 6e3onacuoctu [1/IH DODKHBI rapaHTHPOBATE:

— KOHOHUAECHIUAILHOCTB;

— IIeJIOCTHOCTB;

— JIOCTYIHOCTH UH(OpMALIUH.

Meponpusarus no odecrneyeHuo 6e30MacHOCTH IpeayCMaTPUBAIOT:

— yIpaBJIEHUE JOCTYIIOM;

— PpErHuCTpalHiO U YYeT;

— ofecrneueHue NETOCTHOCTH;

— KOHTPOJIb OTCYTCTBHS HEIEKJIAPUPOBAHHBIX BO3MOXKHOCTEH;

— AHTHUBHUPYCHYIO 3alllUTY;

— obecneueHne 6€30MacHOr0 MeXCETEBOTO B3aMMOICHCTBHS,

— aHaJIM3 3alUIICHHOCTH.

[ToncucTeMsl yrpaBieHHs JOCTYIIOM U PETHCTPALMH M yYeTa JOJKHBI Pealn30BbIBATHCS
Ha 0a3e NpPOrpaMMHBIX CpEeACTB OJOKHUPOBAaHHS HECAaHKIHOHMPOBAHHBIX  JEHCTBHIA,
CHTHAIM3AIMM M PErHCTpallMd. OTO CHElHalbHble, HEe BXONAIIHE B SAPO KaKOW-ITHOO
OIEPAlMOHHOM CHCTEMBI IIPOrPaMMHBIE M IPOrpaMMHO-alIapaTHbIe CPEACTBA 3aIlUTHl CaMHX
OIEPAIIMOHHBIX CUCTEM, 3JIEKTPOHHBIX 0a3 JaHHBIX M MPUKIAIHBIX IporpaMM. OHH BBIIOJHSIOT
(QyHKIMH 3aIIUTBI CaMOCTOSTENPHO WM B KOMIUIEKCE C APYTHMH CPEACTBAMH 3alIUTHl H
HaIpaBjIeHbl Ha HCKIIOYEHHUE WM 3aTPyJHEHHUE BBIIOJHEHHUS ONMACHBIX JEHCTBHIA IOJH30BATENSL
WA HapyIIUTeIs.

CpencTBa IHarHOCTHKY JOJDKHBI OCYIIECTBIISATh TECTUPOBaHKE (alIoBoi CHCTEMBI U 6a3
JaHHBIX, IOCTOSAHHBIA cOOp HHPOpMaUUU O (GYHKIHOHHPOBAHMH JJIEMEHTOB IIOACHCTEMBI
obecrnieyenus 6e30macHOCTH HHGOPMALIHH.

CpenctBa yHHYTOXXEHHUS IpeIHA3HAUCHbI OIS YHHYTOKEHHS OCTATOYHBIX IAHHBIX U
JOJDKHBl ~ NMpEeIyCMaTpUBaTh ABAPMMHOE YHHYTOXKEHHE JAaHHBIX B CIy4ae yrpo3bl
HecaHKIHOHHpoBaHHOTo noctyna (HC/I), koTopas He MOXeT ObITh OJI0KHpPOBaHA CHCTEMOM.

Cpenctsa  cUrHamM3aldM — NpefHA3HAUYeHBl UL [PEAYNPEXKIEHHS  ONEPaTOpOB
(monp3oBareneif) mpu uX OOpalleHMH K 3alIMNIAEMBIM JaHHBIM W JUIA [IPEXyNpeKIeHUS
aqMUHHCTpaTopa rmpu obHapyxeHun (akra HCJI, uckaxeHHH MPOrpaMMHBIX CPEICTB 3aLIUTHL,
BBIXOJIC WJIM BBIBOJIC M3 CTPOs ammapaTHBIX CPEACTB 3ALIUTBHI U O APYTUX (akTaX HapylIeHHS
IITaTHOTO peXUMa (YHKITHOHHPOBAHHUS.

IToncucrema obecneueHus LETOCTHOCTH AODKHA OBITH peajn30BaHa OIEPAlHOHHBIMH
CHCTEMaMH ¥ CHCTEMaMH yIpaBjieHus 0a3aMu JaHHBIX. CpelcTBa NOBBIICHUS JOCTOBEPHOCTH U
obecneveHus HENOCTHOCTH IepeaBaeMblX JaHHBIX M HANE)XHOCTH TPAH3aKIHMii, BCTpauBaeMble
B ONCpPAllMOHHBIC CHUCTEMBI U CHUCTEMBI YIpaBjeHHs 0a3aMM JaHHBIX, OCHOBAHBI Ha pacyeTe
KOHTPOJIPHBIX CYMM, YBEIOMJIEHHH O cOoe B Iepenade makeTa COOOIIEHHs, IIOBTOPE Mepenaun
He NIPHHATOrO MaKeTa.

[Toncucrema KOHTPOIS OTCYTCTBHS HENEKIAPMPOBAHHEIX BO3MOMKHOCTEH IOJIKHA
peann30BBIBATHCA Ha 0a3e CHCTEM ympapieHHs 0a3aMM JaHHBIX, CPEACTB 3alIUTHI HH(GOPMAIIUH,
AQHTHBUPYCHBIX CPEICTB 3alUTHI HH(OPMALIHH.

Jlnst oCyIlIeCTBIEHHs pasTpaHHYeHHs IOCTyna K HH()OPMAlHOHHBIM pecypcam IIpH
MEXCETeBOM B3aUMOJCHCTBHM HOJDKHO IIPUMEHSTHCS MEKCETEBOE JKpaHHPOBAaHHE, KOTOPOE
peanu3yeTcss NPOrpaMMHBIMH M/HIM IIPOrPaMMHO-aNNapaTHBIMH MEXCETEBBIMH OJKpaHaMH
(M3). MesxceTeBoil 3KpaH TO/DKEH yCTaHABIHUBATHCS MEXKIY 3allMINAEMON CEThIO, Ha3bIBAEMOM
BHYTPEHHEN, U BHEIIHEH CeThI0. MeXCeTeBOi dKpaH HOJDKEH BXOAUTH B COCTAaB 3allMINAEMOit



cetu. Ilpn ero HacTpoiike OTHEIBHO 3aJAlOTCS INpaBuia, OTPaHMIHBAOLIAC AOCTYH U3
BHYTPEHHEH CeTH BO BHEIIHIOK U HA000pOT.

[logcucTeMa aHAIW3a 3AIUIIEHHOCTH [ODKHA  PEAlM30BBIBATECA HA  OCHOBC
HCIONB30BAHMUs CPEJICTB TECTHPOBAaHUA (aHaIM3a 3AIIMINEHHOCTH) M KOHTPOJs (aynuTa)
6€30MacHOCTH UHPOPMAILIUH.

Jlng pa3paboOTKH M OCYILECTBICHHUS MepOnpusATHii [0 0OecreyeHuIo 0e30macHOCTH
epCOHATBHBIX [AHHBIX IIpH HX 00paboTKe B HHPOPMALMOHHON CHCTEME Ha3HA4aeTCs
CTPYKTypHOE IOJpA3JeNeHde WIM JOJDKHOCTHOS JIHHO (paOOTHHK), OTBETCTBEHHBIC 32
oGecriedeHre  Oe30MAacHOCTH MEPCOHANBHBIX JAaHHBIX B HMH(OPMAIMOHHBIX — CHCTEMax
[IEpCOHANBHBIX JaHHBIX.

JIuma, [JOCTYym  KOTOPBIX K  MEPCOHAIBPHBIM  JaHHBIM, oOpabaTbIBa€MBIM B
HHQOPMAIMOHHON ~ CHCTeMe, HeoOXOZMM UL  BBINOJIHCHHA cIyKeOHBIX  (TPYHOBBIX)
06S3aHHOCTEH, MOJDKHBI JOMYCKAThCS K COOTBETCTBYIOIIMM TEPCOHATBHBIM JIaHHBIM  Ha
OCHOBAaHHH yTBEPKIEHHBIX IlepedHed MODKHOCTHBIX JIAL, JOMYIICHHBIX K pabote ¢
IIepCOHATBHBIMU JaHHBIMH.

3anpockl MOJb30BATENeN HH(QOPMAIMOHHOH CHCTEMBI HA IOJY4YCHHE NEPCOHANBHBIX
JAHHBIX, BKJIIOYas JIMI, YKA3aHHBIX B YTBEPXKICHHBIX [IepedHAX NODKHOCTHBIX JIMIL, & TaKXKe
(aKTBI MPENOCTABIICHHS IEPCOHATBHBIX JaHHBIX MO 3THM 3alpOCaM JOJDKHEL PErUCTPUPOBATHCS
ABTOMATH3MPOBAHHBIMH CPEACTBAMH HMH(OPMALMOHHOW CHCTEMBI B OJICKTPOHHOM JKypHANC
obpamenuii. CozepikaHue SJIEKTPOHHOIO JKypHaua oOpalleH!i TepHOANYECKH IPOBEPAETCA
COOTBETCTBYIOIIUMH JOJDKHOCTHBIMH JIMLAMH (pabotHukamu) 11IKOJIBI WM YTIOTHOMOYEHHBIMU
JIMLAMH.

[Ipy OGHApY)XeHHH HapyIIeHHH TNOpsAAKa MpPEJOCTABJCHHS MEPCOHATBHBIX NAHHBIX
[LIko7BI YOTHOMOYEHHbIE JIHIA JTODKHBI HE3aMETHTENbHO NMPUOCTAHOBUTE IPENOCTABICHHE
[epCOHATBHBIX JAHHBIX I101530BATENSM HH(POPMAIMOHHON CHCTEMBI 10 BBIABICHHS IPHIHH
HapyLICHUH U YCTPAHEHHS STUX MPHIMH.

[Ipy XpaHEeHMH MaTepUATBHBIX HOCHTENeH HHGOpPMAIMM C MEPCOHATbHBIMU JAHHBIMA
(i  gpyrodl  KOHQHIEHIMAIBHON pHpOpMAIKei) JOMKHBI ~ COONIONATBCA  yCIOBHS,
o0ecrevnBaronme COXPaHHOCThb [IEPCOHANBHBIX JAHHBIX %4 HCKJTIOYAIOILIHUE
HeCAHKIMOHUPOBAHHBIH K HUM 10CTYIL IlepedeHb Mep, HEOOXOMUMBIX IS obecreyeHus: Takux
YCIIOBHH, TIOPAIOK HX IPHHATHS, a TAaKXKe NEPEdeHb JHIl, OTBETCTBEHHBIX 32 PCATH3ALIMIO
YKa3aHHBIX Mep, yCTaHaBJIMBAIOTCS OTACNIBHO.



[Tpunosxernue Ne 2

K [T07105KeHHUIO 0 OpraHu3aluy |
poBeeHHIO paboT Mo obecneueHuIo
0€30MacHOCTH ePCOHATBHBIX JaHHBIX IIPH UX
00paboTke B HHGHOPMAIIMOHHBIX CHCTEMAX

IIEpCOHATBHBIX JaHHBIX
MBY «IKOJIA Ne70»

Onucanue JokaabHO-BbIuucauTeIbHOI ceTH (/IBC) MBY «IIIKOJIA Ne70»:

1. JIBC HaxomuTcs B Ipeaeax AByX 3JaHUN M 3aHUMAeT TPH 3Taxa.

2. KonnyecTBo y3710B, 00pabaThIBAIOLIMX IEPCOHATBHBIE JaHHbBIE — 9.

3. Tonomnorus — 3Be3na, Tum — Ethernet 100Base-TX.

4. YYaCTHHKH CETH SABJISIOTCS HCTOYHUKAMH U MOTPEOUTENIMHI HHPOPMAIIHH.

5. Cetp ucnoms3yet crek npotokosoB TCP/IP.

6. TeneKOMMYHHKAllMOHHBIE KaHAJIbl MPENOCTAaBISAIOTCS  coryacHo JloroBopy ¢
npoBaiinepoM OAO «Pocrenekomy.

7. Cxopoctable xapakrepuctuku: JIBC — 100 Mout/c; MaTeprer — 2 M6urt/c.

8. AIMUHHCTPHpPOBAaHHE U IepedyeHb paboT Ompenensorcss AIMUHHCTPAaTOPOM
uHpopMarroHHo#i 6e3onacHocTu [1IkoBL

9. YUaCcTHHKH CE€TH, KOTOPBIM HeoOXomuMm poctyn B VIHTepHET [ BBIIOJHEHUS
CITyKeOHBIX 0053aHHOCTEMH, NOMyCcKaloTCs ¢ pa3pelieHus aupexropa IIkonsl 1 UIMEIOT JOCTy B
r100aJbHYIO CETh B COOTBETCTBHH C Pa3pEIICHHBIMU OJTHOMOYHSIMH.

10. BHeceHre u3MeHEHHH B TeJeKOMMYHHKaIHoHHyI0 cxemy JIBC mpousBomurcs
pabotHukamu 11IkoJTBI (MJTH CTOPOHHE!H OpraHu3aluei o JOroBOpy WM KOHTPAKTY).
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[TosicauTeIbHAS 3aIIMCKa

1. Beog B skcmayaranuio, pemoHT TC, moaxmoueHue TC K ceTd OCyLIECTBISIETCS
paboTaukamu [11koJbI (WIM CTOPOHHEH OpraHM3anuell Mo J0roBopy Mk KOHTPAKTY).

2. OmeHKa TIOJHOTHI  MEPEJAHHOTO  MPEACTaBUTENAMH  (QUPMBI-IPOM3BOMUTEIIS,
paspaboTunKa, INpOJAaBLA O3KCIUTyaTalMOHHOM JokymeHtaumn Ha TC ocymecTBiasercs
paboraukamu [11KobI (WM CTOPOHHE}T OpraHu3alyel o J0r0BOpY M/l KOHTPAKTY).

3. TC mposepsieTcst paGoTHHKaMu 11IKoBI (MM CTOPOHHEH OpraHHU3aluei 1Mo JOoroBOpy
WA KOHTPAKTY).

4. Ha sramax YCTAaHOBKM H HACTpOWKH, obecredeHHeM Oe30macHOCTH HHQopManuu
3aHHMaeTcss AIMHHUCTpATop MHpOpMannoHHOH GesomacHocTd. Ha sramax skcmiyaTanuu 3a
obecreueHne 6€30MaCHOCTH OTBevatoT noip3oBarenn TC.
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ITosicHuTEIBPHAS 3amTHCKA

1. OueHka TONHOTBI  MEpPeNaHHOrO  INPEACTABHTE/SMH (bUPMBI-IpOM3BO AU TE NS,
paspaboTynka, INpojaBIa SKCIUIyaTAMOHHOH JOKyMeHTamud Ha 110 IIPOU3BOJUTCS
AIIMEHHCTPAaTOpOM HH(pOpMaHOHHON 6e30macHocTH IIIKOIEL

2. Hactpoiika I1O mpomsBomuTcss CTOpOHHeH opraHm3ammell Mo JIOTOBOPY  WJIH
KOHTPAKTY.

3.Ilpu nosBneHnu HOBBIX Bepcuit I10, m3Mmenenus B IO BHOCSTCS CTOPOHHEIH
OpraHu3aluei o JOroBopy HWIIM KOHTPAKTY.

4. smenenus B I1O MoryT BHOCHTB TONBEKO paGoTHuHKH [1IKOJIBL.
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[losicuuTebHAS 3alucKa

1. Hactpoiika C3W mnpou3BOAMTCS CTOPOHHEH OpraHM3alied IO OroBOpY HIJIH

KOHTPAKTY.
2. PasrpannueHne [OCTyNa IOJb30BaTeNel NPOM3BOAUTCA C TOMOIIBIO CTAHJIAPTHBIX

cpencts OC.
3. Usmenenuss B C3U mpoM3BOAATCS TOJBKO AIMHUHHCTPATOPOM HH(OPMAMOHHOM

oezomnacHocTH 11IKobL.
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[Tpunoxenune Ne 7

K [lonoxxeHuIO 10 opranu3anuy u
IPOBEIEHHIO paboT 1Mo 06eCIIeYeH IO
6€30MacHOCTH IePCOHAIBHBIX TAHHBIX IPH UX
00paboTke B HHYOPMAILIMOHHBIX CHCTEMAX
IIEPCOHAIBHBIX JTaHHBIX

PEKOMEHJAIINA
10 HCNI0/1b30BAHMI0 NPOrPAMMHBIX H aNINAPATHBIX CPEACTB 3aIHTHI
HHpOpMaLHH U 06ecnieveHHn 0 6e30MaCHOCTH NePCOHATLHBIX JAHHBIX IPH HX
00pa6oTke B MHYOPMALHOHHBIX CHCTEMAX NEPCOHATLHBIX JAHHDIX

Meponpustus no 3amure I[1/J1 npu ux obpadotke B UCIT/IH OT HECAaHKLMOHUPOBAHHOTO
JI0CTyIIa ¥ HETIPAaBOMEPHBIX NEHCTBHI BKIIOYAIOT B CeOA:
— YIpaBJIeHHE JOCTYIIOM;
— PETHCTpALMIO U YYET;
— ofecrnedeHne HeJ0CTHOCTH;
— KOHTPOJIb OTCYTCTBHSI HENEKIapPHPOBAaHHbIX BO3MOXKHOCTEIX;
— @HTUBHPYCHYIO 3all[HTY;
— obecneyenue 6e30MaCHOTO MEXCETEBOrO B3aUMOIEHCTBHS UCIIH;
— aHaJIu3 3alUIIEHHOCTH;
— 0OHapy»eHHe BTOP)KEHHI.
JU1st BBINOTHEHHS BBIIIEHA3BAHHEIX TPeOOBAHMI, HEOOXOIUMO HAIMYHE CIIEIYIOIIUX
CPEICTB 3alIUTEI:
— CPCACTBO 3aIIUTHI OT HECAHKIIMOHHPOBAHHOTO JIOCTYIIA;
— MEXKCETEBOH 3KpaH;
— aHTUBHpYC.
Ilpu BBIOOpE TOrO WIM MHOTO CpEeACTBA 3AIMTHI OCHOBHBIME KPUTEPHAMHU OTOOpa
ABJISAIOTCS:
— Haimnuue ceprudukaroB ®CTIK, OCB;
— obecrevyeHne HEOOXOAUMOTO YPOBHS 3alATHL,
— IPOU3BOAUTEIBHOCTD;
— COBMECTHUMOCTE;
— TIPpOCTOTa HACTPOMKHU M IKCILTyaTalHH;
— TEeXHHYECKas MOIEPKKA,
— IIeHa.



