[MPUHATO IIporoxon Ne 1 ot 26.08.2018

[Tenarornueckum CoBeTom YTBEPX/IAIO

ITporokon Ne 1 ot 30.08.2018 Hupexkrop MBY «lllkoma Ne 70»

I[MPUHATO O.b. XKurynesuesa

C yuerom muennst Coseta poputenei Ipukas Ne 97/5-o1 ot 31.08.2018
IMMOJOXEHHUE

10 OPraHU3alUM U NMPOBeJIeHUI0 PadOT M0 00ecredYeHUu 0 0e30MaACHOCTH
MEePCOHAJbHBIX JAHHBIX NPU UX 00paldoTKe
B HHGOPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX TaHHBIX

Hacrosmee Ilonoxxenne pa3zpabotraHo B cOOTBETCTBUU ¢ DeaepaibHBIM 3aKOHOM OT 27 WO
2006 roma Ne 152-®3 «O mnepcoHalbHBIX JaHHBIX», IOCTaHOBIEHHEM IlpaBuTenbcTBa
Poccutickoii ®eneparuu ot 1 HOsOpst 2012 1. Ne 1119 «O6 yTBepkaeHnN TpeOOBAHMH K 3aIIUTE
MEPCOHANBHBIX JAHHBIX TpH UX 00paboTke B HMH(DOPMAIMOHHBIX CHCTEMAaX MEPCOHATBHBIX
naHHbIX», HopMaTtuBHbIMH JokyMeHTaMu DPCTOK m ®CB Poccum ¢ nenpto obecnedeHHs
3alUTBl MpaB W CBOOOJ TpaxaaH mpu 00pabOTKe WX TMEPCOHANBHBIX JIAaHHBIX B
MH(GOPMALIMOHHBIX CUCTEMaX MEPCOHATbHBIX TAHHBIX.

s neneit Hactosiero [lonoxeHus NpUMEHSIOTCS CIIEeAYOLE TEPMUHBI U OIPEACICHUS:
IlepconasibHble AaHHbIe — J00as WHPOpPMALUSA, OTHOCSIIASCS K TPSAMO HIM KOCBEHHO
OIpeIeIIEHHOMY WJIM OmpeAesieMoMy GU3n4ecKoMy JIULY (CyObeKTy NepCOHAIbHBIX JAHHBIX).
Omnepartop IlepcoHajbHBIX AaHHBIX — MyHHIMIAIBHOE OMOJKETHOE 0011€00pa30oBaTEIbHOE
yupexxaeHue ropojackoro okpyra Tonpattu «lllkona ¢ yriyOieHHBIM H3y4€HHEM OTIENIBHBIX
npeameroB Ne 70» (nmanee - Illkosa) — rocynapcTBEHHBIM OpraH, MyHULMIAJIbHBIM Opra,
IOPUJIMYECKOe WM (U3UYECKOE JIMLO, CAMOCTOSTEIBHO WM COBMECTHO C APYTUMH JIMLAMHU
OpraHm3ymoIue W (WiIM) OCYIISCTBISIONIME OOpPaOOTKY MEPCOHANBHBIX ITaHHBIX, a TaKXKe
onpejensomue neiad o0paboTKM MEpCOHAJIbHBIX IAHHBIX, COCTAB INEPCOHAIbHBIX JAHHBIX,
noJyIeXxanmx o0paboTke, NeicTBHA (ONepaum), COBEpIIacMble ¢ IEPCOHAIBHBIMU JaHHBIMU.
HNupopmanuoHHas cHCTeMa IEPCOHAJbHBIX JAHHBIX — COBOKYIHOCTb COJEpXalluxcs B
0a3ax JaHHBIX NMEPCOHATBHBIX JAHHBIX U 00ECIEUMBAIOUINX UX 00pabOTKy MH(OPMAIIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJCTB.

Texnnyeckue cpeacrsa UHGOPMAIMOHHON CHCTEeMbI NMEPCOHAJBLHBIX AAHHBIX — CpPE/ICTBA
BBIUUCIIUTENILHOW TEXHUKH, HH()OPMALIIOHHO-BBIYMCIUTEIbHBIE KOMIUIEKCHI M CETH, CPEJICTBA U
CHUCTEMBI Tepefauu, NprueMa U OOpadOTKM NEePCOHANBHBIX JAHHBIX (CPEACTBA U CHUCTEMBI
3BYKO3aIMCH, 3ByKOBOCIIPOU3BEICHMS], IIEPETOBOPHBIC U TEJICBU3UOHHBIE YCTPOICTBA, CpelCcTBa
M3TOTOBIICHHS, TUPAXHPOBAHUS IOKYMEHTOB M JIPYrHe€ TEXHHYECKHE CpPeICTBa 00pabOTKH
pedeBoil, rpaduvIecKoil, BUaAeO- U OyKBEeHHO-IIU(PpOBOI MHGOPMAIIHH), TPOTPAMMHBIC CPEACTBA
(onepanroHHBIE CHUCTEMBI, CUCTEMbI YyIpaBlieHHs 0a3aMy JaHHBIX U T.I.), CPEICTBA 3AILUTHI
UH(pOpMaLIUK, IPUMEHsIeMble B MH()OPMAIIMOHHBIX CUCTEMAX.

IMoab3oBaTe/ b HHPOPMANMOHHOMN CHCTEMBbI MEPCOHAIBHBIX JaHHBIX — JIMIIO, YYaCTBYIOIIEE
B (DyHKIIMOHUPOBaHUM MH(POPMALIMOHHOMN CHUCTEMBI IEPCOHATIBHBIX JaHHBIX WM MCIOJb3YHOIEee
pe3yabTaThl €€ PYyHKIUOHUPOBAHHMS.

IIpaBuiaa pasrpaHudeHusi J0CTyna K HH(OPMALNUOHHBIM CHCTEMaM IIePCOHATBHBIX
JAAHHBIX — COBOKYIHOCTb MPaBWJI, PETIAMEHTHPYIOLIMX IpaBa JOCTyNa CyOBEKTOB JOCTYIa K
00BEKTaM JOCTYyIIA.

O0paboTka NepCOHAJIBHBIX JAHHBIX — JI000€ JeicTBHE (Omepanusi) WM COBOKYITHOCTh
JeiictBuil (omepanuii), coBeplIaeMbIX C HCIOJIb30BAHUEM CPEACTB aBTOMAaTH3allMU WM 0e3
UCTIOJIb30BaHUSl TAaKUX CPEACTB C TMEPCOHATBHBIMU JaHHBIMH, BKIIIOYass cOOp, 3aIuch,



cUCTEeMaTH3alllI0, HAKOIJICHUEe, XpaHEeHUe, yTOUHeHUe (0OHOBIICHHE, U3MEHEHHE), U3BIICUECHUE,
WCIIONIb30BaHUe, TMepenaavy (pacmpocTpaHEHHUE, MPEAOoCTaBlIeHUe, OCTYI), O00€3TMYMBaHUE,
OJI0KMpOBaHUE, yIaJICHUE, YHUUTOKECHNE MIEPCOHAIBHBIX JTAHHBIX.

PaCHPOCTpaHeHI/Ie NMEPCOHAJTBHBIX MAHHBIX — I[€I7ICTBH$I, HAIpaBJICHHBIC Ha pPaCKpPBITHC
NEPCOHAIBHBIX JAHHBIX HEONPEAEICHHOMY KPYTY JIHUII.

HPEHOCTaB.ﬂeHI/Ie NEPCOHAJIBHBIX MJAHHBIX — )I@flCTBI/I?I, HAIlpaBJICHHBIC Ha PpPacCKpPbITUC
NEPCOHAIBHBIX JAHHBIX ONPEACICHHOMY JIUIY WM OTIPE/IeJIEHHOMY KpYTY JIMII.

BiokupoBanue TEPCOHAJBHBIX [JaHHBIX — BpPEMEHHOE TpeKpamieHne 0o0paboTKH
NEPCOHANBHBIX JAaHHBIX (32 MCKIIOYEHHEM CcIy4aeB, eclii o0paboTka HeoOXoauma JUIs
YTOYHCHUSA IEPCOHAJIBHBIX )IaHHI)IX).

YHMYTOKEHHEe NePCOHATbHBIX JAHHBIX — JCHCTBHS, B pe3ysbTaTe KOTOPHIX CTAHOBHUTCS
HCBO3MOXHBIM BOCCTAaHOBUTH COJACPIKAHUC TICPCOHAJIBHBIX JaHHBIX B HH(bOpMaHHOHHOﬁ
CUCTEME MEPCOHAIBHBIX JAHHBIX U (WJIM) B pe3yJbTaTe KOTOPBHIX YHUUTOXKAIOTCS MaTepHabHbIe
HOCHUTCIIN NICPCOHAIBHBIX JaHHBIX.

O0e31M4YMBaHNe NMEPCOHAJBHBIX JAHHBIX — JCWUCTBUS, B pe3ysibTaTe KOTOPHIX CTAHOBUTCS
HEBO3MOXXHbIM ~ 0€3  HCIIOJIb30BAHUSA  JIOTIOJIHUTEIbHOM  MHGOpPMAlMU  OINpPENeIUTh
NPUHAIICKHOCTh IEPCOHANBHBIX TaHHBIX KOHKPETHOMY CYOBEKTY NEPCOHANIbHBIX JaHHBIX.
KOHq)HIlEHlII/IaJIbHOCTL MNEePCOHATBHBIX JAHHBIX — OnepaTopH W HWHBIC JIMLa, IOJYUYMBIINC
JOCTYIl K TEpPCOHAJIBHBIM JaHHBIM, O0O0s3aHbl HE pacKpbIBaThb TPETBUM JIMIIAaM M He
pacrpoCTpaHsITh IMePCOHATFHBIC JaHHBIE 0€3 corjacus CyObheKTa MEePCOHATBHBIX TaHHBIX, €CITH
MHOE HE MPEyCMOTPEHO (esiepaibHbIM 3aKOHOM.

TpchrpaanHaﬂ nepeaavya nepCoHAJIbHBIX JaHHBIX — MEpCaadya NMEPCOHAIBHBIX JAaHHBIX Ha
TEPPUTOPUIO HHOCTPAHHOTO TOCYAAapCTBa OpraHy BIACTH HWHOCTPAHHOTO TOCYAapCTBa,
MHOCTPaHHOMY (PM3UYECKOMY JIUILYy MJIM HHOCTPAHHOMY IOPUANYECKOMY JIHILY.
HecanKuMOHUPOBAHHBIN AOCTYII (HecCaHKIIMOHUPOBAHHbIE HAefcTBHSA) K
l/lH(l)OpMaIII/IOHHI)IM CUCTEMaM IIE€PCOHAJBHBLIX MAHHBLIX — JOCTYIlI K I/IH(l)OpMaIII/II/I HIIN
neiictBusl ¢ mHpOpMaluel, Hapyllalolue NpaBuiIa pa3rpaHUYeHHs JIOCTYyNa, B TOM YHUCIE C
HCIIOJIb30BAHHUEM IHITATHBIX CPCACTB, IMPEAOCTABIACMBIX I/IH(I)OpMaHI/IOHHBIMI/I CHUcreMamMu
NEPCOHANBHBIX JIAHHBIX.

3ammura wuMHGOpMaMM —  KOMIUIEKC  OpPraHU3AIMOHHO-TEXHUYECKUX  MEPOIpPUATHH,
HalpaBJICHHBIX Ha MPEAOTBPAIICHUE NTOTEPH, UCKAKEHUS U HECAHKIIMOHMPOBAHHOTO JOCTyMa K
JaHHEIM, [IPU 3TOM IIPEAYyCMaTPUBAECTCA:

— pasrpaHu4eHHe MOJIHOMOYHI 10CTyIa K JAHHBIM;

— aBTOpHU3AIIMS, KOHTPOJIb U yUeT ACUCTBUI C JaHHBIMH (PETUCTpaLIUs COOBITHIA);

— KOHTPOJIb KOIIMPOBAaHU4, II€YATH, obMeHa JaHHBIMU I10 KaHaJlaM CBA3H,

— MEXCETeBOE SKPAaHHPOBAHUE U 3aIUTa OT BUPYCOB;

— y4eT BHEIIHUX HOCUTENEeH JaHHbIX;

— pe3epBHOE KOMUPOBAHUE / BOCCTAHOBIICHUE TaHHBIX;

— Ppa3acibHOC XpaHCHUC HOCHTENICH JaHHBIX C PC3CPBHBIMU KOIIHUAMMU,

— KOHTPOJIb JOCTYyIIAa B IIOMCHICHUA U K KOMIIBIOTCPAM;

— MPUMEHEHHE YCTPOMCTB UACHTHU(PHUKALIUY OJIb30BaTeNe! A JOCTYTIA.

1 O0uue nosoxkeHus

Hacrosimum  [lonmoxkeHneM — ompenessieTcss CTPYKTypa M COCTaBISIIONIME  O€301MacHOCTH
uHpopMaluu B UHOOPMALIMOHHON CUCTEME MEPCOHANBHBIX JAaHHBIX PAOOTHUKOB, 00yUYaIOLIUXCS
U UX poauTenel (3aKkoHHbIX npeactaBureneil) LI kombl.

Obecneuenne Oe3omacHOocTH TepcoHabHBIX JaHHBIX ([[JIlH) mpm wux o0paboTke B
aBTOMAaTH3MPOBAHHBIX CHCTeMaxX (MH(POPMAIMOHHBIX CHUCTEMax TEPCOHAIBHBIX MAHHBIX —
WCTI/[In) nocturaeTcs myTeM HCKIIOUEHHUs HECAaHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIy4ailHOTO,
JOCTyTa K TEPCOHAJBHBIM JaHHBIM, PE3yJIbTATOM KOTOPOTO MOXKET CTaTh YHHYTOXKEHHE,
U3MEHEeHHe, OJIOKUpOBaHUE, KOMUPOBAHUE, PACIIPOCTPAHEHNE MEPCOHANBHBIX JIAHHBIX, a TaKXkKe
WHBIC HECAHKIIMOHUPOBAHHBIE JICHCTBHUSI.



Meponpustus no obecnieueHnto 6e3onacHoctu I1/IH dhopmynupyroTcs Ha OCHOBaHUM aHAIU3a
TUTA aKTyaJbHBIX YIpO3 M YPOBHEH 3alUIEHHOCTH MEPCOHAIBHBIX JaHHBIX, 00pabaThIBaeMbIX
B UCII/IH ¢ y4eToM BO3MOXHOTI'O BO3HHMKHOBEHHS YIpo3 0€30MacHOCTH XKM3HEHHO Ba)KHBIM
MHTEepecaM JIMYHOCTH, O0IIeCTBA U TOCYIapCTBa.

Ob6ecneuenne Oe3omacHocTy IIJ[H ocymecTBiusieTcs myTeM BbImonHeHUs TpeOoBaHuit 1O
oOecrieyeHnI0 6€30MacHOCTH MEPCOHAIbHBIX JAaHHBIX MPU UX 00paboTke B MH(GOPMAIIMOHHBIX
cucrteMax nepcoHanbHbIX AaHHbIX Lkomns! (ITpunoxenne Ne 1).

Crtpykrypa, coctaB u ocHoBHble GyHKumu C3II/[H ompenensroTcs MCXOas W3 aHAM3a THUITA
aKTyaJbHbIX YI'pO3 M YpPOBHEH 3allMIIEHHOCTH IMEPCOHAIBHBIX TaHHBIX, 00pabaThIBaeMBIX B
NUCTIdn. C3IIJlH BkiIOYaeT OpraHM3allMOHHBIE MEpbl U TEXHUYECKHE CpEeACTBa 3alllUThI
uHpopmanuu (B TOM uwMcie MmudpoBaigbHble (KpUNTOrpaduyeckre) CpeacTBa, CpelcTBa
MPEIOTBPALICHUS] HECAaHKLIMOHUPOBAHHOIO JOCTYIa, YTEYKHM HH(GOPMalUU MO TEXHUYECKUM
KaHaJlaM, IPOrpaMMHO-TEXHUYECKHUX BO3JACUCTBUI Ha TeXHHUYECKUE cpeacTBa oopadotku I1/1H),
a TaKKe UCIOJIb3yeMble B MH(OPMALIMOHHON cUcTeMe MH(OPMAaLIMOHHbIE TEXHOJIOTHH.

[Ton opranuzanueii odecnieuenust 6ezonacHoctu 11/ npu ux obpadorke B MCII/IH nonnmaercs
(dhopMHUpOBaHHE COBOKYITHOCTH OCYIIIECTBIIIEMBIX Ha BCEX CTaaMsX kxu3HeHHoro 1ukia NUCIT/Ix
COIVIaCOBAaHHBIX MO IENHW, 3ajadaM, MECTY M BpPEMEHU MEpOIPUATHI, HANpaBIEHHBIX Ha
npeaoTBpalieHne (HeuTpanu3amnuio) u napupoBanne yrpo3 6esomacHoctu [1/{n B UCII/IH; Ha
BOCCTaHOBJICHHE HOpMasibHOrO (QyHKumoHupoBanus MCIIIH mocne HeWTpamu3aluu yrposbl, C
LeJIbI0 MUHUMH3AIUU KaK HETIOCPEICTBEHHOT0, TaK M OMOCPEOBAHHOTO yiiepOa OT BO3MOXKHOM
peain3alyy TakKuxX yrpos.

Meponpustus no obOecredeHHni0 0e30MacHOCTH MEPCOHANbHBIX JIAaHHBIX NMpHU UX 00paboTKe B
NCIIIH BKIIOYAIOT B CeOS:

a) onpesicicHne  yrpo3 0O€30MacHOCTH TEpPCOHAIBHBIX JAaHHBIX TMPH WX 00padoTKe,
(dbopMHpOBaHUE HA UX OCHOBE MOJICIIH YTPO3;

0) pa3pabOoTKy Ha OCHOBE MOJAeNU yrpo3 cuctembl 3amuthl [I/[H, oOecneuynBaromei
HEeHTpanu3aIuio npeanojaraéMblx yrpo3 ¢ UCIOJIb30BaHHEM METOAOB U c1toco6oB 3amuTh! I1/1H,
MIPEyCMOTPEHHBIX /ISl COOTBETCTBYIOIIETO YPOBHS 3aIUIIIEHHOCTH HH()OPMALIMOHHBIX CUCTEM;
B) IPOBEPKY TOTOBHOCTH CPEJCTB 3alMTHl MH(POPMALMU K HCIIOJIB30BAHHIO C COCTaBJICHUEM
3aKJIFOUYEHUHN 0 BO3MOKHOCTH MX IKCIUTyaTalllH;

I) yCTAHOBKY M BBOJ B DJKCIUIyaTallMI0 PA3PELICHHBIX JMIEH3UOHHBIX CPEJICTB 3aIMUThI
nH(GOpPMallMU B COOTBETCTBUH C IKCILTYaTallMOHHOMN U TEXHUUYECKOH TOKyMEHTaluew;

1) oOyueHHe JIML, HWCHOJB3YIOIUX CpeACTBA 3alluThl HMHGOpMAIMM, TNpPUMEHSEMbIE B
MH(GOPMaLIMOHHBIX CHCTEMAaX, IpaBUiiaM pabOThI C HUMU;

€) yueT MpPHUMEHSEMBIX CPEACTB 3alIUThl MH(POPMALMHU, SKCIUTYaTallHOHHOW M TEXHUYECKOMH
JIOKYMEHTAIlMU K HUM, HOCUTEJeH MepCOHANbHBIX JaHHBIX;

) y4deT JIUII, JOMYyLIeHHBIX K pabote ¢ I1/]H B nHopmarmonHoii cucreme;

3) KOHTPOJIb HaJ COOJIOJEHUEM YCIOBUN HCIOIb30BAaHUS CPEACTB 3allluThl WH(pOpMaluHy,
IIPEyCMOTPEHHBIX IKCIITYyaTallMOHHON ¥ TEXHUYECKON TOKyMEHTALUEH;

1) pa30upaTeabCTBO U COCTaBJICHUE 3aKIIOYEHUN 10 (hakTaM HEeCOOIOJCHHS YCIOBUM XpaHEeHUSI
HOCHUTeNeH NMepCOHANBHBIX JaHHBIX, MCIIOJIB30BaHMUS CPEJACTB 3allUThl MH()OpMAIMH, KOTOpPbIE
MOTYT TNPUBECTH K HapyleHuro KoHpuaeHuuanbHocTd [I/IH wim apyruMm HapyuieHusm,
NPUBOAALINM K CHIDKEHHIO ypoBHs 3amuineHHocTd [1/lH, pa3paboTKy M NpHHATHE MEp M0
MPEIOTBPALICHUIO BO3MOKHBIX OMACHBIX MOCIEACTBUNA MOI0OHBIX HAPYLICHHUIA;

K) OITMCAHHE CHUCTEMBI 3aIUThI IEPCOHATBHBIX JaHHBIX.

TexHuyeckue W MPOrpaMMHBIE CpPEICTBA JOJDKHBI YJIOBJIETBOPSTH YCTAHABIMBAaEMbIM B
COOTBETCTBUH C 3aKOHOJaTeIbcTBOM Poccuiickoit denepannu TpeGOBaHUAM, 00ECTIEUHBAIOIIUM
3aluUTy HHGOpPMAIUK.

Hns obecrieuenust OezomacHoctu [1/lH mpu ux o0paboTke B MH(POPMALMOHHBIX CUCTEMax
OCYIIECTBIIICTCA ~ 3alldTa pedeBod wHPopManmuu W WHPOpMAIMK, 0OpabdaThIBacMOit
TEXHUYECKUMHU CPEJICTBAMH, a TaKkKe MH(POPMALINH, MPEACTABICHHONW B BHJIE UHPOPMATUBHBIX
ANEKTPUYECKUX CHTHAJOB, (U3MUECKUX TI0JIeH, HOCUTEeNeH Ha OyMa)XHOW, MarHUTHOM,



MarHUTHO-ONTHYECKON U MHON OCHOBE.

[To crpykrype UCII/IH, Ha KOTOpbIE HAIpaBliCHA peaau3alus MEpPONPHUSATHA MO 3aluTe,
BBIJICJIAIOTCS CIICAYIOIINE KIacChl yTpo3:

— yrpo3sl 6ezonacuoctu [1/1H, obpabareiBaembix B MCII/IH Ha 6a3e aBTOMaTH3MPOBAHHOTO
pabouero mMecra;

— yrpo3sl Oe3omacHoctu [I/IH, oOpaGateiBaembix B WCIIJlH Ha 0a3e JOKaJIbHBIX
WH(POPMAITMOHHBIX CUCTEM;

— yrpo3sl, peanuzyembie B UCITIH npu X MOAKITFOYEHUH K CETSAM CBSI3U OOIIET0 MOIb30BaHMUS.
Jns obecrieuenust OezomacHoctu II/lH mpu mx o0paboTke B MH(POPMALMOHHBIX CHCTEMAax
MIPOBOISITCS:

— obcnenoBanne u odopMmiIeHHE [OKyMEHTa O THUIIE AaKTyalbHBIX YIpO3 U YpPOBHEH
3aIUIIEHHOCTH TIEPCOHATBHBIX JaHHBIX, 00padaTeiBaeMbix B UCII[IH, onpeaenenne cmocoboB u
coctaBa cpenctB 3ammtbl nHGopmammu (C3U), paspaborka Texauueckoro 3amanus (T3) Ha
CO3/1aHME KOMIUIEKCHOW CHCTEMBI 3allUThl HMH(OpMAaIMu, B TOM YHCIE pa3padOTKa MOICIH
yIpo3, IPOEKTUPOBAHUE;

— BBOJ B JKCIUTyaTallMI0 — 3aKylKa U WHCTALIANUS ceptudunupoBanueix C3U, oOydenwue
nepcoHana, U3JaHUe TMPUKA30B O JIOMYCKe TMepcoHaja M  perjiaMeHTOB 00paboTKu
KOH(UICHINATLHOW HH()OPMAIIHH.

2. lean odecnieuenusi HHGPOPMAIUOHHON 0€30MACHOCTH
Crparerndeckoii nenpto obecrnieuenus O0ezonacHoct nHbpopmaru B MCII/IH sBnsercs 3amura
WHTEPECOB CYOBEKTOB MH(POPMAIIMOHHBIX OTHONICHUH. J[aHHAS 1Ie]Ib JTOCTUTASTCS MTOCPEICTBOM
MOCTOSTHHOTO TIOJIJICPKAHUS CIICAYIONIMX CBOWCTB WH(OpPMAIMU B TIporiecce ee oOpabOTKH,
XpaHEHUS ¥ MepeIavn:
— IeJIOCTHOCTH MH(OPMAIIHH;
— JIOCTYIHOCTH 00pabaThiBaeMOil HHGOPMAIIMH JIJIs1 3apETUCTPUPOBAHHBIX MTOJIb30BATEIICH;
— KOH(HUIACHIMATBHOCTH HH(POPMAIIUH.

3. O0beKT 3aIunThI
OOBbEeKTOM 3aluTHI SBIsSETCS UHQOPMAIMOHHAS CUCTEMa MEPCOHABHBIX JTAHHBIX PaOOTHHKOB,
00yyaromuxcs U UX poauTeiel (3aKOHHBIX mpejcTaBureneit) LLkomsl:
a) Undopmannonnsie pecypesl:
- MePCOHAJIbHBIC JaHHbIE PAOOTHUKOB, OOYYAIOIMMXCA W WX pOAMTENCH (3aKOHHBIX
npencTaBuTeneit) (McxoaHas nHGopMaIys, THPOPMALMOHHBIE 0a3bl TaHHBIX);
- MHCTpyMEHTaJIbHAsl UH(OpManus (IporpaMMHOE 0OECIIEUEHHE), C MOMOIBI0 KOTOPOH
oOpabatbIBaeTcs, XpaHuTcs U nepeaaercs uadopmarus [1/1H;
0) TexHu4yeckue MHPOpMAIMOHHbIE cucTeMbl U cpeacTsa llIkonbl, B KOTOpbIX oOpabaThiBaeTcs,
XpaHuTcs U nepenaercs nHpopmanus [1/1x;
B) oMenieHus: 00bekToB LIIKOJbI, B KOTOPBIX pa3MeniaroTcsi MHQOPMAIOHHBIE PECypChl, H
oOpabaTbIBaeTcs KOHPUICHIIMATbHA HHPOPMALIUS;
I') TEXHUYECKUE CHUCTEMbl KU3HEOOeCNeUYeHUs, JJIEKTPONUTAHUS, IPOBOJHOIO BeEIlaHUS,
OXPaHHOW CUTHAJIM3AlMU, 0OECIIEUMBAIOIIME WM pa3MellaeMble COBMECTHO C 00OPYJOBaHUEM
NUCTI/n.
KpuTuuHbIME CBOMICTBaMU 00BEKTA 3AIIUTHI SBISIOTCA:
a) BOBMOXHOCTh pa3pyLIEHUs WU MOBPEKICHUS WH(OPMALHMOHHBIX CUCTEM MEPCOHAIbHBIX
JAHHBIX B pe3yJIbTaTe MoKapa, 3aTOIUICHUs, aBapUU MHXKEHEPHBIX CUCTEM KH3HE0OeCTIeueHus;
0) BOBMOXKHOCTh IMpeKpallleHus] UiIu HapylieHus: HopMaiabHoro ¢yHkiuonuposanus WCII/Ix B
pe3yJIbTaTe MOBPEXKIECHUS OTIAEIBHBIX UX 2JIEMEHTOB;
B) HECAHKI[MOHUPOBAHHASA JOCTYTHOCTh MH(POPMAINH, BHIPAXKAIOLIASCS B BO3SMOKHOCTHU:
— HENOCPEACTBEHHOI0 J0CTyNa K MHGOpMAaLKU, HaXOASIEHCs Ha IEPBUYHOM HJIM BTOPUYHOM
HOCHUTEJIE, B TPAHCIIOPTHOM Cpele Nepenadyu; BO3IACHCTBHS Ha HOCHUTEIb WJIM TPAHCHOPTHYIO
cCpely ¢ Leibl0 NepiroCTpallii, OTYYXAEHUS, KONMHUPOBAaHUS, HW3MEHEHHUs, MOIMEHbI U



YHUYTOXKEHUS HHPOPMaIUH;

— OpSAMOro WM KOCBEHHOro naoctyna k obopynoBanuio WCII/IH u TpaHCHOpTHOH cpene
nepeaayy ¢ Lelblo NOIYYeHUs JoCTyna K HH(popMaluy (HECAaHKIIMOHUPOBAHHbIIN 10CTYI);

— mepexBara pedeBoil HMH(poOpMAIMM N0 AaKyCTHYECKMM M JPYyTUM KaHajaM yTEeUYKd
(moacnymvBaHue).

4. Cy0bekTbl HHGOPMAIMOHHBIX OTHOLICHUI
4.1 CyObexTamMu HHPOPMALIMOHHBIX OTHOLICHUH SIBJISIOTCS:
— PaboTtHuku (CyOBEKTHI) — (PU3NYECKUE JIMLA, COCTOSAIINE B TPYAOBBIX U MHBIX I'PaXKIAHCKO-
IpaBOBBIX OTHOIIEHUX co llIkonoii-oneparopom;
— OoOyuaronuecs (cyOBbeKTbl MEPCOHAIBHBIX JaHHbBIX) - (PU3MUECKUE JIMIA, KOTOPBIE COCTOAT B
JIOTOBOPHBIX W HWHBIX TPaXKJTaHCKO-TIPABOBBIX OTHOMIEHUsX co lllkonoit-onepatopom 1o
BOIIPOCAM OKa3aHUs YCIyT B cepe 00pazoBaHMsl, IPEAYCMOTPEHHBIX Y CTABOM.
4.2 [lepeuncnennple CyOBEKThl MH(YOPMAIIMOHHBIX OTHOUIEHWH 3aMHTEPECOBaHbI B
obecrieueHnu:
— KOH(HJIEHIMAIBHOCTH (COXpaHEHHS B TaliHe) MH(OPMAIIMK B COOTBETCTBUH C TPEOOBAHUIMU
POCCHICKOr0 3aKOHO/1AaTENIbCTBA;
— JIOCTOBEPHOCTH (TIOJIHOTHI, TOUHOCTH, aI€KBAaTHOCTH, LIEJIOCTHOCTH) UH(OpMaIuH;
— 3aIIUTHI OT HABSI3BIBAHUS UM JIOKHOU (HETOCTOBEPHOM, UCKAKEHHOM) HHPOpMAIHH (TO €CTh
OT Jie3uH(pOpMaITiN);
— CBOEBPEMEHHOro JOCTyna (3a mpuemsieMoe M HHUX Bpems) K HeoOXOIuMOH UM
uHbopMaluy;
— pPa3rpaHUYeHuss OTBETCTBEHHOCTH 3a HApYIICHUS 3aKOHHBIX IpaB (MHTEPECOB) JPYIHX
CyOBEKTOB HMH(OPMALMOHHBIX OTHONIEHWH W YCTAHOBJIEHHBIX MpaBWJ OOpaIIeHUs C
nHpopmanuei;
— BO3MOXHOCTH OCYILECTBJICHUsS] HEMNPEPHIBHOIO KOHTPOJII M YIpaBJIEHUs MpoleccaMu
00paboTKu U nepeaaun HHPOpMaIuy;
— 3alMThl MH(QOPMAIMK OT HE3aKOHHOT'O €€ THUPaKUPOBAHMs (3aLUTHI IEPCOHAIBHBIX JaHHBIX,
3alIMThl aBTOPCKUX MPaB, TPaB COOCTBEHHUKA HH(OpMAITIH).

5. Bo3mMo:KkHBI€ YTPO3bI M YYACTKU BTOPKEHUS
O6mras kaccuuKaius yrpos.
1. Yrpo3sl  KOHPUACHIMATHHOCTH  JAaHHBIX HW  mOporpamMm.  Peamusyrorcs — mpu
HECAHKIIMOHMPOBAHHOM JIOCTYINE K TpOTrpaMMaM, JaHHBIM, KaHajJaM CBSI3H, INPH TIEPEXBaTe
AJIEKTPOMATHUTHBIX M3TYUCHHA, IPH aHAIH3e TpaduKa.
2. Yrpo3bl  LENOCTHOCTH  JIaHHBIX, TpOTpaMM,  ammaparypel.  Peamu3yroorcs — mpu
HECaHKIMOHUPOBAHHOM YHUYTOXKCHUH, MoauduKanum JTAaHHBIX, MTOPOKICHUN
(babCUPUIIMPOBAHHBIX JAHHBIX, 3JICPKKE W HAPYIICHHUH MapIIPYTH3aIMH JAHHBIX B KaHalaxX
CBSI3M.
3. Yrpo3sl JOCTYIHOCTH JaHHBIX. Pealu3yroTcs NpU CO3/IaHUM YCJIOBUH, KOTJAa 3aKOHHBIH
MOJIb30BATENb WIIM IMPOIECC HE TOIy4aeT CBOCBPEMEHHOTO JOCTyMa K JaHHBIM MJIH pecypcam
CUCTEMBI, KaHaJlaM CBSI3H.

6. Ilopsaiok npoBeaeHNsI KOHTPOJIbHBIX MEPONIPUATHI U 1eliCTBUI M0 pe3yJibTaTaM
KOHTPOJIf

KonTponb 3akirouaercss B MPOBEpPKE BBHIMOJIHEHHs] TpeOOBaHUIT HOPMATHUBHBIX JOKYMEHTOB IO
3ammTe WHGOpPMAIMU, a TaKKe B OIEHKE 00OCHOBAHHOCTH W A((EKTUBHOCTH HPUHSTHIX MEp.
KoHnTponb MOXeT nMpoBOIUTHCS KOMHCCHEH, co3aanHol B IlIkore, Wi Ha TOTOBOPHOM OCHOBE
CTOPOHHUMH OpraHusanusaMu, IPU HAJIAYHUU JHANOCH3WMHU Ha ACATCIIBHOCTL II0 TEXHUYECKOU
3anuTe KOH(PUISHIIUAIBHON HHPOPMAITIH.

Pemenne OCHOBHBIX BOMpOCOB obOecriedeHusi 3ammThl [I/[H mpemycmarpuBaeT TOATOTOBKY
KaJpoB, BBIJEICHUE HEOOXOAUMBIX (UHAHCOBBIX U MaTepUANbHBIX CPEICTB, 3aKyNKy



MPOrPaMMHOTO M amNmnapaTHOro OOecTeueHus, a TaKke, MPU HEOOXOTUMOCTH, MPUBIICUCHHE
cTopoHHel opranu3anuu npu Hanuduu JuieH3nii ®CTOK u OCh.



[Tpunoxenuss k IlonokeHUIO TO OpraHM3alMU M TPOBEICHHIO PabOT MO 00ECIEeYeHHIO
0€30MacHOCTH TEPCOHAIBHBIX JAHHBIX MPU MX 00paboTke B MHPOPMAIMOHHBIX CHCTEMax
nepcoHaybHbIX NaHHBIX MBY «lllkona Ne 70» SBISIFOTCS CaMOCTOSITENIBHBIMHM JOKYMEHTaAMH U
€ro HEOTBEMIIEMOM YaCThIO.

Cnucok npuIoKeHui:

[Tpunoxenne Ne 1. TpeboBanus o odecrneueHHI0 6€30MaCHOCTH MEPCOHATBHBIX JaHHBIX
pu uX 00paboTke B MH(POPMAITMOHHBIX CUCTEMaX MepcoHaNbHbIX JaHHBIX MBY «Illkoma Ne 70»

[Ipunoxenne Ne 2. Onrcanue nokanbHO-BbIYMCIUTENBHOM ceTn MBY «Illkoma Ne 70».

[Ipunoxenne Ne 3. Onucanue cocraBa TexHuueckux cpeacts MBY «lllkoma Ne 70y,
YYaCTBYIONINX B 00pabOTKe NepCOHABHBIX JaHHBIX.

[Ipunoxenne Ne 4. Cenenust o nporpaMmMHoM oOecnieueHnn MBY «lllkoma Ne 70y,
YCTaHOBJIEHHOM Ha pa0O4yuX CTaHIMIX, YYAaCTBYIOIIUX B 00pabOTKE MEPCOHAIbHBIX IAHHBIX.

[Ipunoxenne Ne 5. CBeieHrs 0 IPOrpaMMHO-TEXHMUYECKHUX cpeAcTBax 3aumuTsl MBY
«IlIxoma Ne 70», ycCTaHOBJEHHBIX Ha pabOYMX CTAHIUAX, YYacCTBYIOIIMX B 00paboTke
MEPCOHAIBHBIX JaHHbIX.

[Tpunoxenue Ne 6. CBefieHUsT 0 TOJIB30BaTENsIX cucTeM oOmiero mois3oBanus (COII)
MBYV «IlIxoma Ne 70».

[Tpunoxenue Ne 7. PekoMeHalMM MO HKCMOJb30BAHUIO MPOTPAMMHBIX M ammapaTHBIX
CPEICTB 3alUThl HHPOPMALUU U 00ECIIeYeHUI0 OE30MaCHOCTH NMEPCOHANBHBIX JAaHHBIX MPH UX
00paboTke B HH(DOPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.



ITpunoxxenne Ne 1

K [lonoxeHnro o opraHu3anuu u
MIPOBEICHUIO paboT 10 0OecreueHUI0
0€30MacHOCTH TIEPCOHAIBHBIX TaHHBIX MTPH UX
00paboTke B MH(YOPMAITMOHHBIX CUCTEMAaX
nepcoHanbHbIX JaHHBIX MBY «IIIKOJIA
Ne70»

TPEBOBAHUSA
10 ofecneYeHn 0 0e30NMaCHOCTH NMePCOHAIBHBIX JAHHBIX
NnpHu ux 00padoTke B HHPOPMALMOHHBIX CHCTEMAX
nepcoHanbHbIX JaHHBIX MBY «IIKOJIA Ne70»

[Ipu opraHuzanuu M OCYIIECTBJIEHHMH 3aIIUThl MepcoHalNbHbIX JaHHbIX ([1/1H)
HEO0XO/IMMO PYKOBOJICTBOBAThCS TPEOOBAHUSMHM HOPMATUBHBIX U METOJIUYECKUX JOKYMEHTOB
Mo 3amure UHGOpMaluu B aBTOMATHU3MPOBAHHBIX cHcTeMax (MH(OPMALMOHHBIX CHCTEMax
nepcoHasibHbIX JaHHbIX — WCIIJIH), yuuthiBas npu 3toM, uto II/IH, B cOOTBETCTBUHU C
®enepanbHbiM 3akoHOM OT 27 mronst 2006 roga Ne 152 — @3 «O nepcoHaNbHBIX JAHHBIX» U
VYkazom [Ipesunenta PO Ne 188 ot 06.03.97 r., oTHeceHBI K KOH(PUICHINATBHON HH(OpMAIIHH.

Meps! o o0ecnieueHn0 6€30MacCHOCTH MEPCOHATBHBIX IaHHBIX IPU UX 00paboTKe

1. Onepatop npu 06paboTKe MEepPCOHATBHBIX JaHHBIX 005f3aH MPUHUMATH HEOOXOIUMbIE
[IPABOBbIE, OPraHU3alMOHHbIE W TEXHUYECKHE Mepbl WM O0ecleyuBaTh HUX MPUHATHE IS
3alUThl NEPCOHAIBHBIX JAaHHBIX OT HENPaBOMEPHOTO WM CIyYallHOro JocTyna K HHM,
YHUUTOXKEHUS, U3MEHEHHs], OJIOKHPOBAHUS, KOMUPOBAHUS, MPEIOCTABICHUS, PACIIPOCTPaHEHUS
NIEPCOHAIBHBIX JIaHHBIX, @ TakKXe€ OT MWHBIX HENPAaBOMEPHBIX JEHCTBUI B OTHOLICHUM
MEPCOHAIBHBIX JaHHbBIX.

2. ObecnieueHne 6e30MaCHOCTH NMEPCOHATBHBIX JJAHHBIX JIOCTUTAETCS, B YACTHOCTH:

1) ompeneneHueM yrpo3 0€30MACHOCTH TEPCOHATBHBIX IaHHBIX NPH HUX 00pabOTKe B
MH(POPMALIMOHHBIX CHCTEMaX MEePCOHANBHBIX IaHHBIX;

2) NpMEHEHHEM OpPTaHU3AI[MOHHBIX U TEXHUYECKHX Mep M0 00ecTeueHuIo 6e30MacHOCTH
NEPCOHANBHBIX JaHHBIX NpU HUX 00paboTke B MH(MOPMAIMOHHBIX CHCTEMax IEePCOHAIBHBIX
JAHHBIX, HEOOXOAMMBIX JUIsl BBIMOJHEHHUS TpPeOOBaHUMN K 3alllUTE MEPCOHANbHBIX JIaHHBIX,
UCTIOJIHEHUE  KOTOpBIX  o0ecreunBaeT ycTaHOBJIeHHble IlpaButenscTBoM  Poccuiickoit
®enepany ypoBHU 3alIUIIEHHOCTH NEPCOHAIBHBIX JaHHBIX;

3) npuUMEHEHHEM TPOIIEAIINX B YCTAaHOBIEHHOM THOpPSJAKE TMPOLEAYPY OLEHKH
COOTBETCTBUS CPECTB 3aIIUTHI UH(POpMALIH;

4) omeHkoM >(PQPEeKTUBHOCTH MPHUHUMAEMBIX Mep MO olecreyeHHio O0e30MacHOCTH
MEPCOHANBHBIX JaHHBIX JI0 BBOJA B AKCILIyaTallMl0 MHPOPMAIIMOHHON CHCTEMBI MEPCOHAIBHBIX
JTAHHBIX;

5) yuyeToM MalIMHHBIX HOCUTEJIEH MePCOHATbHBIX TaHHBIX;

6) obHapy>keHHeM (PaKTOB HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA K IEPCOHAIBHBIM JIaHHBIM U
MIPUHSTHEM MED;

7) BOCCTaHOBJICHHEM NEPCOHAIBHBIX JAHHBIX, MOAU(PUIMPOBAHHBIX MU YHUUYTOXKEHHBIX
BCJIE/ICTBHE HECAaHKIIMOHUPOBAHHOT'O JOCTYTIA K HUM;

8) yCTaHOBJIEHHMEM IpaBWJI JOCTYNA K IEPCOHAJIBHBIM JaHHBIM, 00pabaThiBa€MbIM B
MH(GOPMALIMOHHON CHCTEME MEPCOHANbHBIX JAaHHBIX, a TaKKe O0ECleueHUEM PEeTrucTpalud U
yudeTa BCcexX JICHCTBHI, COBEPIIAEMBIX C IEPCOHATIBHBIMU JJAHHBIMH B HH()OPMAITMOHHON cUCTEME
MEPCOHANIBHBIX JTaHHBIX;

9) KoHTposeM 3a NpPUHUMAeMbIMM MepaMH 10 oOecreyeHHI0 0e30MacHOCTH
MEPCOHANBHBIX JITAHHBIX W YPOBHS 3allMIIEHHOCTH HMH(POPMAIMOHHBIX CHCTEM MEPCOHAIbHBIX



JAaHHBIX.

[Tpu npoBenenun meponpuatuil no 3amute [1/IH yuuTeiBaeTcs, yTo MHPOPMAIIMOHHBIE
pECYpPCHI IOJIBEPKEHBI TTOTEHIIUAIBHBIM BHEIIIHUM U BHYTPEHHUM YIp03aM, BEAYLIUM K IOTEPSIM
KOH(UICHIIMATBHOCTH, JOCTYITHOCTH U LEIOCTHOCTH MH(POPMAIIHOHHBIX PECYPCOB.

Hcrounukn yrposst:

— Joau (HemOOpOCOBECTHBIE ~ BHEIIHME M BHYTPEHHHE  II0JIb30BaTeNd
MH(POPMAITMOHHBIX PECYPCOB);

— aBapuu (OmHMOKH MMOJIH30BATENIs, OIMMOKH aJIMHHUCTPATOPA);

— OTKa3 anmapatHoro obecrnedyeHus: (OMMOKH HPOrpaMMHOrO OOECIEYEeHHUs, OTKa3bl
WUHAYCTPHUAILHOTO 000PYI0BaHMS);

— mnpuponHbie  (pakTophl (CTUXUKHBIE O€ACTBHS, acTpo(PU3MUECKHe SIBICHUS,
OMOJIOTYECKHE SBIICHUS).

YTpo3bl YBEIMYUBAIOT PUCKH O€30M1aCHOCTH, MPEICTABISIONINE COOOM:

— HEaBTOPU3UPOBAHHBIN JIOCTYI B CETh;

— HEaBTOPU3UPOBAHHOE PACKPBITHE UHPOPMALUY;

— HEaBTOPU3UPOBAHHYIO MOJIM(DHUKALIMIO TAHHBIX WK IPOrPaMMHOr0 0OecreyeHus;

— paspyuienue GyHKIUI ceTu (HeIOCTYTHOCTh JaHHBIX U CEPBHCOB).

Hanmuume puckoB Oe3zonmacHOCTH TpeOyrOT BBeACHHS Mep Oe3omacHocTH. Mepsbl
0€30MacHOCTH JAOJKHBI TAPAHTUPOBATD:

—  KOH(UACHIHUATHHOCTS;

—  II€JIOCTHOCTH;

— JIOCTYIHOCTb UH(OpMaIHH;

— CBOEBPEMEHHOE IMOJIyYeHHUE OTYETHOCTH;

—  (usnueckyro 6e30MacHOCTh HH(OPMALIHH;

— KOHTPOJIb IOCTyNa K HH(POPMAIIHH.

HNudopmanronHas 6€30MacHOCTb MPEyCMaTPUBACT:

— MpoueAypHYIO (A AMUHUCTPATUBHYIO U OPraHU3aLMOHHYIO 0€30MaCHOCTh);

— 0e30MacHOCTh MEepPCOHAA;

— (usuyeckyro 6€30MacHOCTb;

— 0e30IacHOCTb CUCTEMBIL;

— 0e30macHOCTh KOMMYHHUKAITUH.

Ob6ecneuenne OezomacHoctu I1JIH mpu mx obpaborke B MCIIJIH mocturaercs myTtem
UCKJIIOYEHHS] HECAaHKIIMOHUPOBAHHOIO, B TOM YHCJE CIy4YailHOro JOCTyna K MEepPCOHAIbHBIM
JaHHBIM, PE3yJIbTaTOM KOTOPOrO MOXXET CTaTh YHHUYTOKEHHE, W3MEHEHHue, ONOKUpOBaHUE,
KOIIUPOBaHUeE, pacnpocTpaHeHHe HEePCOHAJIbHBIX JTAaHHBIX, a TaKxe UHbBIE
HECaHKIMOHUPOBAHHbIE IEHCTBUS.

Mepomnpustus o obecnieueHuro 6ezomacuoct [1J{H mpoBoasATCS B 3aBUCUMOCTH OT THIIA
aKTyallbHBIX YTPO3 W YpPOBHEH 3allUIIEHHOCTH MEePCOHANBHBIX JAHHBIX, 00pabaThIBA€MbIX B
NUCTI[JH, ¢ yyeToM BO3MOKHOTO BO3HMKHOBEHMsI yrpo3 O€30IacHOCTH >KM3HEHHO Ba)KHBIM
MHTEpecaM CyOBhEKTOB MEPCOHATBHBIX IaHHBIX.

[Tpu ob6ecnieuennu 6e3onacHoctu [1J{H MPOBOASTCS MEPOTIPUATHS, HaNIPaBJICHHBIE HA:

— mpepoTBpaieHue HecankiuonupoBannoro gocryna (HCH) k I1Jx u (wnm) nepenaun

UX JIMIIaM, OpraHu3alusiM, He UMEIOIUM IpaBa JOCTyIa K Takoi HH(popMaIumy;

— cBoeBpeMeHHoe ooHapyxenue paktoB HCJ k I1/1H;

— HENONYILIEHWE BO3JCWUCTBUA HAa TEXHUYECKUE CpPEICTBA aBTOMATU3MPOBAHHOMN
obpabotku IIJIH, B pe3yibTaTe KOTOPOIO MOXET OBITh HapyLIeHO HX
(GyHKIMOHUPOBAHHUE;

— omepatuBHOTro pe3epBupoBanus nHbopmarmu B UCII/IH;

— BO3MOKHOCTb HE3aMEJIUTENBHOTO BoccTaHoBIeHus [1/[H, MoaudumpoBaHHBIX WK
yHnuTO)KeHHBIX Benencterue HC/L x HuM;



— TIOCTOSIHHBIM KOHTPOJIb 32 o0ecIiedeHueM ypoBHs 3amuimeHaocty [1/1x.

Obecneuenne Oe3omacHocty IIJIH oOcyliecTBisieTCsl MyTeM BBINOIHEHUST KOMILIEKCA
OpraHU3allMOHHBIX W TEXHUYECKUX MEPOIPUATHN, peaTu3yeMbIX B pPaMKax CO3/1aBaeMOU
CUCTEMBI 3aIUThI IEPCOHANIBHBIX AaHHbIX (C3I1/H).

Crpykrypa, coctaB u ocHoBHble pyHkuuu C3IIJIH ompenensitoTcss B 3aBUCUMOCTH OT
TUIA aKTyaJbHBIX YIPO3 M YPOBHEW 3aIIMIICHHOCTH TEPCOHANBHBIX JaHHBIX, 00pabaThIBaeMBIX
B UCII/IH, nucnons3zyemsbix B IlIkore.

C3IIlH Bx/IIOYAaEeT OpPraHU3alMOHHBIE MEpPbl M TEXHUYECKUE CpPEICTBA 3alUThI
uHpopmanuu (B TOM uyucie IMmmQpoBalbHBIE (KpuUnTorpaduuecKkue) CpeacTBa, CpeAcCTBa
IPEOTBPALICHUS] HECAaHKIMOHUPOBAHHOIO JOCTYIA, YTEYKHM HH(OPMalUU MO TEXHUYECKUM
KaHajiaM, IpOrpaMMHO-TEXHUUYECKHUX BO3JEHCTBUI Ha TeXHUUYecKue cpeacTBa oopadoTku [1/1H),
a TaKKe UCIOJIb3yeMble B MH(OPMALIMOHHON CUCTEME NH(OPMALIMOHHBIE TEXHOJIOTHH.

ITox opranmzanmeir obecneyeHus Oe3zonacHoctr [IJ[H mpu mx obpadborke B MCIIdH
noHnMaeTcss (popMHUpPOBaHME COBOKYITHOCTH OCYIIECTBIISIEMBIX Ha BCEX CTAIHSX KXHU3HEHHOTO
nukina MCIIJJH cornmacoBaHHBIX MO 1€MW, 3aJadyaM, MECTY M BPEMEHU MEpPONpPHUSITHH,
HaAIpaBJIEHHBIX HAa MpPENOTBpalleHHe (HeHTpanus3aluio) U NapupoBaHHUE Yrpo3 OE€30MACHOCTH
I[ITa B UCII/IH, Ha BoccTtaHOBIeHHEe HOpMaiabHOTO (yHKIMoHupoBanus WCIIJIH mocne
HEUTpaau3aluu Yrpo3bl, C 1EJbl0 MHUHUMHU3ALMU KAaK HEMOCPEICTBEHHOr0, TaK M
OTOCPEIOBAaHHOTO  yiiepda oOT BO3MOXKHOW peaiu3almuu Takux yrpo3. ObecrneueHue
6esonacHoctu II/In mpu ux obpaborke B aBroMatusupoBaHHbIXx MCIIIH mpoBoauTcs mytem
BBITIOJTHEHHSI KOMILJIEKCA OPTaHM3AllMOHHBIX M TEXHUYECKUX MEpONpUSATUH (IPUMEHEHUS
TEXHUUYECKUX CPEACTB), B paMKaX CHCTEMbI (IIOJICHCTEMBI) 3aIIMTHI MEPCOHAIBHBIX JaHHBIX,
passeptbiBaemoii B ICII/IH B mpoliecce ee co31aHus Uiy MOJIEPHU3AIIH.

[Topsinok opranuzaiuu obecneuenus 6ezonacuoctu [11n 8 UCII[In npegycmarpuBaert:

— OIICHKY 00CTaHOBKH;

— o0ocHOBaHME TpeboBaHMil 0 oOecnieueHuto 6ezonacHocTH [1JIH u popmynupoBanue

3agay 3amutsl [1/1H;

— pa3paboTky mpoekra obecrneueHusi OezomacHocTu I1/[H; BBIOOp menecooOpa3HbIX
croco0oB (Mep U cpeAcTB) 3amuThl I1JIH B COOTBETCTBUU C 337la4aMU U MPOSKTOM
3aIUTHI;

— peuieHHe BOIPOCOB ympaBieHUs obecrnieueHuem OezomacHoctu [1/lH B nuHamuke
M3MEHEeHHs 00CTaHOBKU M KOHTPOJIS 3(pPEeKTUBHOCTH 3AIIUTHL;

— obecrieueHue peaan3aliy IPUHATOTO IPOEKTAa 3alHTHI;

— I[UIAHUPOBAHUE MepornpusITui no 3ammure [11H;

— OpraHM3alMIO U MPOBEJIECHUE PabOT MO CO3JAHHUIO CHCTEMBbI 3aIUThI EPCOHATBHBIX
nanabix (C3I1/IH) B pamkax paspabotku (monepuuzauuu) UCIIJIH, B ToM ymcie ¢
MIPUBJICUCHUEM CIELUAIN3UPOBAHHBIX CTOPOHHUX OpraHu3aluid K pa3paboTke H
pazBepteiBanuio C3I1/In unu ee snmemenToB B MCII/IH, pemieHne OCHOBHBIX 3ajad
B3aMMOJICHCTBUS, OMpeAeNieHue WX 3a7ad W (YHKIUH Ha pa3IHyYHBIX CTaIUsIX
co3nanus u skcruryaranuu MCI/IH;

— Ppa3paboTKy OKYMEHTOB, PErJaMEeHTUPYIOIIHUX BOIPOCHl OPraHu3alun oOecreyeHus
6e3omacuoctu [1/10 u sxcrmyararuu C311/{x 8 UCIT/1H.

B wunrepecax Texnuueckoro obecreuenus OezomacHoctu II/IH mpu ux oOpaboTke B
WCII[H, B 3aBHCHUMOCTH OT KJiacca WH(POPMAIMOHHON CHUCTEMBI JOJDKHBI OBITH MPOBEICHBI
Meponpustus no 3amure oT HC/I x I1/In mpu ux oopadotke B UCIT/H.

B cocraB meponpusituii mo 3ammre [1[1n mpu ux ob6padorke B UCII[AH ot HCH u
HEIMPaBOMEPHBIX ACHCTBUN BXOJAT CIAEAYIOIINE MEPOIPUSATHS:

— 3ammra oT HCJI mpu ogHomnons30BaTenbckoM pesxkume oopadbotku [1/1H;

— 3amuTa or HCJI npu MHOTrOmoss30BaTeabCKoM pexume o0padotku I1JH 1 paBHBIX

MpaBax JO0CTyNa K HUM CyOBEKTOB JI0CTYIIA;



— 3amurta ot HCJ] npu MHOTOMOIB30BaTEIBCKOM pekume o0padboTku 11 u pa3HbIX
IIpaBax J0CTyIa;

— 3ammra nHpopManuu npu MexcereBoM Baumozeicteiun UCITJH;

— AHTUBHMPYCHAas 3allUTA.

Meponpuarus no 3amure IIJ[H peanusyroTcss B paMKax IOACUCTEM: YIIPABJICHUS
JIOCTYIIOM, PErHCTpal U ydera, o0ecrnedyeHus IIeIOCTHOCTH, KPUNTOrpadUyecKoil 3aluThl,
AHTUBUPYCHOM 3aILUTBHI.

Mepsi 6e3onacHocTy [1/1H 10KHBI TapaHTUPOBATH:

—  KOH(UACHIHUATHHOCTB;

— LEJOCTHOCTB;

— JIOCTYITHOCTH UH(pOpMAITUH.

Meponpustus o o0ecreyeHnto 6e30MacHOCTH MPeyCMaTPUBAIOT:

— yOpaBJICHHUE OCTYIOM;

— PETHCTpALUIO U YYET;

— o0ecIeyeHue 1eI0CTHOCTH;

— KOHTPOJIb OTCYTCTBUS HEAECKIAPUPOBAHHBIX BO3MOXXHOCTEH;

— AHTUBHPYCHYIO 3aILHUTY;

— o0ecneueHne OE30MMaCHOT0 MEKCETEBOIO B3aMMO/IEHCTBHS;

— aHaJu3 3allUIIEHHOCTH.

[ToacucTemsl ynpaBiieHHs] JOCTYIIOM U PETUCTPAIMU U ydeTa JOHKHBI PeaTi30BbIBATHCS
Ha 0aze TMPOrpaMMHBIX CpeICTB OJOKMPOBAaHUS  HECAHKIIMOHUPOBAHHBIX  JEHCTBHIA,
CUTHAJIM3AIMU W PETUCTpAllMUd. OTO CIEUUaNbHbIE, HE BXOJAIIME B SAPO KaKOU-THOO
ONEPALMOHHON CUCTEMBI MPOTPaMMHBIE M MPOTPaMMHO-aNNapaTHbIe CPEICTBA 3allUThl CaMUX
OTEPAIIMOHHBIX CUCTEM, PJICKTPOHHBIX 0a3 JAaHHBIX U MPUKIAAHBIX MTporpaMM. OHH BBITIOJIHSIOT
GYHKIIUM 3alIUThl CAMOCTOSITEIbBHO MM B KOMIUIEKCE C APYTMMU CpPEICTBAMHU 3alllUThl U
HaIpaBJIeHbl HA UCKIIOYEHUE WM 3aTPyAHEHHUE BBHITTOJIHEHHS OMACHBIX JACHCTBUI MOJIb30BaTEls
WJIU HapyLIUTENs.

CpencTBa TUarHOCTUKHU JOJDKHBI OCYIIECTBIISATH TECTUPOBaHHE (DaillIoBOI cUCTEMBI 1 6a3
JMAHHBIX, TOCTOSHHBIA cOop MH(OpManMu O (PYHKIIMOHUPOBAHUU DSJIEMEHTOB IOJCHUCTEMbI
obecrieueHHs 6€30MacHOCTH UH(OPMAIIHH.

CpencTBa yHMUTOXKEHHUS! NpPEIHA3HAUYEHbl JJII YHUUTOXKEHUS OCTATOYHBIX JAHHBIX M
JIOJDKHBI ~ TIpelyCMaTpuBaTh  aBapUilHOE  YHUYTOXKEHHME JIaHHBIX B Clydae  yIrpo3bl
HecaHkimonuposanHoro goctyna (HC/I), kotopas He MOXeT ObITh OJIOKHPOBAaHA CUCTEMOM.

CpenctBa  cUrHaIM3allMM  MpeAHA3HA4Y€Hbl I MPEAYNpPeXACHHUs  OlepaTopoB
(monb3oBaTenei) mpu uX OOpalleHWH K 3allMIIaeMbIM JaHHBIM M JUIS TPeayNpeKIeHUs
aJIMUHHCTpaTopa mipu oOHapyxkeHuu ¢akra HCJl, nckaxkeHUW TpOrpaMMHBIX CPEJCTB 3allUTHI,
BBIXOJIE WJIM BBIBOJIE M3 CTPOS alMapaTHBIX CPEACTB 3alIUTHl U O APYruX (akTax HapyIICHHS
ITAaTHOTO peXuMa (PYHKITMOHUPOBAHUS.

[Toncucrema obecriedeHus] HEIOCTHOCTU JIOJDKHA OBITH peain3oBaHa ONEPalMOHHBIMH
CHUCTeMaMH U CUCTEeMaMHM YIIpaBIIeHUs Oa3aMu JaHHbBIX. Cpe/IcTBa MOBBIMICHUS JOCTOBEPHOCTH U
obecrieyeHus 11eJOCTHOCTH Tepe/laBaeMbIX JaHHBIX U HAJECKHOCTH TPaH3aKUUH, BCTpanBaeMble
B ONEpPAIMOHHBIE CHCTEMBl M CHCTEMbl YIpaBlieHHWs 0a3aMM JaHHBIX, OCHOBAaHbI Ha pacyeTre
KOHTPOJIbHBIX CYMM, YBEJIOMJIEHHU O cOO€ B Mepeaaye MmakeTa cOOOILIEHUs, IOBTOpEe Mepeadyn
HE MPUHSATOTO MaKeTa.

[logcucrtema KOHTpOJII OTCYTCTBHSI HEACKIAPUPOBAHHBIX BO3MOYKHOCTEH JOJKHA
peaIM30BEIBATLCS HA 0a3e CUCTEM ympaBJeHHs 0a3aMU JaHHBIX, CPEJICTB 3aIIUTH HHPOPMAITUH,
AHTHBHUPYCHBIX CPEACTB 3aIIUTHI HH()OPMAIIHH.

Jlist ocymiecTBIEHUS pa3rpaHUYCHHS JOCTYNMa K HMH()OPMAIMOHHBIM pecypcam IpHu
MEKCETEBOM B3aUMOJECHCTBUU JIOJHXKHO TNPUMEHSTHCS MEKCETEBOE 3KPAHMPOBAHUE, KOTOPOE
peayi3yeTcsi MPOTPaAaMMHBIMU H/WIIM TPOTPAMMHO-ANMAPATHBIMA MEXKCETEBBIMH  dKpaHAMU



(MD). MesxceTeBO# 9KpaH JI0JKEH YCTaHABIUBAThCA MEXAY 3alUIIAEMON CeThI0, Ha3bIBaeMON
BHYTPECHHEH, U BHEIIHEH CeThi0. MeXCeTEeBOM IKpaH JOKEH BXOJHWTh B COCTaB 3allMIIAEMOMN
cet. llpm ero HacTpoiike OTHEIBHO 3aJAIOTCSI NPAaBWJIA, OTPaHUYMBAIOIIUE JOCTYI U3
BHYTpPEHHEH CeTH BO BHEIIHIOI U HA000POT.

Iloncucrema aHanM3a  3alIMIIEHHOCTH  JOJDKHA  PEalM30BBIBATBCS HAa  OCHOBE
UCIIOJIb30BAaHUSI CPEACTB TECTHUPOBaHUS (aHaiM3a 3alllMIICHHOCTH) W KOHTPOJsA (ayauTa)
6e30macHOCTH HH(POPMALIUH.

Jnst pa3pabOTKM W OCYIIECTBICHUS MEPONPHUATHA MO0 O00ECTICUeHHIO 0e30MacHOCTH
NEPCOHANBHBIX JAaHHBIX MpH UX 00paboTke B HMH(POPMAIMOHHOW CHCTEME Ha3Ha4YaeTcs
CTPYKTYpHOE TMOJpa3JeieHne WIH JOJDKHOCTHOE JHIO (paOOTHUK), OTBETCTBEHHBIE 3a
oOecrieueHre O€30MAaCHOCTH TMEPCOHANBHBIX JAaHHBIX B HH(MOPMAIMOHHBIX CHUCTEMax
MEPCOHAIBHBIX JaHHbBIX.

Jluma, JOCTYm  KOTOpbIX K  TEpPCOHAJIBHBIM  JaHHBIM, o0OpabaThiBaeMbIM B
MH(GOPMALIMOHHONW  CUCTeMe, HeOOXOOuUM I  BBIIOJHEHHS  CIYKeOHBIX (TPYIOBBIX)
00s13aHHOCTEH, JOJDKHBI JOMYCKaThCsl K COOTBETCTBYIOIIMM TEPCOHANBHBIM JaHHBIM Ha
OCHOBaHUM yTBepXkJAeHHbIX [lepeuHell JOKHOCTHBIX JIMI, JAONYLIEHHBIX K paboTe cC
NIEPCOHAILHBIMU JIaHHBIMH.

3anpochl ToJb30BaTeNed MH(GOPMALMOHHONW CHCTEMBl Ha MOJy4YEHHE MEepPCOHAIbHBIX
JaHHBIX, BKJIIOYAs JIML, YKAa3aHHBIX B YTBEPKACHHBIX IlepeuHsX NOHKHOCTHBIX JIUL], & TAKXKe
(bakThl IPeIOCTaBIECHUS TEPCOHATBHBIX JAHHBIX MO 3TUM 3alpocaM JO0JKHBI PETUCTPUPOBATHCA
aBTOMAaTH3HPOBAHHBIMU CpPEACTBAMU HMH()OPMALMOHHOW CHUCTEMBI B 3JIEKTPOHHOM KypHaje
oOpamenuii. CogepxaHue >JEKTPOHHOTO KypHajla OOpalleHUi MEepUOJUYECKH MpOBEpseTCs
COOTBETCTBYIOIIUMH JOJKHOCTHBIMH JHIIaMHU (paboTHuKaMu) LIIKOJIBI MM yIIOTHOMOYEHHBIMHU
JTUIAMH.

[Ipu oOHapykeHMHM HapyIIEHUI TMOpsAIKa NPEAOCTABICHHUS MEPCOHAIBHBIX JaHHBIX
[lIkonbl yHMOJTHOMOYEHHBIE JIMIA JOJDKHBI HE3aMeIJIUTENbHO MPUOCTAaHOBUTH MPEJOCTaBICHHUE
NEPCOHATBHBIX JAaHHBIX IOJIb30BATENSIM HMH(OPMAIIMOHHON CHUCTEMBI 10 BBISBICHUS NPHUYUH
HapyLIeHUH U yCTpaHEHMsI 3TUX MPUYHH.

[Ipu XpaHeHMM MaTepUalbHBIX HOCHUTENEH WH(POpPMAlUU C MEPCOHATBHBIMU JAHHBIMU
(unmu  gpyrodt  KoHdueHIMaNbHON  uHGOpManued) JOKHBI  COONIOAATHCS — YCJIOBHS,
o0ecrieunBaroIye COXPaHHOCTh MIEPCOHAIBHBIX JAHHBIX " HCKJIIOYAIOLINeE
HECaHKIIMOHUPOBAHHBIA K HUM JocTym. [lepeueHs Mep, HEOOXOAUMBIX AJisi OOeCIeUeHUsl TaKuX
YCIIOBUHM, NOPANOK UX INPHUHATHS, a TAKXKE IEPEUYEHb JIMI, OTBETCTBEHHBIX 3a PEAIN3ALUIO
yKa3aHHbBIX ME€p, YCTAHABINBAIOTCS OT/IEIBHO.



ITpunoxxenne Ne 2

K [lonoxeHnro o opraHu3anuu u
MIPOBEICHUIO paboT 10 0OecreueHUI0
0€30MacHOCTH TIEPCOHAIBHBIX TaHHBIX MTPH UX
00paboTke B MH(YOPMAITMOHHBIX CUCTEMAaX
MIEPCOHABHBIX JAHHBIX

MBY «IIIKOJIA Ne70»

Onucanne JoKaJIbHO-BblUMCAUTEIbHOU ceTH (JIBC) MBY «LLIKOJIA Ne70»:

1. JIBC nmaxonutcs B mipefienax AByX 3JaHUW U 3aHUMAET TPH dTaxa.

2. KonnuecTBo y3710B, 00pabaThIBaOLINX EPCOHANbHBIE JaHHBIE — 9.

3. Tomonorus — 38e31a, Tuil — Ethernet 100Base-TX.

4. Y4acCTHUKH CeTH ABISIOTCS UCTOYHUKAMHU U MOTPEOUTENIAMU HHPOPMAITUH.

5. Cetp ucnomnssyet crek nporokosnoB TCP/IP.

6. TenekOMMyHHMKaIlMOHHbIE ~ KaHaJIbl IPEAOCTaBISIIOTCS  corylacHo  JloroBopy ¢
nposaiiiepoM OAO «Pocrtenexom».

7. Cxopocthsle xapaktepuctuku: JIBC — 100 Mout/c; Untepuer — 2 M6urt/c.

8. AIMUHHCTpUpOBaHHE U TMepeueHb paboT ompenensoTcs AJAMHHUCTPATOPOM
uHpOpMaLMOHHOM Ge3omacHocTH LLIKOIBI.

9. YyacTHUKM ceTH, KOTOpPhIM HeoOXonuM Joctyn B MHTepHeT A BBINOJHEHUS
CITy’K€OHBIX 003aHHOCTEH, TOMYyCKAIOTCs ¢ pa3pemieHus aupextopa [1Ikoasl 1 UMEIOT JOCTYH B
rJ100aJbHYI0 CETh B COOTBETCTBUU C Pa3pelieHHBIMH ITOJIHOMOYHUSIMHU.

10. BHecenne u3MEHEHMH B TEJIEKOMMYyHHMKalMoHHylo cxemy JIBC mnpousBoaurcs
pabotHukamu [1Ikonb! (MM CTOPOHHEH OpraHu3anuel o JoroBopy Uil KOHTPAKTY).



ITpunoxxenue Ne 3

K [TonoxeHuIo 1Mo OpraHu3aliyu U MPOBEICHUIO
paboT mo obecnievueHno 6€30MaCHOCTH
MIEPCOHAJBHBIX JaHHBIX MPH UX 00pabOTKe B
UH()OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX
JaHHBIX

Onucanue cocraBa texnudeckux cpeacts MbY «lIIKOJIA Ne70», yyacTByromux B 00padoTKe MepCcOHATbHBIX JAHHbIX:

IIpume-
Texnnyeckue cpeacrsa KonunuyectBo Hasnayenune
YyaHue
PaGouue crannuun 13T 00paboTka nHPpOpMAITIH
[TpunTepH! 3 mir. pacrneuyaTka JOKYMEHTOB
Moy 9 mir. CKaHMPOBAHUE, pacreyaTka, THPaXKUPOBAaHUE JOKYMEHTOB
KonuposanbHubie 0 . TUPAXUPOBAHUE TOKYMEHTOB
anmnaparsl




IlosscHuTenbHAs 3allkCKa

1. BBog B akcmyaranuto, peMoHT TC, nonkmrouenne TC K ceTu OCyLIECTBISETCS
pabotHukamu [1Ikonb! (MM CTOPOHHEH OpraHu3anuel o JOroBopy UM KOHTPAKTY).

2.0OmneHKa TMONHOTHI  MEPEAAHHOTO  MPEACTABUTENAMH  (UPMBI-IPOU3BOIUTES,
pa3zpaboTurKa, TMpoJaBlla SKCIUTyaTallUOHHOW JokyMmeHTauuu Ha TC ocymiecTBiaseTcs
pabotHukamu [1Ikomb! (MM CTOPOHHEH OpraHu3anuei Mo J0roBOpy MM KOHTPAKTY).

3. TC nposepsiercst pabotHukamu [Ikomibl (MM CTOPOHHEH OpraHu3anuel Mo J0roBopy
WINA KOHTPAKTY).

4. Ha sramax ycCTaHOBKM M HAacCTpOWKH, oOecriedeHHeM Oe30macHOCTH HH(pOpManuu
3aHUMaeTcss AJMHUHUCTpATOp MHPOpPMALMOHHOM Oe3omacHocTd. Ha »Tamax skcmiyaranuu 3a
oOecrnieueHne O€301aCHOCTH OTBEYArOT noJb3oBarenu TC.



[Tpunoxxenue Ne 4

K [TonoxeHuIo 1Mo OpraHu3aliyu U MPOBEICHUIO
paboT mo obecnievueHno 6€30MaCHOCTH
MIEPCOHAJBHBIX JaHHBIX MPH UX 00pabOTKe B
UH()OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX
JaHHBIX

Ceenenusi o0 nporpaMmmuoM odecnieyennu MBY «lIIKOJIA Ne70» , ycTaHOBJIeHHOM Ha padoyMX CTAHUMSAX, Y4ACTBYIOIIMX B 00padoTKe
NMEePCOHATbHBIX JAHHBIX

N Tlporpammrioe IIpousBoaurenn, crpana Hasnauyenue KTo conpoBo:kaaeT nporpaMmMHoe odecrieyeHue
n/n odecrieyeHue P s » CTP POBOA porp
1. |Microsoft Windows 7 Microsoft, CIIIA OmneparmoHHasi cucteMa | AAMUHUCTPATOP HHGOPMAITMOHHONW 0€301TaCHOCTH
2. |Microsoft Office Microsoft, CIIIA OducHblii makeT AnMuHHCTpaTOp MHPOPMAITMOHHOM 0€30MMacHOCTH
NPUIIOKEHUH 17151 pabOoThI
C IOKyMEHTaMH

3. |AnTuBupyc Kaspersky 3A0 Jlaboparopus AHTHBUpPYCHaS AnMuHHCTpaTOp MH(POPMAITMOHHON 0€30MMacHOCTH

Internet Security 2010 for Kacnepckoro, Poccus mporpamma

Windows
4. |PUCTHA MunuctepcTBo obpazoBanus |MubopmarmonHas Pa6oTauku 11Ikoms

u Hayku Pocculickon
denepaunn

CHUCTCMA NICPCOHATIBHBIX
JaHHBIX




Ne IIporpammHoe
IIpousBoauTe/b, cTpaHa Ha3nauenmne KT0 conpoBoxkiaeT nporpaMmMHoe odecrieueHue
n/n obdecrieyenue
5. |PUCEID MunucrepctBo obpasoBanus |MHpopmarmonHas Pabotauku ko
n Hayku Poccuiickon CHUCTEMa NIEPCOHAIBHBIX
Ddeneparnuu JAHHBIX
6. |1C: Ilpennpusarue 8.3 000 «1C», WNndopmannonnas OO6cyxuBaroIas OpraHu3amys, B paMKax
r. Mockaa crcTeMa MepCOHAIBHBIX 3aKJIFOYEHHOT'0 JOTOBOPa Ha OKa3aHUE yCIyT
JAHHBIX
7. |1C: 3apmuiata u kazapsl 8.3 |OO00 «1C», WNndopmannonnas OO6cyxuBaroas OpraHu3amys, B paMKax
r. Mocksa crcTeMa MepCOHAIbHBIX 3aKJIFOYEHHOT'0 JOTOBOPA Ha OKa3aHUE yCIyT

JaHHBIX




IlosscHuTenbHAs 3allkCKa

1. OleHKa  TMONHOTHI  NEPEAAHHOTO  TMPEACTABUTEIAMH  (UPMBI-IIPOU3BOIUTEIS,
paspaboTurka, TMPOAABIA DKCILTyaTallMOHHOW JokymeHTarmmu Ha [IO  mpowmsBoguTcs
AJMHHHCTpAaTOpOM HH(pOpMaImoHHo# 6e3onacHocTy LIIKobI.

2. Hactpoiika IIO mnpow3BOAMTCS CTOpPOHHEH OpraHu3allMed II0 JOTOBOPY WIH
KOHTpPAKTy.

3.Ilpn mnossnennn HOBbIX Bepcui 110, usmenenms B IIO BHoOCATCA CTOpOHHEH
OpraHu3aluei o J0roBopy Ui KOHTPAKTY.

4. Usmenenus B [10O MoryT BHOCUTH TOJIBKO paboTHUKU [IIKOMIBL.



IIpunoxxenne Ne 5

K [TonoxeHuIo 1Mo OpraHu3aliyu U MPOBEICHUIO
paboT mo obecnievueHno 6€30MaCHOCTH
MIEPCOHAJBHBIX JaHHBIX MPH UX 00pabOTKe B
UH()OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX
JaHHBIX

Cgenenusi 0 nporpaMMHO-TexHHYeCKHX cpeacTBax 3amuTbhl MBY «IIIKOJIA Ne70» , ycTaHOBJIEHHBIX HA PA004YUX CTAHIIUAX,
YYaCTBYIOIIMX B 00pad0TKe MePCOHATbHBIX JAHHBIX

Neo CpencrBa 3aluThI Cepruduxar 6e3onacHocTH PaspaGorunk C3H KTo conpoBosaaer

n/n uHpopmannu uHpopmanuu

1. |Microsoft Windows 7 Her Microsoft, CIIIA AnMuHHCTpaTOp HH(DOPMAITMOHHOM

6e3omacHoCTH

2. |AntuBupyc Kaspersky Her 3AOQ Jlaboparopust AJMHHHCTpPATOP UH(OPMAIIMOHHON
Internet Security 2010 for Kacnepckoro, Poccust 0€301acHOCTH
Windows

3. |KpuntolIpo CSP 3.6 Ceprudurar ®Cb PO Ne  |OO00O «KPUIITO- OO6cmyxuBaroIIas OpraHu3aius, B paMKax

C®d/124-2085 nericTBUTElIEH
10 20.03.2016 r.

ITIPO», r. MockBa

3aKJIIOYCHHOI'0 O0roBOpPa Ha OKa3aHHEC yCIyT




IlosscHuTenbHAs 3allkCKa

1. Hactpoiika C3M mnpou3BOOUTCS CTOPOHHEW OpraHW3alUeil 10 JOroBopy WIH
KOHTpPAKTY.

2. PasrpannueHue A0CTyna MOJb30BATENIEHd MPOU3BOIUTCS C IMOMOLIBIO CTAaHAAPTHBIX
cpencts OC.

3. U3smenenuss B C3U mpou3BoAATCS TOJIBKO AJIMUHHCTPATOPOM HH(DOPMAITMOHHON
6e3onacHoctu 1Kol



[Tpunoxxenue Ne 6

K [TonoxeHuIo 1Mo OpraHu3aliyu U MPOBEICHUIO
paboT mo obecnievueHno 6€30MaCHOCTH
MIEPCOHAJBHBIX JaHHBIX MPH UX 00pabOTKe B
UH()OPMAIIMOHHBIX CUCTEMAX MEPCOHANBHBIX
JaHHBIX

CeBeaeHus 0 NoJbL30BaTeIgX cucreM o0mero nmojn3oanusg MBY «IIIKOJIA Ne70»

N KoimuectBo

I /;[ IMoapa3nenenue JAOMYyIIeHHBIX KTo0 ocymecTBiasa noakiawdenue | KTo compoBo:kaaer mosab3oBartenei
padoTHUKOB

1. MBY «IlIKOJIA No70» 9 OAO «Poctenexkom» A nMuHHECTpaTOp MHPOPMAITMOHHOM

0€e30I1acCHOCTH
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K [lonoxeHnro o opraHu3anuu u
MIPOBEICHUIO paboT 10 0OecreueHUI0
0€30MacHOCTH TIePCOHATBHBIX JAHHBIX MPU HX
00paboTke B MH(OPMALIMOHHBIX CHCTEMaX
MEePCOHATBHBIX TAaHHBIX

PEKOMEHJALIUU
M0 MCMOJIb30BAHMIO IPOrPAMMHBIX U ANNAPATHBIX CPEACTB 3aIMUThI
uHpopManu U obecrniedeHHI0 6e30MaCHOCTH MEePCOHATbHBIX JaHHBIX MPHU UX
00padoTKe B HH(POPMALMOHHBIX CHCTEMAX NMEPCOHATBHBIX JaAHHBIX

Meponpustus no 3auute [11n npu ux o6padotke B UCII/IH 0T HeCaHKIIMOHUPOBAHHOTO
JIOCTYTIa U HETIPAaBOMEPHBIX JCHCTBUI BKIIFOYAIOT B CEOI:
— YIOPABJICHUE TOCTYTIOM;
— PErucTpauuio U y4erT;
— o0ecIeueHue 1EIOCTHOCTH;
— KOHTPOJIb OTCYTCTBUS HEIEKIAPUPOBAHHBIX BO3MOKHOCTEM;
— AHTUBHMPYCHYIO 3aILHUTY;
— o0ecmeueHue 0€30IMacHOro MexcereBoro p3aunmonaeicteus MCIITIx;
— aHaju3 3allMILEeHHOCTH;
— OoOHapyXCHHE BTOPIKEHUIA.
J171st BEIIOJTHEHUS BBILIEHA3BAHHBIX TPEOOBAHMIA, HEOOXOIUMO HATHUNE CIICTYIOIINX
CPEZICTB 3aLIUTHI:
— CpEACTBO 3aIIMUThI OT HECAHKIIMOHUPOBAHHOIO JI0CTYTIA;
— MEXKCETEeBOM IKpaH;
— aHTUBHpYC.
[Ipu BBIOOpPE TOrO WJIM WHOTO CPEACTBA 3allUThl OCHOBHBIMH KPUTEPHSIMH OTOOpa
SIBJISTFOTCSL:
— Hammuue ceprupukatoB PCTIK, OCB;
— obecrieueHre HEOOXOIUMOTO YPOBHS 3aIlHTHI;
— IPOU3BOJUTENIBHOCTD;
— COBMECTHUMOCTD;
— IIPOCTOTa HACTPOMKH M SKCIUIYaTalNH;
— TEXHUYECKas MOJJIECPHKKA;
— LeHa.



