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MNOJIOKEHUE
110 OPraHM3aLMH U NPOBeJAeHUI0 PadoT 1o odecnedyeHN 0 0€30MaACHOCTH
NEePCOHABHBIX JAHHBIX IPH X 00padoTKe
B MH(OPMALMOHHBIX CHCTEMAX MEePCOHAIbHBIX JAHHBIX

Hacrosimee Ilonoxkenne paszpaborano B cootBercTBun ¢ denepanbHbiM 3aKOHOM OT 27 HIOJS
2006 roma Ne 152-®3 «O mnepcoHalIbHBIX JaHHBIX», IOCTaHOBJIeHUEM I[lpaBuTenbCTBA
Poccuiickoit ®enepannu ot 1 HOsOpst 2012 1. No 1119 «O06 yTBepxkneHUHN TpeOOBAaHUN K 3aIUTE
MEPCOHANIBHBIX JIAHHBIX IPU HMX 00paboTKe B MHOOPMAIMOHHBIX CHCTEMaX IEPCOHAIBHBIX
naHHbix», HopMatuBHbIMH JoKyMeHTaMu DPCTOK um ®CBh Poccum ¢ menpio obecrnieueHus
3aIUTBl  TMpaB W CcBOOOA TpaxaaH TMpu o00paboOTKe UX TMEePCOHAIBHBIX JaHHBIX B
WH()OPMAIIMOHHBIX CUCTEMAX MEPCOHATBHBIX JaHHBIX.

s neneit Hacrosmero I1onoxenus NPUMEHSIOTCS CIIEYIOIUE TEPMUHBI U OIIPEIETICHUS:
IlepconasibHbIe AaHHBIe — J00ass WHpOpPMAlLUs, OTHOCSMIASCS K HPSIMO WIM KOCBEHHO
OTIpeIeIEHHOMY WIN onpesensieMoMy (pU3HuecKoMy JHIY (CyObEeKTY NEepCOHANbHBIX JaHHBIX).
Omnepatop IlepcoHa/IbHBIX JaHHBIX — MyHUIMNAIbHOE OIOJDKETHOE 001e00pazoBaTeIbHOE
yupexjeHue ropojckoro okpyra Tomnbsttu «lllkona ¢ yrnyOaeHHBIM HM3y4EHMEM OTAEIbHBIX
npenmeroB Ne 70» (manee - Illkona) — rocyqapcTBEHHBIH OpraH, MyHHIMITATBHBIN Opra,
IOPUAMYECKOe MM (PU3MYECKOE JIMIO, CAMOCTOSITEIbBHO MM COBMECTHO C JIPYIMMH JIHIIAMH
OpraHusylomue M (MiIM) OCYLIECTBISIONIME OOpabOOTKY NHEpCOHAJIBbHBIX MJAHHBIX, a TaKkKe
onpeensone 1eau o0padOTKH IEPCOHAJIbHBIX JAHHBIX, COCTAaB IEPCOHAIbHBIX JIaHHBIX,
noJyiexanx oopaboTke, 1eHCTBUS (ONEepalu), COBEpIIaeMble ¢ IEPCOHATBHBIMU JAHHBIMU.
NudopmanuonHasi cucreMa NEePCOHANbHBIX JAAHHBIX — COBOKYIHOCTb COJEpKalMXcs B
0a3ax JaHHBIX MEPCOHAIBHBIX JAaHHBIX M OOECIeYMBAIOIUX X 00pabOTKY MH(pOPMAaIMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPE/ICTB.

Texnudeckue cpeacrsa MHGOPMANMOHHON CHCTEMbl NMEPCOHATBHBIX JAHHBIX — CPEICTBA
BBIUMCIUTENbHON TEXHUKH, NTHPOPMAILIMOHHO-BBIUYUCIUTEIbHbIE KOMIUIEKCHI U CETH, CPEICTBA U
CHCTEMBI Iepefaud, mnpuemMa U oOpabOTKH MEPCOHATBHBIX JAHHBIX (CpeACTBa U CHCTEMBI
3BYKO3aIUCH, 3BYKOBOCIIPOU3BEICHMS, IEPETOBOPHBIE U TEJIEBU3MOHHBIE YCTPOUCTBA, CPEACTBA
U3TOTOBIICHUS, TUPAXHPOBAHUS JOKYMEHTOB M JpYrHMe TEXHHYECKHE CpelCTBa O0OpaboTKU
peudeBoi, rpaduueckoii, BUeo- U OyKBEeHHO-IIM(PPOBOM MH(pOpMaLKM), TPOrpaMMHBIE CpPe/ICTBA
(omepalioHHBIE CHUCTEMBI, CHUCTEMbI YIpaBlIeHUS 0a3aMH JAaHHBIX U T.II.), CPEACTBA 3aIUThHI
uH(pOopMalnu, MpUMEHsieMble B UH(HOPMALIMOHHBIX CHCTEMAX.

ITosb30BaTes b HHPOPMALIMOHHOMH CHCTEMBI NMEPCOHANBHBIX JaHHBIX — JIMIO, YYAaCTBYIOIIEE
B (DYHKIIMOHUPOBAHUYU MH()OPMALIMOHHOW CHCTEMBI MEPCOHATBHBIX JAaHHBIX HJIM UCIIOJIb3YIOLIEE
pe3yibTaThl ee (PYHKIIMOHUPOBAHHUSL.

IIpaBuiaa pasrpaHudeHusi J0CTyNa K HMH(POPMALHOHHBIM CHCTEMaM IEPCOHATBHBIX
JAAHHBIX — COBOKYITHOCTH MPAaBWJI, PErIAMEHTHPYIONIUX MpaBa J0CTyna CyOBEKTOB JOCTyHa K
00BeKTaM JI0CTyMA.

O0paGoTka mepPCOHANBHBIX JAaHHBIX — 000 JeiicTBHE (Omeparusi) WIA COBOKYIHOCTH
JeHCcTBHUI (OTeparnii), COBEPIIAeMbIX C HCIIOJIB30BAHMEM CPEJICTB aBTOMATH3AIlMU WM 0Oe€3



HCIIOJIb30BAHUA TaKUX CpCACTB C TMCPCOHAJIbHBIMU JAaHHBIMH, BKIIIOYaA C60p, 3aI1ucCh,
cUCTeMaTHU3alliio, HAaKOIJICHUE, XpaHEHUe, YTOUHEeHHe (OOHOBJIEHUE, U3MEHEHHE), U3BJICUCHHUE,
UCIIONIb30BaHNUE, Iepeady (paclpocTpaHeHHe, NPEeJOCTaBICHUE, IOCTYI), 00e3IMYMBaHUE,
0JI0KMpOBaHKE, YAaJICHUE, YHUUTOXKEHUE IEPCOHAIBHBIX JAHHBIX.

PacnpocTpaneHne NEpPCOHAJBHBIX JAaHHBIX — JCHCTBUsA, HAIPABICHHBIE HA PACKPBITHE
NIEPCOHAIBHBIX JaHHBIX HEOIPEACICHHOMY KpYTy JIULL.

IIpenocraBiieHHe NEPCOHAJIBHBIX JAHHBIX — JCHCTBUsA, HAIIPABICHHBIE HAa PACKPBITHE
NIEPCOHAIBHBIX JaHHBIX OIPEIEICHHOMY JIUIY WIH OIPEACICHHOMY KpPYTy JIULL.

BiokupoBaHne TNePCOHAJNBHBIX JaHHBIX — BPEMEHHOE TMpeKpalieHue o0paboTKu
NEPCOHANBHBIX JAHHBIX (32 MCKIIOYEHHEM cly4yaeB, ecilu o0paboTka HeoOXoiuma ajs
YTOYHCHUA NTCPCOHAJIBHBIX I[aHHbIX).

YHUYTOXKEHHE IEePCOHANBbHBIX NAHHBIX — JCHCTBUA, B PE3YyIbTAT€ KOTOPBIX CTAHOBUTCS
HCBO3MOXHBIM BOCCTAHOBUTL COACPIKAHUC IICPCOHAJIBHBIX JaHHBIX B HH(i)OpMaHHOHHOﬁ
cUCTEeME NEePCOHANbHBIX JaHHBIX U (WIK) B pe3yJbTaTe KOTOPBIX YHUUTOXKAIOTCS MaTepHaIbHbIe
HOCHUTCIIU NICPCOHAJIbHBIX JaHHBIX.

O0e3iMYMBaHNe NMEPCOHANBHBIX JAHHBIX — JCHCTBUA, B PE3yNbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXXHBIM ~ 0€3  WCIOJB30BAHUS  JIOTIOJIHUTENFHOW  HMH(OpPMAIMM  ONPENEIHUTH
HNPUHAAIEKHOCTh IEPCOHANIBHBIX IaHHBIX KOHKPETHOMY CYOBEKTY IEPCOHANBHBIX JIaHHBIX.
KondunaeHunaabHOCTh MepCOHANBHBIX AaHHBIX — Oreparopbl U MHBIE JIMIA, [OJYYHBIINE
JOCTYIl K T[EpPCOHAJIBHBIM JIaHHBIM, O0Os3aHbl HE pacKpblBaTb TPETBUM JIMIAM M He
pacIpoCTpaHATh MEPCOHANbHbIE JaHHbIE 0€3 coryiacus CyObeKTa MEepPCOHANbHBIX JIaHHBIX, €CIIU
MHOE HE MIPEyCMOTPEHO (peiepanbHbIM 3aKOHOM.

TpancrpanuyHas nepeaaya NnepcoHAJbHBIX JAHHBIX — [I€peadya MEPCOHAIBHBIX JaHHBIX Ha
TEPPUTOPUIO HMHOCTPAHHOIO TOCYAAapCTBAa OpraHy BJIacTH MHOCTPAHHOTO TIOCYIapCTBa,
HHOCTpPaHHOMY (1)I/ISI/I‘I€CKOMy JUIy Wi UHOCTPAHHOMY IOPUIUYCCKOMY JIMITY.
HecanKkuMOHUPOBAHHBIH AOCTYII (HecaHKIIMOHUPOBAHHBbIEC AefcTBUSA) K
HHPOPMALMOHHBIM CHCTEMAM MEPCOHAJBHBIX JAHHBIX — JOCTYN K HH(pOpMAIUH WU
neiictBusl ¢ mHpopManMel, Hapylaolue NpaBuiIa pasrpaHUYEHUs JOCTyNa, B TOM YHUCIE C
HCIIOJIb3OBAHUEM HITATHBIX CPCACTB, MMPEAOCTABIACMBIX I/IH(l)OpMaIII/IOHHBIMI/I CHUCTEMaMU
[IEPCOHANIBHBIX JTAHHBIX.

3ammra wuMHpoOpManmuM —  KOMIUIEKC  OpPraHM3allMOHHO-TEXHUYECKUX  MEPONpPUSTUH,
HaIIPaBJICHHBIX Ha IIPENOTBpALICHUE MOTEPU, UCKAKEHU U HECAHKIIMOHUPOBAHHOI'O JOCTYIA K
JaHHBIM, IIPU OTOM HPEAyCMaTPUBAETCS:

— pasrpaHUYEHUE NOJIHOMOYMI TOCTYIIA K JaHHBIM;

— aBTOpH3alMsl, KOHTPOJIb U y4eT ACUCTBUI ¢ JAHHBIMU (pETUCTpaLUsl COOBITUI);

— KOHTPOJIb KOMMPOBAHM, IICUATH, oOMeHa JaHHBIMU I10 KaHaJlaM CBA3U,

— MEXCETEBOE SKPAHNPOBAHKE U 3aIIUTA OT BUPYCOB;

— YUYCT BHCIIHUX HOCHUTENEH JaHHBbIX,

— pe3epBHOE KOMMPOBAHUE / BOCCTAHOBIICHUE JAHHBIX;

— Ppa3aciibHOC XPaHCHUEC HOCHTENEH JAaHHBIX C pE3CPBHBIMU KOIIHUAMMU,

— KOHTPOJIb JOCTYIIa B IOMCHICHUA N K KOMIIBIOTCPaAM;

— MNpUMEHEHHE YCTPOICTB MACHTU(DHUKAIIMY MTOJIb30BaTeNe! I JOCTYyIA.

1 O6uue mostoxxeHUst

Hacrosimum [lonmokeHnem ompezaensercs CTPYKTypa M COCTaBISONIIME 0€30MacHOCTH
uH(popMaluu B HHOOPMALIMOHHON CHUCTEME MEPCOHANIBHBIX JaHHBIX PAOOTHUKOB, 00YJarOMIMUXCs
U uX poauTenen (3akoHHBIX npeacrasuteneii) LLIkonbr.

OGecnieyenne ©Oe3omacHOCTH mepcoHanbHbIX maHHbIX (I[I[lH) npu wux oOpaboTke B
ABTOMATU3MPOBAHHBIX CHUCTEMaX (MH(DOPMAIMOHHBIX CHUCTEMaX TEPCOHANBHBIX [AaHHBIX —
NCTIIH) mocTuraercs myTeM HMCKIIOYSHHS HECAaHKIIMOHUPOBAHHOTO, B TOM YHCJIE CIIYy4aifHOTO,
JOCTyna K TEPCOHAIBHBIM JIaHHBIM, pPE3yJIbTaTOM KOTOPOIO MOXKET CTaTh YHUYTOXECHHE,
U3MEHEeHHe, OJIOKMPOBaHUE, KOMMPOBAHUE, PACIIPOCTPAHEHNE MIEPCOHANBHBIX JaHHBIX, a TaKXKe



VHbIE HECAaHKLIIMOHUPOBAHHbBIE ACHCTBHUSI.

Meponpusitus o obecrneuenuto 6e3onacHoctu [1/In GopmynupyroTcs Ha OCHOBaHUHU aHaIHM3a
TUIA aKTyaJbHBIX YIrPO3 M YPOBHEW 3alUIIEHHOCTH MEPCOHAIBHBIX JaHHBIX, 00padaThIBaCMbIX
B UCII[IH ¢ yyeToM BO3MO>XHOTO BO3HMKHOBEHHS YIrpo3 O€30MacHOCTH KU3HEHHO Ba)KHBIM
MHTEpecaM JINYHOCTH, OOILECTBA U TOCYAaPCTBA.

OoGecneyenne OesomacHoctu [IJ[H ocymiecTBisieTcss mMyTeM BBINMONHEHUsT TpeboBaHUil IO
o0ecrieyeHnI0 0E30MaCHOCTH MEPCOHANBHBIX JAaHHBIX NPU MX 00paboTke B MH(POPMALMOHHBIX
cucreMax nepcoHanbHbIX naHHbIX [Ikomsr ([Tpunoxenue Ne 1).

Crpykrypa, coctaB U ocHoBHble (yHkumu C3IIH ompenenstorcss MCXOAsS M3 aHaIu3a THIIA
aKTyaJIbHBIX yIpO3 U YpPOBHEH 3alIMIIEHHOCTH NEPCOHAIBHBIX JTaHHBIX, 00pabaThIBaeMbIX B
NCTIJu. C3IIJIH BxitoyaeT OpraHu3allMOHHBIE MEpbl U TEXHUYECKUE CPEACTBA 3allUThI
uHpopmanuun (B TOM uyucie mm@poBalbHBIe (KpunTorpaduueckue) CpeacTBa, CpeacTBa
NPEJOTBPALICHUS HECAaHKIIMOHUPOBAHHOTO JOCTYNA, YTEYKH HH(POPMALUHU MO TEXHHUYECKUM
KaHajaMm, IpOrpaMMHO-TEXHHUUECKUX BO3JICHCTBUI Ha TeXHUYECKHE cpeacTBa obpabotku I1/[H),
a TaK)Ke MCIOJIb3yeMble B HMH(OPMAIIMOHHOHN cucTeMe MHPOPMALIMOHHBIE TEXHOJIOTHH.

[Ton opranuzanueit odecneuenus 6ezonacHoctu [1J{n mpu ux obpadotke B UCII/{H nmoHumaercs
dbopMHUpOBaHKE COBOKYITHOCTH OCYILIECTBIIIEMBIX Ha BCeX cTanusax >ku3HeHHoro nukiaa UCIdu
COIJIACOBAaHHBIX MO IIeNM, 3ajJayaM, MECTy U BpPEMEHU MEpONPUATUN, HANpPaBICHHBIX Ha
npeaoTBpalieHue (HeuTpanu3anuio) u napupoanue yrpos oeszonacHoctu [[JIn 8 UCIIIH; Ha
BOCCTaHOBJIeHHE HOpMasibHOTO (pyHKunoHupoBanuss MCIIIn mocne HelTpanuzanuu yrposbl, ¢
LeJIbI0 MUHUMH3AIMU KaK HEMOCPEICTBEHHOr0, TaK U OIOCPEJOBAHHOIO yIliepOa OT BO3MOKHOM
peanu3alnuy Takux yrpos.

MeponpusTusi o 00ecredeHnI0 0e30MacHOCTH MEePCOHATBHBIX JTaHHBIX MPH UX 00paboTKe B
NCIIIH BKIIOYAIOT B ceOsI:

a) ompenielieHue  yrpo3  0€30MacHOCTHM TEPCOHANBHBIX JIaHHBIX TMpU HUX 00paboTKe,
(dopMHpOBaHUE HA UX OCHOBE MOJIENH yTPO3;

0) pa3paboOTKy Ha OCHOBE MoOJeIu yrpo3 cucrtembl 3amutel [1/[H, oOecneunBaromeit
HEeUTpanu3aIuio npeanojaraéMblx yrpo3 ¢ HCI0JIb30BaHUEM METOAOB U crtoco0oB 3amuTs! [1/1H,
IPElyCMOTPEHHBIX JUIsl COOTBETCTBYIOIIETO YPOBHS 3aIUIIEHHOCTH HH(POPMAIIMOHHBIX CUCTEM;
B) IPOBEPKY T'OTOBHOCTU CPEJICTB 3aLIUThl MH(POPMALUU K HCIOJIb30BAHUIO C COCTABICHHUEM
3aKJIFOYEHUN O BOBMOXKHOCTH MX IKCIUTyaTalllH;

I') yCTAaHOBKY M BBOJ B JKCIUIyaTallMI0 pa3pelIeHHbIX JIUIEH3UOHHBIX CPEACTB 3allUThI
MH(pOpPMaLlMU B COOTBETCTBUH C IKCILTYyaTal[MOHHON U TEXHUUYECKOI TOKyMEHTalNel;

1) oOydyeHue JHIl, MCIOJB3YIOIIUX CpPeACTBa 3allUThl HMH(POpPMAlUM, HpPHUMEHSeMble B
MH(OPMaLIMOHHBIX CHCTEMAaX, IPaBUIaM padOThl C HUMU;

€) yueT MPHUMEHSEMBIX CPEJICTB 3alIUThl HWH(GOpPMALMM, SKCIUTYyaTallMOHHONM M TEXHUYECKOU
JOKYMEHTAIlMU K HUM, HOCUTEeJel epCOHANbHBIX JaHHBIX;

) ydeT JIU1l, JOMYyIeHHbIX K padore ¢ [1/[H B MHpOpMaILIMOHHOI cucTeMe;

3) KOHTPOJb HaJ COOJIIOJIGHUEM YCIOBUM HCIOJIb30BAaHUSl CPEACTB 3alllMThl HH(pOpMaLuy,
IIPEyCMOTPEHHBIX IKCITYyaTallMOHHON M TEXHUYECKOHN TOKYMEHTAIUEH;

1) pa30upaTeIbCTBO M COCTABJICHHE 3aKIFOYCHHH 110 (hakTaMm HeCcOOI0IeHHs YCTIOBUN XpaHEHUS
HOCUTeNel MepcoOHANbHBIX JTAaHHBIX, MCIIOJIb30BAHMs CPEJCTB 3aIlUThl MHPOPMALUU, KOTOPbIE
MOTYT TPUBECTH K HapyuleHuto KoHbuaeHuuanbHocTd [I/IH winm napyrum HapyueHusw,
OPUBOJASAIIMM K CHIDKEHHIO YpOBHS 3amuiieHHoctd [1/IH, pa3paboTKy W mpuHATHE Mep IO
MPEOTBPALICHUIO BO3MOKHBIX OMACHBIX MOCIEACTBHUM MOT00HBIX HApYIICHHUI;

K) ONKCAaHHE CUCTEMBI 3aIUThI IEPCOHATBHBIX JAHHBIX.

TexHuueckue W MPOrpaMMHBIE CpEACTBA JOJKHBI yIOBJIETBOPSTH YCTAHABIMBAaEMbIM B
COOTBETCTBHUH C 3aKOHOJaTeIbcTBOM Poccuiickoit denepannu TpeGOBaHUAM, 00ECTIEUMBAIOIIUM
3amuTy HHGOPMAITHH.

Hns obecrieuenust OezomacHoctu IIJIH mpu ux oOpaboTke B HMH(GOPMAIMOHHBIX CHCTEMax
OCYIIECTBIISICTCSA ~ 3allldTa pedeBoM wHPopManmuu u  uHOpMaIuu, o00pabdaThiBaeMOi
TEXHHUYECKUMHU CPEACTBAMH, a TaKKe MH(POPMAIINH, MPEACTABICHHOW B BUIE WH(POPMATUBHBIX



DIIEKTPUYECKUX CHUTHANIOB, (DM3MYECKHX TMOJe, HOcHTeled Ha OyMaXHOW, MAarHUTHOWH,
MarHUTHO-ONTHYECKON U MHON OCHOBE.

ITo crpyktype MCIIJIH, Ha KOTOpble HampaBieHa pealu3alus MEpOIPHUATHI IO 3alluTe,
BBIJICTISIIOTCS CJIEYIOIINE KIIACChl YTPO3:

— yrpo3sl 6e3onacHoctu I1/1H, ob6pabareiBaembix B MCII/IH Ha Ga3ze aBTOMAaTH3MPOBAHHOTO
pabouero Mecra;

— yrpo3sl  Oe3omacHoctu [1/ln, oOpabareiBaembix B MCIIJIlH Ha 0a3e JOKalIbHBIX
UH(POPMALIMOHHBIX CHCTEM;

— yrpo3sl, peanuzyembie B UCII/IH npu ux nMoAKIIIOUEHUH K CETSIM CBSI3U OOIIEro MoIb30BaHUs.
Hns oGecnieyenusi O6e3omacHocTy [IJI[H mpu ux o0paboTke B HMH(POPMAIMOHHBIX CHCTEMax
IIPOBOJSITCS:

— oOcnenoBanue W odopmiieHHE [OKyMEHTa O THIE aKTyalbHbIX YyIrpo3 H YpOBHEH
3alUIIEHHOCTH MEPCOHANBHBIX TaHHBIX, 00padaTeiBaeMbix B MUCII/IH, onpenenenue cnoco6oB u
cocraBa cpenacts 3ammthl uHpopmarmu (C3U), paspaborka texnmueckoro 3ananus (T3) Ha
CO3/IaHME KOMIUJICKCHOM CHUCTEMBI 3alllUThl WH(OpMaLMMU, B TOM YHUCIE pa3paboTka MOJIENH
yIpo3, IPOEKTUPOBAHUE;

— BBOJ B JKCIUTyaTallMI0 — 3aKylnka W HMHCTausiuusa cepruduimpoBanHsix C3U, oOydeHue
nepcoHala, U3JaHUE TMPUKA30B O JOMNyCKEe TepcoHalla U PErjiaMeHTOB 00paboTku
KOH(UICHINATLHOW HH()OPMAIIHH.

2. llenun obecnieueHusi HHPOPMAINMOHHOM 0€30MACHOCTH
Crparerndeckoil menpro ooecrneueHus 6e3omnacHoctu uHpopmarnuu B UCIIIH sBiseTcs 3ammTa
WHTEPECOB CYOBEKTOB HH(POPMAITMOHHBIX OTHOIICHUH. JlaHHAS 1eJIb JOCTUTASTCS MTOCPEICTBOM
MIOCTOSIHHOTO TIOJIJICPXKAHUs CICIYIONMX CBOMCTB WMH(pOpMAIMKU B Ipolecce ee 00padoTKH,
XPaHEHUs U TIepeaadu:
— IEJIOCTHOCTH UH(OPMALIUY;
— JOCTymHOCTH oOpabaTeiBaeMOi HHGOPMAIUU TS 3aPETUCTPUPOBAHHBIX MOJIH30BATENEH;
— KOH(UIEHITUATBHOCTH UH(DOPMAIIHH.

3. O0beKT 3alMThI
OOBEeKTOM 3alluThl ABJISETCS MHPOPMAIMOHHAS CHCTEMa NMEPCOHAIBHBIX JIaHHBIX PaOOTHUKOB,
o0yyaromuxcs ¥ uxX poauTenel (3akoHHbIX MpeactaBureneit) [komsl:
a) lnpopmanimoHHbIe pecypcehl:
- NEpCOHAJbHBIE JaHHblE PAOOTHUKOB, OOy4arOIIMXCS M HX poauTened (3aKOHHBIX
npezcraBuTeneil) (McxoHas HH(popMalys, THPOPMAIIMOHHBIE 6a3bl TaHHBIX );
- MHCTpYMEHTaJbHAss UHPOpManus (IporpaMMHOe OOecreyeHue), ¢ IMOMOIIbI0 KOTOPOi
oOpabatbiBaeTcs, XpaHuTcs U nepeaaercs nHpopmanus [1/1H;
0) TexHH4Yeckue MHPOPMALMOHHBIE CUCTeMBI U cpencTBa LlIkombl, B KOTOpBIX 0OpabaThiBaeTCs,
XpaHuTcs U nepeaaercs nHpopmanus [1/1H;
B) noMeleHus: 00bekToB IIIKombI, B KOTOPBHIX pa3MemarTcss MH(OOpMAIMOHHBIE PECYPChI, U
oOpabatbiBaeTcst KOH(pUIeHIIMaIbHAs HH(OpMaLUs;
I') TEXHAYECKHE CHCTEMBbl KM3HEOOECHEeueHUs, JJIEKTPOIUTaHUSA, IPOBOAHOTO BELAHMS,
OXPAaHHOW CHUTHAJIM3alMU, 00ECIEeUNBAIOIINE WIN Pa3MENaeMble COBMECTHO ¢ 000pyI0BAHUEM
NCTI/n.
KputnunbiMu cBolicTBaMu 00BEKTA 3AIIUTHI SIBISIOTCS:
a) BOBMOXKHOCTh pa3pyIleHUs] WIH TOBPEXACHUS HH(POPMALMOHHBIX CUCTEM IE€PCOHATBHBIX
JAHHBIX B PE3yJIbTaTe MOXKapa, 3aTOIUICHUs, aBapUU MHIKEHEPHBIX CUCTEM KHU3HEOOECIIeUeHus;
0) BO3MOKHOCTh MPEKpAIlIEHUs] WIM HapylIeHnuss HopManbHOro ¢ynkunonuposanus VUCIIn B
pe3yJIbTaTe MOBPEKICHUS OTACIBHBIX UX 2JIEMEHTOB;
B) HECAHKLIMOHUPOBAaHHAsI JOCTYITHOCTh MH(OPMAINH, BRIPAXKAIOIIAACS B BO3ZMOKHOCTH:
— HEMNOCPEJCTBEHHOro A0CTyNa K MH(pOpMAlMH, HAXOAIIEHCS Ha MEPBUYHOM WJIM BTOPUYHOM
HOCHTEJIC, B TPAHCIIOPTHOM Cpele Neperadyd; BO3ACHCTBUS HAa HOCHUTENb WM TPAHCIOPTHYIO



cpely C LENbl0 MEpIICTpalud, OTYYXKICHUs, KONUPOBAHUS, HM3MEHEHHUs, MOAMEHbl U
YHUUTOXKEHUS HH(OpMALINU;

— MpSMOr0 WM KOCBEHHOro naoctyna k obopynoBanuto MCII[IlH u TpaHcmopTHOW cpene
nepesavy ¢ 1eNblo MOTYYeHHsI JoCcTyna K HHpopMaliy (HeCaHKIMOHUPOBAHHBIN JOCTYII);

— mepexBaTra pedyeBoil MHGOpMAIMM O AKyCTUYECKMM M JPYTUM KaHajlaM YTEUYKH
(moacnymmBaHue).

4. Cy0obeKThl HH(POPMAIIMOHHBIX OTHOIIEHHIT
4.1 CyObexTamMu HHGOPMAIIMOHHBIX OTHOIIICHUM SIBIISTFOTCS:
— PaborHuku (cyOBEKTHI) — (PU3UYECKHE JIUIA, COCTOSIINE B TPYAOBBIX U MHBIX T'PAXKIAAHCKO-
IIPaBOBBIX OTHOLICHUX cO lIIkomoii-onepaTopom;
— Oo0yuaromuecs (CyOBbeKThl IEPCOHABHBIX JTAHHBIX) - (PU3UYECKHUE JIUIIA, KOTOPHIE COCTOST B
JIOTOBOPHBIX M HHBIX TI'Pa)XJIaHCKO-TIPaBOBbIX oOTHOWEHUAX co Illkonoii-oneparopom 1o
BOIIPOCAM OKa3aHUs yCIyr B cepe o0pa3oBaHUsl, MPETyCMOTPEHHBIX Y CTaBOM.
4.2 [Tepeuncnennble cyOBEKThl HWH(GOPMALMOHHBIX OTHOLIEHUH 3aMHTEPECOBAHbI B
o0ecreueHnu:
— KOH(HIESHIMAIBLHOCTH (COXpaHEHUs B TaiiHe) MH(OPMAIMK B COOTBETCTBUU C TPEOOBaHUAMU
POCCHICKOI0 3aKOHOATENbCTBA;
— JOCTOBEPHOCTH (TIOJIHOTHI, TOYHOCTH, aJICKBAaTHOCTH, IEJIOCTHOCTH) HH(pOpMAIH;
— 3allUThl OT HABSA3BIBAHUS UM JIOKHOM (HEOCTOBEPHOM, MCKa)KEHHOI) MHpOopMaluu (TO €CTh
OT Jie3uH(pOpMaITin);
— CBOEBPEMCHHOTO JOCTyma (3a TMpUemMiIeMOe Il HHUX BpeMs) K HEOOXOIUMOW UM
uH(popMaLuu;
— pa3rpaHWYeHUsT OTBETCTBEHHOCTH 3a HApYIIEHUs 3aKOHHBIX IpaB (MHTEPECOB) JAPYIHX
CyObEeKTOB HMH(POPMALMOHHBIX OTHOIIEHWM M YCTAHOBJICHHBIX IpaBUJ OOpalleHus C
uH(popManuen;
— BO3MOYKHOCTH OCYILECTBJICHUSI HENPEPHIBHOIO KOHTPOJS M YIpaBJIEHUS IPOLECCaMu
00paboTKHU U nepeau HHPOpMaLUY;
— 3am|Thl HHPOPMAIIUU OT HE3aKOHHOTO €€ THPAKUPOBAHUS (3aIIUTHI TEPCOHATBHBIX TaHHBIX,
3alMThl aBTOPCKUX IIPaB, IPaB COOCTBEHHUKA UH(DOPMALINH).

5. Bo3Mo:kHbI€ YIPO3bl M YYACTKH BTOPKEHUS
OOmas kaccudukanus yrpos.
1. Yrpo3sl  KOHQHUIEHIMATHHOCTH  JaHHBIX W  T[porpamMMm.  PeammsyroTcs — mpH
HECAaHKIIMOHMPOBAHHOM JOCTYyIl€ K MporpaMMmam, JaHHbBIM, KaHajlaM CBS3H, NpH IepexBare
AIIEKTPOMArHUTHBIX U3TYUYCHUH, TP aHAIIN3e TpaduKa.
2. Yrpo3bl ~ LEJIOCTHOCTH  JIaHHBIX, HpOrpaMM,  ammaparypsl.  Peamusyrorcs — mpu
HECaHKIIMOHUPOBAHHOM YHUYTOXXCHUH, MOTU(UKAITIH TaHHBIX, MTOPOXKIACHUT
(anbCcuUIMPOBAHHBIX JaHHBIX, 33/I€P’)KKE U HapYIIEHUH MapIIpyTU3alluU JAHHBIX B KaHalIax
CBSI3H.
3. Yrpo3bl AOCTYHNHOCTH MAAaHHBIX. Peanu3yioTcs Npu CO3JaHUM YCIOBMM, KOTJa 3aKOHHBIN
HOJTb30BATENb MM MPOLECC HE MOIY4aeT CBOSBPEMEHHOTO JOCTYNA K JaHHBIM WM pecypcam
CHCTEMBI, KaHaJlaM CBS3H.

6. Ilopsaiok npoBeAeHUs] KOHTPOJIbHBIX MEePONPUATHIA M JeliCTBHIA M0 pe3ybTaTaM
KOHTPOJIA

KoHTtponb 3akimoyaercss B MPOBEPKE BBITOJHEHHUS TPEOOBAaHUN HOPMATHBHBIX JOKYMEHTOB II0
3amuTe MHGOPMAIUH, a TaKXKE B OIEHKE 0OOCHOBAHHOCTH M A(()EKTUBHOCTH MPUHSITHIX MEP.
KoHTponb MOXET MpoBOAUTHCS KOMUCCHEN, co3naHHOoN B IlIkosie, mim Ha JOrOBOpPHON OCHOBE
CTOPOHHMMH OpraHU3alUsAMH, NPU HAJIWYUM JIMUEH3UWM Ha JAEATEIbHOCTb IO TEXHUYECKOU
3anUTe KOHPHUISHIMAIBHON HH()OPMAITHH.

Pemenne OCHOBHBIX BONpoOcoB obOecredeHus 3amuThl [IJIH mpegycmarpuBaeT MOATOTOBKY



KaJpoB, BBIJCICHUE HEOOXOAUMBIX (HHAHCOBBIX M MAaTepUATBHBIX CPEICTB, 3aKYIKY
MPOrpaMMHOTO M anmapaTHOro oOecHedeHus, a TakkKe, NpH HEOoOXOAMMOCTH, MpPHUBICUYECHUE
cTOpoHHelN opranu3anuu npu Hanuuuu juneH3nit ®CTOK u OCh.



[Mpunoxenus k [loNOKEHHWIO TIO OpraHM3allMd W TPOBEACHUIO PAOOT MO O0OECIICYCHHIO
0€30MacHOCTH TIEPCOHAIBHBIX JAHHBIX MPH HX 00paboTke B HMHGOPMAIMOHHBIX CHCTEMax
nepcoHalibHbIX AaHHBIX MBY «lllkona No 70» SBISIOTCS CaMOCTOSITEIbHBIMU JOKYMEHTAMH U
€ro HeOThEMJIEMOM YaCThIO.

Crnucok MpuJI0KEHUM:

[Tpunoxenne Ne 1. TpeboBanust o odbecneueHNI0 6€30MACHOCTH MEPCOHATBHBIX JaHHBIX
npu ux 00paboTke B MH(POPMAIIMOHHBIX CUCTEMaX MepCcOHaIbHBIX JaHHBIX MBY «lllkoma Ne 70»

[Tpunoxenne Ne 2. Onrcanue n0KanbHO-BIYUCTUTENBHON ceTn MBY «Illkoma Ne 70».

[Tpunoxenne Ne 3. Onncanue cocraBa TexHudeckux cpeactB MBY «lllkoma Ne 70,
Y4YacTBYIOUIMX B 00pabOTKe MEePCOHAIBHBIX JaHHbIX.

[Tpunoxxenue Ne 4. Ceeaenuss o mporpammHoMm obecrnieuenun MbBY  «lllkoma Ne 70y,
YCTQHOBJICHHOM Ha Pa0OYMX CTaHIUAX, Y4aCTBYIOIUX B 00pabOTKE NEePCOHANBHBIX JIaHHBIX.

ITpunoxenne Ne 5. CBeZileHHss 0 NPOrpaMMHO-TEXHHYECKMX CpejacTBax 3aummTel MBY
«lllxoma Ne 70», yCTaHOBICHHBIX Ha pPaOOYMX CTAHIUAX, YYACTBYIONIMX B 00pabOTKe
NEPCOHAIbHBIX JaHHbIX.

[Tpunoxenne Ne 6. CBezieHuss 0 mosb30BaTeNsix cuctem odmiero mosb3oBanust (COIN)
MBY «ll1lkomna Ne 70».

ITpunoxenne Ne 7. PekoMeHauuy 1O HCMHOJb30BAHUIO IMPOIPAaMMHBIX M amlapaTHBIX
CPEACTB 3alUThl HHPOPMALUMU U 00eCleYeHUI0 OEe30MIaCHOCTH MEPCOHANBHBIX JAHHBIX MPH UX
00paboTke B MHPOPMALMOHHBIX CHCTEMaX MEePCOHAIBHBIX JIaHHBIX.



ITpunoxxenne Ne 1

K [lonoxenuro mo opranuzaiuu u
IIPOBEJEHUIO PA0OT 110 0OECTIEUEHUIO
0€301MacHOCTH MEePCOHANTBHBIX JaHHBIX MPU UX
00paboTke B HH(POPMAITMOHHBIX CHCTEMAX
nepcoHalbHBIX JaHHBIX MBY «IIIKOJIA
No70»

TPEBOBAHUSA
no odecrneyeHN0 0€30MaACHOCTHU MEPCOHABHBIX JIAHHBIX
npu ux o0padorke B MHPOPMAIIMOHHBIX CHCTEMAX
nepcoHaabHbIX JaHHBIX MBY «IIIKOJIA Ne70»

[Ipu opraHu3anuu ¥ OCYHIECTBICHHWU 3alIUTHl TMEepPCOHaNbHBIX JaHHBIX (I1[]H)
HEOOXO/IMMO PYKOBOJACTBOBAThCS TPEOOBAHUSMH HOPMATHUBHBIX U METOJIUYECKUX JTOKYMEHTOB
no 3amure uHGOpMalMUu B aBTOMATHU3HPOBAHHBIX cHcTeMax (MH(DOPMALMOHHBIX CHUCTEMax
nepcoHabHbIX JAaHHbIX — WCII[AH), yuuteiBas npu 3toM, uyto IIJIH, B COOTBETCTBUM C
®enepanbubiM 3akoHOM OT 27 utosist 2006 roma Ne 152 — @3 «O mepcoHalIbHBIX JTAHHBIX» U
VYxazom IIpesunenta PO Ne 188 ot 06.03.97 1., oTHECEHBI K KOH(PHISHIIMATHLHON HH)OPMAIIH.

Meps! o obecnieueHn0 0€30MaCHOCTH MEPCOHANBHBIX JaHHBIX IPU UX 00paboTKe

1. Oneparop npu 06pabOTKe MEPCOHATBHBIX JAHHBIX 0053aH MPUHUMATH HEOOXOAUMBIC
MIPABOBbIE, OPTaHU3AIMOHHBIE U TEXHUYECKHE MEpbl WM OO0ECHeunBaTh WX MPHUHITHE IS
3alllUThl EPCOHANbHBIX JaHHBIX OT HEMPAaBOMEPHOTO WM CIYy4alHOTO JOCTylla K HUM,
YHUYTOXKEHUS, U3MEHEHMsI, OJJOKHPOBaHUS, KOMMPOBAHUS, MPEJOCTABICHUS, PACIPOCTPAHEHHUS
NEPCOHAIbHBIX JIaHHBIX, a TakXX€ OT MHBIX HEMpPaBOMEPHbIX JEUCTBUH B OTHOILIEHUU
NEPCOHAIBHBIX JIaHHBIX.

2. O6ecnieueHue 0€30MaCHOCTH MEPCOHAIBHBIX JAaHHBIX TOCTUTAETCsl, B YACTHOCTH:

1) onpezneneHueM yrpo3 0e30MacHOCTH MEPCOHANBHBIX JAHHBIX NpU UX 00paboTKe B
MH(OPMALIMOHHBIX CHCTEMaX MEPCOHANbHBIX JaHHbBIX;

2) NpUMEHEHNEM OPraHM3allMOHHBIX U TEXHUYECKHX Mep M0 00eCIeYeHNI0 Oe3011acCHOCTH
NEPCOHAIBHBIX JAHHBIX NpU UX 00paboTke B MH(POPMAIMOHHBIX CHUCTEMAax IEPCOHAIBHBIX
JTAHHBIX, HEOOXOMUMBIX [UIS BBINOJHEHUS TpeOOBaHMM K 3allluTe MEePCOHATIBHBIX JaHHbIX,
UCIIOJIHEHHE  KOTOpbIX oOecreunBaeT ycTaHoBieHHble IIpaButenbctBoM  Poccuiickoit
denepauil ypoBHH 3alUIIEHHOCTH EPCOHATBHBIX JAHHBIX;

3) mpUMEHEHMEM MPOIIEAIIMX B YCTAHOBJIEHHOM HOPSAJKE TMPOLEAYPY OLEHKH
COOTBETCTBUS CPEJICTB 3aIIUTHI HHPOPMALINY;

4) omeHkod 3(PGEKTHBHOCTH TMPUHUMAEMBIX MeEp M0 OOecnedYeHuto O0e30macHOCTH
NEPCOHANBHBIX JIaHHBIX JI0 BBOJIA B HKCIUTyaTallMI0 HH(MOPMAITMOHHONW CHCTEMBI MEPCOHATBHBIX
JTAHHBIX;

5) y4eToM MaIIMHHBIX HOCUTENEH ePCOHAIBHBIX TaHHBIX;

6) ooHapyx)eHHEM (HaKTOB HECAHKITMOHMPOBAHHOTO JTOCTYIA K IEPCOHATLHBIM JaHHBIM 1
IPUHATHEM MED;

7) BOCCTAaHOBJIEHUEM MEPCOHATIBHBIX JaHHBIX, MOJIU(ULIMPOBAHHBIX WM YHUYTOKEHHBIX
BCJIE/ICTBUE HECAHKIIMOHUPOBAHHOI'O JOCTYIA K HUM;

8) ycTaHOBJIEHHEM TMpaBUJ JOCTyNa K TEPCOHAIBHBIM JaHHBIM, 00paOaThIBAEMBIM B
UH(POPMALIMOHHOM CHCTEME MEePCOHAIBHBIX JAaHHBIX, a TaKKe 00eCHeueHHUEeM PEerucTpanuu 1
yueTa BcexX JeUCTBUM, COBEpIIAEMbIX C MEPCOHATbHBIMU JaHHBIMU B MH(POPMAIIMOHHON cucTeMe
NEPCOHATBHBIX JAHHBIX;

9) KoOHTpoJeM 3a TIPUHUMAaEMbIMH MeEpaMH TI0 O0OECIeUeHUI0 Oe30MacHOCTH
NEPCOHANBHBIX JaHHBIX M YPOBHS 3alUIIEHHOCTH HH()OPMAIIMOHHBIX CHCTEM IEPCOHAIBHBIX



JTAHHBIX.

[Tpu npoBenennu meponpuatuil no 3amute [1/IH yuuThiBaeTcs, 4TO UHPOPMAIIOHHBIE
pecypchl OIBEP>KEHBI TOTEHIIMAIBHBIM BHEITHUM U BHYTPEHHUM YIpO3aM, BEAYIIUM K MOTEPSIM
KOH(UICHIIMATEHOCTH, JOCTYITHOCTH U LEIOCTHOCTH HHPOPMAIIMOHHBIX PECYPCOB.

Hcroynuky yrpossl:

— moau  (HemoOpocOBeCTHbIE  BHEIIHME W BHYTPEHHHE  IOJIb30BaTeNd
UH(POPMALIMOHHBIX PECYPCOB);

— aBapuu (OIIMOKY MMOJIB30BATEIsI, OUIMOKH aIMHUHUCTPATOPA);

— OTKa3 anmapaTHoro oOecrnedeHus (OIIMOKM MPOrpaMMHOIO OOECHEYEHHUS, OTKAa3bl
WHyCTPUATIBLHOTO 000PYI0OBAHNSA);

— nmnpupoaHsle  ¢GakTopsl (CTUXHUUHBIE O€ACTBHS, AacTpo(u3UUYEcKHe SBICHHSA,
OMOJIOTMYECKUE SIBJICHUS).

VYTpo3bl yBENUUYMBAIOT PUCKH O€3011aCHOCTH, IIPECTABIISAIONINE COOOM:

— HEaBTOPU3WPOBAHHBII TOCTYII B CETh;

— HEaBTOPU3UPOBAHHOE PACKPBITHE HHPOPMALINY;

— HEaBTOPU3WPOBAHHYIO MOAM(PHUKALNIO JAHHBIX HIIH IPOTPAMMHOTO 00ECIICUEHUS;

— paspyuienue GyHKIUH ceTy (HeIOCTYITHOCTh JaHHBIX U CEPBHCOB).

Hanmuuue puckoB Oe3zomacHOCTH TpeOyroT BBeAeHHs Mep Oe3omacHocTu. Mepbl

0€30IaCHOCTH JJOJDKHBI TAPaHTUPOBATh:
—  KOHOUACHIIUATIHHOCTB;
—  IEJIOCTHOCTB;
— JIOCTYIHOCTbh UH(OpMAIINH;
— CBOEBpPEMEHHOE MOJIyYeHHE OTUYETHOCTH;
— (Qusnueckyro 6e30macHOCTs HH(pOpMaIH;
— KOHTPOJIb AOCTYNAa K WH(OPMAIHH.

Nudopmanmonnas 6€30macHOCTh IPETyCMaTPUBAET:

— MpoLeAypHYIO (A AMUHUCTPATUBHYIO M OPraHU3allMOHHYIO 0€3011aCHOCTh);
— 0e30MacHOCTh MepCcoHana;
— (¢usnueckyro 6€30MacHOCTb;
— 0e30MacHOCTb CUCTEMBI;
0€30MaCHOCTh KOMMYHUKAIHH.

O6GCH6‘IGHI/I€ 6esonacHoctu I[1/In mpu mx obpadbotke B MCII[AH nocruraercsa myrem
UCKJTIOUEHHsS] HECaHKIIMOHUPOBAHHOTO, B TOM YHCIIE CIy4allHOro JOCTyHa K IepPCOHAIbHBIM
JAHHBIM, Pe3yJIbTaTOM KOTOPOTO MOXKET CTaTh YHHYTOXXEHHE, H3MEHEHHe, OJOKHpOBaHUE,
KOMHMPOBAHUE, pacrpocTpaHeHHe NEPCOHATBHBIX JTAHHBIX, a TaKxKe UHbIE
HECAHKIIMOHUPOBAHHBIC ICHCTBHSL.

Meponpustus 1o obecreuenuto 6e3onacHoctu [1[H mpoBoasATCS B 3aBUCUMOCTH OT TUIIA
aKTyaJbHBIX yIpO3 M YPOBHEW 3alIMIIEHHOCTH TEPCOHANBHBIX JaHHBIX, 00padaThIBacéMbIX B
WCII[H, ¢ y4eToM BO3MO>KHOI'O BO3HMKHOBEHHs yrpo3 O€30MacHOCTH >KU3HEHHO Ba)KHBIM
UHTEpecaM CyObEKTOB IEPCOHATBHBIX TAHHBIX.

[Tpu obecniedennn 6e3onacHocTr [1JH TPOBOISTCS MEPOTIPUSTHSI, HAIIPABJICHHBIC Ha:

— mpenoTBpalieHue HecankimonupoBanHoro nocryna (HCJ) x I1/{x u (mnn) nepenaun
WX JIMIIaM, OpPTaHU3aIKsIM, He IMEIOIIUM IIpaBa JOCTYIa K TaKOH HH(pOpMaIum;

— cBoeBpeMeHHoe oOoHapyxkenue ¢pakroB HC/I x I1/1H;

— HEJONYILIEHHE BO3ACUCTBUS Ha TEXHUUYECKHE CPEICTBA ABTOMATHU3MPOBAHHOMN
obopabdotrku II[lH, B pe3ynbraTe KOTOPOTrO MOXET OBITh HApyIIEHO UX
(G YHKIIMOHUPOBAHUE;

— omepaTHBHOro pezepBupoBanus nHGpopmaruu B UCI1/H;

— BO3MOXXHOCTb HE3aMeJIUTEIbHOr0 BoccTaHoBIeHU [1/1H, MOIM(UIIPOBAHHBIX WK
yHuutoxeHHbIX Benencrerue HCJ k HuwM;



— TIOCTOSTHHBIN KOHTPOJIb 32 00ecrieueHneM ypoBHs 3amuineHHocty [1/1H.

Obecnieuenne Oe3omacHoctu IIJIH ocymiecTBiseTcs MyTeM BBIMOJIHEHHUS KOMILIEKCA
OpPraHM3alMOHHBIX M TEXHUYECKUX MEPONPUATUM, pPEATU3yEMBIX B paMKaxX CO3aBacMoi
CHUCTEMBI 3alTUThI TepcoHaNbHBIX JaHHBIX (C3I1/H).

Crpyktypa, coctaB u ocHoBHble ¢yHkuuu C3II/IH ompeaenstoTcst B 3aBUCUMOCTH OT
TUIIA aKTyaJbHBIX YIPO3 U YPOBHEW 3alUIIEHHOCTH MEPCOHATBHBIX JAHHBIX, 00pabaThIBaeMBbIX
B UCII/IH, ucnons3yemsix B Lllkose.

C3II/IH BkIIOUaeT OPraHU3alMOHHBIE MEpPbl M TEXHUYECKHME CpEACTBA 3allMThI
uHpopmanuu (B TOM umcie mmm(poBaiIbHBIE (KpUNTOTpadUUECKUe) CPEICTBA, CPEACTBa
MPEIOTBPALCHUS] HECAaHKIMOHUPOBAHHOTO JOCTYIA, YTEYKHM HH(OpPMALUU MO TEXHUYECKUM
KaHajaM, IpOrpaMMHO-TEXHHUECKUX BO3JICHCTBUI Ha TEXHUYECKHE cpencTBa oopadorku [1/1H),
a TaKKe UCI0JIb3yeMble B UH(POPMALIMOHHOM cucTeMe HH()OPMAIIMOHHBIE TEXHOIOTHH.

[Ton opranm3amueii obecmeuenus: 6e3omacHoctu [/l mpu ux obpadorke B UCII[IH
MOHUMAaETCs (OPMUPOBAHUE COBOKYIMHOCTH OCYIIECTBIISIEMBIX Ha BCEX CTAIUAX >KU3HEHHOTO
nukiaa MCIIJIH cornacoBaHHBIX 1O I€JM, 3ajJadaM, MECTY M BPEMEHHM MEpONPUATHH,
HAIPaBIEHHBIX Ha MpeNOTBpalleHHe (HeHTpanau3aluio) U NapupoBaHHE Yrpo3 O0e30MacHOCTH
[z B WCII[AH, Ha BOCCTaHOBIIEHHME HOpManbHOTrO ¢yHkunonuposanus MCIIJIn mocrne
HEWTpalM3aluyd YIrpo3bl, C LEJIbI0 MHUHHUMU3ALUUMU KaK HENOCPEICTBEHHOIO0, TaK U
OTIOCPEJIOBAaHHOTO  ymiepda OT BO3MOXKHOM pealiM3anuud Takux yrpo3. OOGecrneyeHue
6e3onmacuoctu [1/ln mpu mx oOpaborke B aBromarmsupoBaHHbIX MCII/IH mpoBoauTcs myrem
BBIMIOJTHEHHS] KOMILJIEKCA OPTaHU3AllMOHHBIX M TEXHUYECKUX MEpONPUATU (IIPUMEHEHHUS
TEXHUUYECKHUX CPEACTB), B paMKax CHCTEMbI (IIOJCHCTEMBI) 3AIIMUTHI MEPCOHAIBHBIX JIAHHBIX,
pa3septeiBaemoii B UCII/IH B poliecce ee co3aHus Uiy MOJIEpHU3AIUH.

[Topsimok opranu3anuu odecrieuenus 6ezonacuoctu [1J{n B UCII/IH npenycMaTpuBacrt:

— OILIEHKY OOCTaHOBKH;

— oOocHoBaHue TpeboBaHMi 1o obecrnieueHuto 6ezonacHocTy I1J1H U popmynupoBanue

3ana4 3amuthl [1/1H;

— pa3paboTky mpoekTa oOecmeueHuss OezomacHoctu [1/1H; BeIOOp IemecooOpa3HbIX
crioco0oB (Mep U cpenacTB) 3amuThl [1/[H B cOOTBETCTBUU ¢ 3a7ayaMHM U MPOEKTOM
3alllUTHI;

— pelIeHue BONPOCOB yrpaBieHus obecneueHuem OesonacHoctu IIJ[H B auHamuke
U3MEHEeHHs 00CTaHOBKU M KOHTPOJIS 3(pPEeKTUBHOCTH 3aAIIUTHI;

— o0ecnedeHune peaan3aluuy IPUHATOTO MPOEKTa 3aIIUThI;

— IJJAHUPOBaHUE MepomnpusaThui no 3amure 11/1H;

— OpraHM3alMio M MpoBeJeHHE padoT MO CO3JaHUIO0 CUCTEMBI 3aIMTHI MEPCOHATBHBIX
nansbix (C3I1/IH) B pamkax paspabotku (Moxepuusauuu) MCIIJIH, B ToM ymcie ¢
MPUBIICYCHUEM CIIEIUAIN3UPOBAHHBIX CTOPOHHUX OpraHM3alii K pa3paboTke u
pa3BeptbiBanuio C3I1/[n unm ee snementoB B UCII/IH, penieHne oCHOBHBIX 3aja4
B3aMMOJICHCTBYS, OINpeAereHre UX 3afad U (QYHKIMM Ha pa3IMYHbIX CTaIusX
co3nanus u skcruryatanuu UCI1H;

— pa3paboTKy TIOKYMEHTOB, pEraMEHTHPYIOIIMX BOMPOCHI OpraHU3allyi o0ecrieueHus
6e3onacuoctu [1J1x n sxcruryataruu C3I1/1n 8 UCIIH.

B unTepecax TexHmueckoro obecrieuenus OesomacHoctH I[I/lH mpu ux oOGpaboTke B
UCTI/IH, B 3aBUCMMOCTH OT KJjlacca MH(POPMAIMOHHOM CHCTEMBI JOJKHBI OBITh IPOBEICHBI
meponpusaTus no 3auure ot HCJ k IT/In npu ux o6padotke B MCII/IH.

B cocraB meponpustuit o 3ammre [IJ[H mpu ux o6padborke B UCII[Jn ot HC/ u
HENPABOMEPHBIX JEHCTBUI BXOAAT CIEAYIOLINE MEPOIIPUATHS:

— 3ammra ot HCJI mpu oHOMIONIB30BaTENBCKOM peskume oopadotku [1/]H;

— 3ammrta ot HCJ] mpu MHOTOMOJIB30BaTEIHCKOM pekume o0padoTku [1J[H u paBHBIX

npaBax J0CTyIa K HUM CyOBEKTOB JIOCTYIIA;

— 3amwuta oT HCJ] npu MHOronosis3oBarenbckoM pexkume oopadotku I1/IH m pazHbIx



npaBax JI0CTYTIa;

— 3ammTta HHPOpMaIUK NMpU MexceTeBOM B3aumoaerictsuu NCI1/IH;

— aHTHUBUPYCHAs 3aIllUTA.

Meponpusatus no 3amure II/[H peannsyroTcs B paMKax IIOJCHCTEM: YIPaBICHUS
JOCTYIIOM, PETUCTpallMd M ydyeTa, 00eCHedyeHUs IeIOCTHOCTH, KPUNTOrpadUuyecKoil 3aluThl,
AHTHUBUPYCHOM 3AILMTHI.

Mepsi 6e3onacHocTu [1/1H 10KHBI TapaHTHPOBATH:

—  KOHOUACHIUATHHOCTS;

—  LEJIOCTHOCTB;

—  JOCTYIHOCTHh HH(OPMAIIHH.

MepornpusTas o 00eCTIeUeHUI0 OE30MaCHOCTH MPETyCMAaTPUBAIOT:

— yIpaBiIeHHE JOCTYIIOM;

— PETUCTpAIUIO U yYeT;

— olecIieueHUE IECIOCTHOCTH;

— KOHTPOJIb OTCYTCTBHS HEJCKIAPUPOBAHHBIX BO3MOKHOCTEH;

— AHTHUBUPYCHYIO 3aIUTY;

— oOecreueHre 0€30IMacCHOr0 MEXKCETEBOTO B3aUMOICHCTBYS;

— aHaJIM3 3alIULIEHHOCTH.

[ToacucTemsl yrpaBlieHHUs] JOCTYIIOM M PETUCTPALUU U Y4eTa JOJIKHBI PEeaTn30BbIBATHCA
Ha 0a3e TMpPOrpaMMHBIX CpEICTB OJOKUPOBAaHUS  HECAHKIIMOHUPOBAHHBIX  JIEHCTBUM,
CUTHAIM3ALMA W PErucTpalv. OTO CHEHUAIbHBIC, HE BXOMAIIME B SAPO KaKOH-THMOO
OTIEpPAIlMOHHON CHCTEMBI MPOrPaMMHBIE U MPOTPaMMHO-AMNMapaTHBIE CPEICTBA 3alUThl CAMHX
OTIEPALIMOHHBIX CUCTEM, JICKTPOHHBIX 0a3 JaHHBIX U MPHUKJIAAHBIX MTporpaMM. OHH BBITIOJIHSIOT
GYHKIIMM 3alIUTBl CAMOCTOSITENIBHO HIIM B KOMIUIEKCE C JPYTUMH CpPEACTBAMH 3alUTHI U
HaIpaBJIeHbl HAa UCKIIOUEHNE WM 3aTPYJIHEHHUE BBHITTOJTHEHUS OMACHBIX NEHCTBUM MOJIb30BATENS
WJIU HapYIIUTEII.

CpencTBa TMarHOCTUKU JOJKHBI OCYIIECTBIISATh TECTUPOBaHUE (ailioBoil cucTeMbl U 0a3
JTAHHBIX, TOCTOSHHBIA cOop uHOpMaK O (GYHKIIMOHUPOBAHUHM DIIEMEHTOB MOJICHCTEMBI
oOecrnieueHns 0€30MacHOCTH UHPOPMAIIHH.

CpenctBa yHMUTOXKEHUS NPEIHA3HAYEHBI JUISI YHUUYTOXKEHHUS OCTAaTOUHBIX JAHHBIX U
JTOJDKHBI  TIpeyCMaTpUBaTh  aBapUMHOE YHUYTOKEHHME JIaHHBIX B Clydae  YIrpo3bl
HecaHkimonupoBanHoro goctyna (HCJI), koTopas He MOXKeET ObITh OJIOKMpPOBaHA CUCTEMOM.

CpeactBa curHainM3alud NpeJHA3HAYeHbl U1 NPEAYNPEKICHHUS  ONepaTopoB
(monp3oBaTenei) mpu UX OOpallleHWH K 3allUIIaeMbIM JaHHBIM U IS TPEeAyNpexaCHUS
agMuHucTpaTopa nipu oOHapyxkenuu (axta HCJI, uckaxkeHnn mporpaMMHBIX CPEJCTB 3aIllUTHI,
BBIXOJIC WJIM BBIBOJE M3 CTPOS allapaTHBIX CPEACTB 3alUTHI U O APYruX (hakTax HapyIICHHS
ITAaTHOTO peXruMa (HYHKITHOHHUPOBAHUS.

[Toncucrema obecredeHus METOCTHOCTH JIOJDKHA OBITH pealn30BaHa OMEPAIlHOHHBIMH
CHCTEMaMHU U CHCTEMaMH yTpaBiieHus 6a3amu qaHHbIX. Cpe/icTBa MOBHIIICHUS JOCTOBEPHOCTH U
obecrnevyeHns 1eJI0CTHOCTH TMepelaBaeMbIX JaHHBIX U HAJCKHOCTH TPaH3aKUUN, BCTpauBaeMble
B OINEpAIMOHHBIE CHCTEMBl M CHCTEMBI YyIpaBlieHUs 0a3aMu JaHHBIX, OCHOBAHBI Ha pacyeTe
KOHTPOJIBHBIX CYMM, YBEJOMJIEHUU O cOO€ B Mepeaaye MmakeTa COOOIIEHUs, TTOBTOpE Mepenadyn
HE TMIPUHSATOTO TaKeTa.

[logcucrema KOHTpOJIE OTCYTCTBUS HEACKIAPUPOBAHHBIX BO3MOKHOCTEH JIOJIKHA
pean30BbIBaTHCS Ha 0a3e CUCTEM yrpaBieHHs 0a3aMu JaHHbBIX, CPEACTB 3alUThl HH(OpMaIINH,
AHTUBUPYCHBIX CPEACTB 3aIIUTHI HH()OPMAIIHH.

Jlns ocyliecTBiIeHUST pa3rpaHUYEeHHs] JOCTyNa K HH(OPMAIMOHHBIM pecypcaM IpU
MEXCETEBOM B3aUMOJEHCTBUM JOJIKHO NPUMEHSTHCS MEXCETEBOE IKPAHUPOBAHUE, KOTOPOE
peauzyeTcsi MPOrpaMMHBIMU W/WIIM MPOTPaMMHO-ANNapaTHBIMH MEXCETEBBIMU 3KpaHaMu
(MD). MexceTeBoil 3KpaH JOHKEH YCTaHABIMBATHCS MEXKAY 3alUIAEMON CEThIO, HAa3bIBAEMOM
BHYTPEHHEHN, U BHEIIHEW ceTh0. MeXCeTeBOM IKpaH JOJKEH BXOAUTH B COCTaB 3alllUIaeMOMN



cetu. llpu ero HacTpoiike OTAETHHO 3aJAOTCS MpaBWIA, OTPAHUYMUBAIOIINE JIOCTYI U3
BHYTPCHHEH CETH BO BHEIIHIO U HA00O0POT.

[Tomcucrema aHanmm3a 3alIMINEHHOCTH JOJDKHA  PEAM30BBIBATECS HA  OCHOBE
UCTIOJIB30BaHUSl CPEJCTB TECTUPOBAHUS (aHajM3a 3allMIICHHOCTH) W KOHTpPOJIA (ayauTa)
0e301acHOCTH HH(POPMALIHH.

Jns pa3pabOTKM M OCYIIECTBICHUST MEPONPHUATHH 1O OOecreueHHro O0e30MacHOCTH
MEPCOHAIBHBIX JaHHBIX NpPU UX 00paboTke B HWHMOOPMANMOHHOW CHUCTEME Ha3HAYACTCS
CTPYKTYPHOE TOJpa3/Ie]ICHUe WM JOJDKHOCTHOE JIMIO (paOOTHHK), OTBETCTBEHHBIC 32
obOecrieueHre O€30MACHOCTH TMEPCOHANBHBIX JTAaHHBIX B  HMH(POPMAIIMOHHBIX  CHCTEMaXx
NIEPCOHATBHBIX JIaHHBIX.

Jluma, JOCTYyIl  KOTOPBIX K TEpPCOHANBHBIM  JIaHHBIM, 0OpabaThiBaeMbIM B
WH(POPMAITMOHHOW  CUCTEME, HEOOXOAUM JUIsl  BBINIOJIHEHHS  CIY)KEOHBIX  (TPYIOBBIX)
00sI3aHHOCTEH, JIOJDKHBI JIOMYCKAaThCS K COOTBETCTBYIOIIMM IE€PCOHATBHBIM JaHHBIM Ha
OCHOBAaHMU YTBEP)KACHHBIX llepedHell MOKHOCTHBIX JIMI, JONMYyIIEHHBIX K pabore
MIEPCOHATBHBIMU JTAHHBIMH.

3anpochl MoJb30BaTeNneld MH(OPMALMOHHOW CHUCTEMBl Ha TOJY4YeHHE IEePCOHATbHBIX
JAHHBIX, BKJIFOYAS JIMIl, YKa3aHHBIX B YTBEPXKIACHHBIX [lepedHsX MOJDKHOCTHBIX JIMII, a TaKXKe
(akThl MPEIOCTABICHUS NIEPCOHATBHBIX JaHHBIX 110 ATHM 3alpOcaM JOJDKHBI PErHCTPUPOBATHCS
ABTOMATH3UPOBAHHBIMH CPEICTBAMU WH()OPMAIIMOHHOW CHCTEMBI B 3JIEKTPOHHOM IKypHAlle
oOpamenuii. CojepxaHue >JIEKTPOHHOTO XypHalla OOpalleHHil MepUuOJUYECKU IMPOBEPSETCS
COOTBETCTBYIOIIMMH JIOJDKHOCTHBIMU JIniaMu (paboTHuKamMu) [1IKoibl Wi yIOJTHOMOYCHHBIMU
JIMIIAMHU.

[Ipn oOHapyXeHWW HAPYIICHUHA TMOpPSIKA TMPEAOCTABICHHUS TEPCOHATBHBIX JIaHHBIX
[IkoJbl YIOJTHOMOYCHHBIC JIMIIA JOJDKHBI HE3aMEIUTMTEIBHO MPUOCTAHOBUTH IMPEIOCTABICHUE
MEPCOHAIBHBIX JaHHBIX ITOJIH30BATENIIM WH(POPMAIMOHHONH CHCTEMBI JI0 BBISIBICHUS TPUYUH
HApYIICHUH U yCTPAHEHUS STUX MPUYUKH.

[Tpu XxpaHeHWM MaTepUaTbHBIX HOCHTENCH WH(POpPMAIUU C MEPCOHATHHBIMU JIAHHBIMH
(umu  gpyrodt  koHuIeHIMaNbHON uWHGpOpManuel) JOMKHBI  COOMIOAThCS  yCIOBHS,
obecreunBaroIIne COXPaHHOCTh MePCOHATBHBIX JTAHHBIX u UCKITIOYATOIIHE
HECaHKIMOHUPOBAHHBINA K HUM JocTyil. [lepeueHs Mep, HEOOXOAUMBIX Uil 00ECTIEUeHUs TaKuX
YCIIOBUH, TIOPSAOK WX TPUHATHSA, a TaK)Ke IMEpedeHb JIMI, OTBETCTBEHHBIX 3a PEaTU3aINIO
YKa3aHHBIX Mep, YCTaHABIUBAIOTCA OT/IEIBHHO.



ITpunoxxenne Ne 2

Kk IlonoskeHnto o opraHu3anuu u
IIPOBEJEHUIO PA0OT 110 0OECTIEUEHUIO
0€301MacHOCTH EPCOHAIBHBIX JaHHBIX MTPU UX
00paboTke B HH(POPMAITMOHHBIX CHCTEMAX
HEepPCOHATIBHBIX TAaHHBIX

MBY «IKOJIA Ne70»

Onucanue JoOKaAJIbLHO-BbIUMCAUTENLHOH ceTH (/IBC) MBY «IIIKOJIA Ne70»:

1. JIBC naxonutcs B mpeenax IByX 3AaHUN U 3aHUMAaeT TPH dTaxkKa.

2. KonnyectBo y3110B, 00pabaThIBalONIUX NEPCOHATIBHbBIC JaHHbBIE — 9.

3. Tononorus — 38e31a, tuil — Ethernet 100Base-TX.

4. YY4aCTHHKYU CETH SIBJIAIOTCS UCTOUYHUKAMU U TIOTPEOUTEISIMU HHPOPMAITUH.

5. Certb ucnonbpsyer crek nporokosaos TCP/IP.

6. TenekOMMYHHUKAIIMOHHBIE KaHaJbl TPENOCTaBISIIOTCS  coryiacHo  JloroBopy ¢
npoBaitnepoM OAO «PocTenexom».

7. Cxopoctable xapakrepuctuku: JIBC — 100 M6ut/c; Uateprer — 2 Mout/c.

8. AIMUHUCTpUpPOBaHUE M TepeueHb paboT ompeAensoTcs AJIMHUHHCTPATOPOM
uH(popMalnoHHOH 6e3onacHocTy LIIKoBI.

9. YyacTHUKH CE€TH, KOTOPHIM HEOOXOoAMM JocTyn B MHTEpHET s BBIIOJHEHUS
CITy’)K€OHBIX 00sI3aHHOCTEH, JOMYCKAIOTCS ¢ pa3penieHus nupekropa Lkonsl u umMeroT gocTyn B
[N100abHYIO CETh B COOTBETCTBUU C Pa3pPEIICHHBIMH MTOJTHOMOYHUSMHU.

10. Baecennie W3MEHEHWH B TeIEKOMMYHUKaIMoHHY0 cxemy JIBC mpowmsBogurcs
pabotHukaMu [1Ikosb! (MM CTOPOHHEH OpraHU3aIueii Mo A0roBOPY WM KOHTPAKTY).



[Tpunoxenue Ne 3

K [ToyIoKeHHIO 0 OpraHU3aIMH U TPOBEICHUIO
pabort 1o obecrieueHn0 0€30MacHOCTH
NIEPCOHATBHBIX JAHHBIX NMPH UX 00paboTKe B
MH(POPMAIMOHHBIX CHCTEMax MEPCOHATBHBIX
JTAHHBIX

Onucanue cocraBa Texundeckux cpeacts MBY «IlIIKOJIA Ne70», yuacTByomux B 00padoTke nepcoHAIbHBIX JaHHBIX:

Ne Ipume-
TexHu4yeckue cpeacraa KoanuectBo Hasnayenue

n/n YyaHue

1. |PaGouwne cranmumn 13mT 00paboTka uHdopmanuu

2. [([IpunTtepsr 3 mr. pacreyaTka JOKYMEHTOB

3. Moy 9 mr. CKaHMPOBAHHE, pacrevyarKka, TAPAKUPOBAHUE JOKYMEHTOB

4. |KonupoBanbsHbie anmapatsl |0 mrT. TUPAXKUPOBAHUE TOKYMEHTOB




IloscHuTeNLHAA 3amMcKa

1. Beox B 3kcmiyarauuto, peMoHT TC, noaxmouenue TC Kk ceTu ocyllecTBISETCS
pabotHukamu I1Ikoss! (MM cTOPOHHEH opraHu3anuel 1o J0roBopy Wid KOHTPAKTY).

2. OneHKa TOJHOTHl  MEPEAaHHOTO  MPEACTABUTEISAMH  (UPMBI-IIPOU3BOIUTEIS,
pa3paboTyMKa, MpoAaBLAa HKCIUIyaTallMOHHOW JokymeHtauuun Ha TC  ocymecTBisercs
paboTHuKamu IIkob! (MM CTOPOHHEH OpraHu3alMel 0 JOrOBOPY UM KOHTPAKTY).

3. TC mposepsiercs paboraukamu [1Ikomns! (MM CTOPOHHEH OpraHM3aIued 1Mo I0rOBOPY
WIM KOHTPAKTY).

4. Ha »sramax ycTaHOBKM M HAacTpOWMKHM, oOecredeHHeM Oe30IacHOCTH HH(pOopMaluu
3aHUMaeTcs AJIMHUHHCTpaTop HMH(GOpMAIMOHHON Oe3omacHocTH. Ha sramax skcruryaranmuu 3a
obecnieyeHne 6€301aCHOCTH OTBEYAIOT noJb3oBarenu TC.



[Tpunoxenue Ne 4

K [ToyIoKeHHIO 0 OpraHU3aIMH U TPOBEICHUIO
pabort 1o obecrieueHr0 0€30MacCHOCTH
NIEPCOHATBHBIX JAHHBIX NMPH UX 00paboTKe B
MH(POPMAIMOHHBIX CHCTEMax MEPCOHAIBHBIX
JTAHHBIX

Caenennsi o nporpammuaom odecniedyenun MBY «ILIKOJIA Ne70» , ycTaHOBJIEHHOM HA pa004YuX CTAHUMAX, YYACTBYIOIIMX B 00padoTKe
MEePCOHATbHBIX JAHHBIX

Ne Tporpavunoe IIpousBoauTe/b, cTpana Ha3nauenue KTo0 conpoBoxnaetr nporpaMmMHoe odecrieueHue
n/n o0ecrneyeHune P > CTP P porp
1. |Microsoft Windows 7 Microsoft, CLIIA OnepannoHHas cucreMa | AJIMUHUCTPATOP WH(DOPMAITMOHHON OE30IMaCHOCTH
2. |Microsoft Office Microsoft, CIIIA OducHplil maker AnmuHUCTpaTOp HH(POPMALIMOHHOM 0€30MacHOCTH
MIPWIOKEHUHN 11 paboThI
C IOKyMEHTaMHu

3. |AnruBupyc Kaspersky 3A0 Jlaboparopus AHTHBHpYCHAas nporpamma AJIMUHUCTPATOp HHPOPMALMOHHON G€3011aCHOCTH

Internet Security 2010 for Kacniepckoro, Poccust

Windows




Ne IIporpammuoe
IIpounsBoanTenn, crpana Ha3znauenue KTo0 conpoBoxnaer nporpaMmMHoe odecrieueHue
n/n olecreyeHue
4. |PUCTHA MunucrepctBo oOpasoBanust |MubopmannoHHas Paborauku 1Ikomnst
u Hayku Poccuiickoit CUCTEMa NIEPCOHATIbHBIX
denepaunn JTAHHBIX
5. [PUCEID MunucrepcTBo oOpasoBanusi |MHbopmannoHHas Pa6otnuku IlIxossl
u Hayku Poccuiickoit CUCTEeMa MePCOHATBHBIX
denepauun JTAHHBIX
6. |1C: IIpennpusitue 8.3 000 «1C», WNudopmannonnas OO6cnyxuBarolas opraHu3anus, B paMKax
r. MockBa CUCTEeMa MePCOHATBHBIX 3aKJIFOUEHHOTO JIOTOBOpa Ha OKa3aHHE YCIIyT
JTAHHBIX
7. |1C: 3aprurara u kaapsi 8.3 {000 «1C», Nudopmanmonnas OO6cyxuBaroIIast OpraHu3alys, B paMKax
r. MockBa crcTeMa MepcoHaNbHBIX

JaHHBIX

3aKIIIOYCHHOT'0 JOIr0OBOPAa HAa OKa3aHUEC yCIIyT




IlosacHuTeNLHAA 3ammMcKa

1. Ouenka TOTHOTHI  MEPEJAHHOTO  MPEICTABUTEISIMH  (DUPMBI-TIPOU3BOTUTEIIS,
pa3zpa0oTurka, NpoJaBIa OKCIUTyaTalMOHHOW jaokymMeHTauuun Ha [IO  mpousBoauTcs
AnmuHHCTpaTOpOM HH(pOpMarmonHoi 6e3onacHoctu LIKombL.

2. Hactpoiika IIO mpou3BOAMTCS CTOPOHHEW OpraHu3alMeil 10 JIOTOBOPY HIIH
KOHTpPAKTY.

3. [Ipu mosBnenun HOBBIX Bepcuit 110, wm3menenuss B I10 BHOCATCS CTOpOHHEH
OpraHM3alMe 110 10roBOpY UM KOHTPAKTY.

4. N3menenus B [10 MoryT BHOCUTB TOJIBKO paOoTHHKHU LIIKOIBI.



[Tpunoxenue Ne 5

K [ToyIoKeHHIO 0 OpraHU3aIMH U TPOBEICHUIO
pabort 1o obecrieueHr0 0€30MacCHOCTH
MIEPCOHATBHBIX JAHHBIX MPH UX 00paboTKE B
MH(POPMAIMOHHBIX CHCTEMax MEPCOHATBHBIX
JTAHHBIX

CBeennsi 0 nporpaMMHo-TeXHHYecKuX cpeacrBax 3aimuTbl MBY «LIKOJIA Ne70» , ycTaHOBJIEHHBIX HA pa004YMX CTAHIUSX,
YYACTBYIOIIMX B 00pa00TKe MepPCOHATBbHBIX TaHHBIX

Ne CpeacrBa 3a1IUThI Cepruduxart 6e301aCHOCTH PaspaGorunk C3H KTo conpoBosiaer
n/n HH(pOpMALUH uHpopManun
1. |Microsoft Windows 7 Her Microsoft, CLIIA AnMuHUCTpaTOp HHPOPMAITMOHHOHN 0€30MacCHOCTH
2. |AutuBupyc Kaspersky Her 3A0 Jlaboparopusi  |AamuHucTpaTOop MHOOPMAIITMOHHOM 0€30MaCHOCTH
Internet Security 2010 for Kacnepckoro, Poccus
Windows
3. |Kpunrollpo CSP 3.6 Ceprudukar ®Cb PO Ne |OO0 «KPUIITO- OO6cayxuBarolasl OpraHu3anus, B paMKax

Cd/124-2085 nelicTBUTEIIEH
0o 20.03.2016r.

ITPO», r. MockBa

3aKJIIOYCHHOI'0 JOroBOpa Ha OKa3aHUEC yCIIyT




IlosacHuTeNLHAA 3ammMcKa

1. Hactpoiixa C3U mnpousBoaMTCS CTOPOHHEH OpraHu3anuedl IO JO0roBOpy WU
KOHTPAKTYy.

2. Pasrpanuuenue 0CTyna MOJb30BaTeNIe MPOU3BOAUTCS C TOMOLIBIO CTaHIAPTHBIX
cpencts OC.

3. Usmenenns B C3U mpou3BOASTCS TOJNBKO AJMHHUCTPATOPOM HH(POPMALMOHHOM
6e3onacHoctu LIKosbl.



[Tpunoxxenue Ne 6

K [TooKeHHIO M0 OPraHU3aIUK U TIPOBEICHHUIO
pabort 1o obecrieueHr0 0€30MacCHOCTH
NIEPCOHATBHBIX JAHHBIX NMPH UX 00paboTKe B
MH(OPMALMOHHBIX CHCTEMaX MEePCOHATBHBIX
JTAHHBIX

Caeaenus o moJb30BaTelgx cucreM o0iero mojab3osanusa MBY «IITKOJIA Ne70»

e KoanuectBo

. /;[ IMoapa3nenenune AOMYIEHHBIX KTo ocymecTBasa noakiawyenue | KTo conmpoBoxkaaer moJib3oBaTeieit
padoOTHUKOB

1. MBY «lIKOJIA Ne70» 9 OAO «Poctenexomy AnMUHUCTpATOP UHPOPMAITIOHHOM

0€30I1aCHOCTH




ITpunoxxenne Ne 7

Kk IlonoskeHnto o opraHu3anuu u
IIPOBEJEHUIO PA0OT 110 0OECTIEUEHUIO
0€301MacHOCTH IEPCOHATBHBIX JAHHBIX MIPU HX
00paboTke B HH(POPMAITMOHHBIX CHCTEMAX
HEepPCOHATIBHBIX TAaHHBIX

PEKOMEH/JALIUU
10 UCMOJIb30BAHNIO MPOrPAMMHBIX M aNIIAPATHBIX CPEICTB 3alUThI
uH(popMaAUM U o0ecieYeHH 0 0€30MACHOCTH MEPCOHATBbHBIX TAHHBIX MPH UX
00padoTke B MH(OPMAIMOHHBIX CHCTEMAX MEPCOHAIBHBIX JAHHBIX

Meponpustus no 3amute [1J{H npu ux o6padorke B UCII/IH OT HECaHKIIMOHUPOBAHHOTO
JIOCTYIa U HENPAaBOMEPHBIX JEHCTBUI BKIIOYAIOT B CEOsL:
— yIpaBJIEHUE JOCTYIIOM;
— PEruCTpalyIO U yUeT;
— obecrieyeHue 1eI0CTHOCTH;
— KOHTPOJIb OTCYTCTBUS HEJICKIAPUPOBAHHBIX BO3MO>KHOCTEH;
— AHTUBUPYCHYIO 3aILUTY;
— obecrnieuenue 6e3zonacHoro mexxcereBoro Bzaumojeiicrsus UCIIIH;
— aHaJiM3 3allUIIEHHOCTH;
— oOHapyXeHHUE BTOP>KEHUM.
J1J14 BBITIOJTHEHUS BBILIEHA3BaHHBIX TPEOOBaHMM, HEOOXOAMMO HAIMYUE CIEAYIOLIUX
CPEJICTB 3alIUTHI:
— CPEICTBO 3alllUThl OT HECAHKIIMOHUPOBAHHOTO TOCTYIIA;
—  ME¥KCETEBOU JIKPaH;
— aHTHUBHpYC.
[Ipn BBIOOpE TOrO0 WM HMHOIO CpEACTBA 3aIMTHl OCHOBHBIMU KpUTEpUSMU OTOOpa
ABIISIOTCA:
— nHanuuue ceptudpukaroB GCTIK, OCB;
— o0ecnedyeHrne HEOOXOJUMOTO YPOBHS 3aIUTHI;
— TIPOU3BOJUTENBHOCTD;
— COBMECTUMOCTB;
— IPOCTOTa HACTPOMKH M IKCILTyaTalluu;
— TEXHHUYECKas NOJIECPHKKA;
— IeHa.
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