punoxenne Ne2, Huadopmaunounag NaMuTKa An% oBywaiomuxcy nng PaiMewenua na
oduumanLHLIX Hmepnmpecypcax

C X@KIEIM roaoM MOJONEXKH B8 HHTEPHETE CTAHOBHTE

CaMBIX AKTHBHEIX MOMB3OBATE;EH Pynera. Mexay TEM,

BOIMOXHOCTEH, HHTEpHeT Hecer u npobiieMbl. ITa namaTxa
HaXONuTECH B CeTH,

¢ Goisine, a IIKONMbHHKYH OZHY U3
IOMHMO  OrpOMHOrO KO/IHYecTna
JAOIDKHA NOMOME Tebe 6e3onacyo

Komnoiomepusie BUPYCHL

Komnriorepuaui BHPYC -~  3T0  pasHOBMmHOCTS KOMIBIOTepHEIX Iporpamm,
OTIHYATeALHON 0CODEHROCTRIO KOTOpOH sBiteTca  cnocof
AOTONHEHHe K 3TOMY, BHD bI0 YHHUTOXHTE Bee alinm u
AAHHBIE, IOXKOHTPOMBHAIE :

Iporpamma, a TaKe nosp
baitnamu B yenom, B 6osp

Merons! 3amprrsr or BPENOHOCHELX mporpamm;
1.

Henonsayiy COBPEMEHHEIE OlepanuoRHEe CHCTEME], HMEomHe CEPREIHEIR ypoBens
3AIATH OT BPEOHOCHRIX IpoTpaMy; '

2. Hocrosano YCTaHamIuBal n
YCTEHARITHBAIOTCE ¢ Uenpio

TROEM ITepcoHansrOM KOMH.BEOT&})C;

Hcenonsayn GHTHBHDYCHEIE IIPOrpaMMHLIe OPORYKTEI H3BECTHRIX NpoH3IBOAATENEH, ¢
ABTOMATHYCCKUM OGHOBNCHueN 6a3;

Mapka. Eine
» 9T0 0003139450

BOIMOXHOCTEIO BEIXOZa B b TaIoT, 410 obtmenocTyname Wi
Fi cetn he sanmorey besonacunmy,

Cosersr o SesonacrocTy paGore g O0IUe0CTYIHEIX cera Wi-fi:

£
‘
;




1. He nepenasaii cporo THTHYI0 RHOOpPManmio yepes obmenocTymasle Wi-Fi ceru.
Pabotas B mux, xenarenso HE BBORMTH NI8POTH AOCTYNA, NOMHHEI K KeK#e-To
HoMepa;

2. Hcromsayit w o6nosssit BHTHBHDYCHBIC IPOrPAMMEI GparmMayep. Tem camsnd TaI
obesomacuius ¢eba ot 3akauxy BHpYC& Ha TBOE yCTPONCTERO;

3. Tlpu wcnonrsoBammu Wi-Fi OTKMOWH QyRkumo «O6mmi AocTyn x dadtnam g
lpuHTepam». [Mannaw ¢ynxaus 32KPHTE 00  yMONYABHIO, ORHAKO HEKOTOpHIe
[I0/IB30BATENN AKTHBHPYIOT o€ fuytx yA0o6CcTRa Benonk30BaHRY B pabore unu yyeGe;

4. He ncnonesyit nybmaunst WI-FI g NEPENAn MIMYHEX NaHHbIX, HanpHMep Uiy
BEIXOZ1a B COLMANLHEIE CETH WM B SMEKTPOHHYIO NOYTY;

5. Hnomsayit ronsxo SAIMHIICHROE COEQHHEHHE yepes HTTPS, a ne HTTP, t.e. npn
Habope eG-anpeca BBOAN HMenHO «https://»; B

6. B moBunenom TenedoHe  oTRmOUH $yrxkmmo  «Homomogense K Wi-Fi

28BTOMAaTHYecKu». He AONyCKal aBTOMATHYECKOro TOJKMOICHHE YCTpO#CTEA K CeTaM
Wi-Fi 6e3 TBoero cornacus,

. »
Coyuanvnvie cemu

Tau roctosiHo, a B Facebook yxe 3APETHCTPUPOBAH MIJLTHADA YENOBEK, 9T ABIACTCA OmHOM

CEIBMOJ BoeX HTENel MnameTH. Muorye UO/B30BATENH HE DOHEMAIOT, YTo HHpOPMaITHS,

OcCHOBEEIE coBeTH HO GesomachocTa B conmamp ey ceTaX:
1. Orpanmas cnmcox Apyseit. Y 161 B mpyscax me AOMKHO OHITE Cyualynx u
HE3HAKOMEIX Jnoze;

2. 3aumai csoro YacTHYIO ku3ub. He yxa3misait 1apomy, Tenedonkl, axpeca, nary

TIPOBECTH KAHHKYJTAL,

3. 3ammmai ceoro PeUyTanmo - 1epxu ee B IHcTOTE H sanasai ceGe Boupoc: xoten Gy
Thl, 9TO0H Apyrue TIONB30BATENH BRACIH, YTO ThH 3arpyxaems? Hoaymats, opexe
YeM YTO-TO ONyONHMKOBATE, HATHCATE K 3ArPY3HTE; '

4. Ecmy Tt TOBODHING C MOALMHE, KOTOPHIX He 3HAeIb, HE HCIONEB3YH CBOE peaneHoe

HMA ¥ IPYTYIO MHuHylO HHOODMALKE: MMs, Mecto KUTEILCTBA, MECTO yyelr: w
npoyee;

K OZHOMY MECTY, a He BO Bee cpasy.

Snexmponnvie Jenvay

SHEKTPOHNLIE fembry — OTO OueHb ynobHE croco6

’ arexel, ommnaxo CYWSCTRyY 0T
MOMCHHHKA, KOTOPhIE XOTRT DOYMUTE 3TH HCHETH,

3JICKTp0HHHe HCHBEIH HOSBHIHCE COBCEM HENABHO ¥ HMEHHO H3

*33 3TOI0 BO MHOIHX
FOCYAApCTBaX 0 CHX nop e TIPOMECANO PO HUX B 3akoHax.



B Poccur xe oun bysrnmorupyloT B 0 Hux YK€ DpOnHCaHO B 3aKOHe, rae mx
PALCIIOT Ha HECKOMBKO BHJOB — SHOHHMHBIC M He SHOHMMEEle. Pasamma B ToM, w10
HOHHMHLIC - 3TO T€, B KOTOPHIX paspemaercy TpOBOANTS onepaiu Ges waenTH¢uRamIn
TIOM30BATE/A, @ B HCAHORMMHDIX HACHTHOMKALER NOIB30BATEN SRIAETCH OGAIATEMHOM,

Tatxoxe cnepyer pasnuuars INEKTPOHHEE (QHATHBIC ACHLIH (paBHEI rocymapcTBenRLIM
BAMOTaM) H ANEKTPOHHKE HedHaTHEIe KeHLrH (te paBHE! roCynapcTBeHHEN Ba/moTaM),

I. Ipussmen k cuery MoGunbubI Tenedor. 310 camuli yROGHEL! & GLICTPLLE cnocob

TaKHe KaK 3HaK notapa, ynta, BOCKIMTATENHEY 3HAK ¥ T.17, Hanpumep, $tR0ng!;;
4. He BBOmM cBOM mMAuHETe AGHHEIC HA calfTaX, KOTOPEIM He JOBEpsemp.

Inexmponnas nowma

LONYYEHHIO INEKTPOHHRIX coobmennii, xorTopwe PacTIpENCILIOTCA B KOMIBIOTEPHOH cern
O6kraH0 JNCKTPOHHBE  WOYTOBMHN  simmx BETTIAHT  CHEXYIOWHM obpazom;

HMA_TONEIOBATeNA@HMA_nomena. Taxe KpoMe DepeziaiM npoctoro Tekcra, mmeercs
BO3MOXHOCTL HepeAaBaTh paiinsr,

OcroBusie cosers! o GesonacHol pabote ¢ SMCKTPOHHOH MMoYTOk:

1. Hazo BriGpats IPABUILHELH 1109TOBLIA cepphc, B HHTCPHETE €CTh OrPOMHBL BrIGOp
GecruraTHbX moYTOBBIX CEPBHCOB, OARAKO Ny4UIE NOBEPATS TeM, KOT0 3HAEHIH U KTO
NCPBLLE B pelTHHTe;

2. He yxasmmpait B masoit TIOUTE MHYHYI0 HEGOPMAITHO, Hanpumep, smyame BuIGpaTe
“MYSHIKANLHBIA_parar@y wmm «pox2013» mmecto «TemMal3n;

3. Hcnons3yi ABYXITAHYI) ABTOPH3ALHIO. DTO KOrIa IOMUMO 13pONA HYXHO BBOIUTE
XOX, NpHCBUIaeMBli io SMS;

4. Buibepu cnoxmpr lapons. Jind kaxporo nowrosoro HIUKa XOMKeH ORITL cuolf
HaneHHEIN, yeTolynaLit k B3JIOMY Napoas;

3. Ecau ects BOIMOXHOCTE HAITHCATE CaMoMy cBOM mpvHLmy BOTIPOC, HCMOMB3Yit 3Ty
BO3MOXHOCTE;

6. Hcnomssy#t meckonsko TONTOBEX smukos. Tlepsrt nns wactol nepenmucku ¢
ajpecaTaMH, KOTODHIM Tht AOBEPACUIL. 10  SNEKTPOHHKIH aapec He Hano
HCOJIL30BATE IPH PETHCTpANHH Ha $opymax u catitax;

7. He orxphiBait baknnr 1 gpyrue BIIOMKEHMA




Kubepbynrunz uny supmyanvroe usdesamenvcmeo

Kabepbyamaar — ipecienoBande  coobimennsamy, COACPHAMMMH  OCKOp6TeHux,
ATPECCHIO, 3AYTUBAHEE; XyNTHIAHCTBO, COLHATEHOE Gofixorrposanue ¢ nomomnpio PA3AYHEX
HHT¢PHET-CCPBHCOB,

OcuoBREle coBern 1o Ooprbie ¢ xubepSymnamrom:

1. He Gpocaitcs B 6oit, Jlyaumit cnoco6: nocoseTosarsey Kak ceb8 BeCTH M, ecy Her
TOTO, K KOMY MOXHO 08parHThCs, TO BHAuane YCOOXOUTECH. Ecimi TH Haumeuny
OTBEYATh OCKOPONeHHAMHA Ha OCxopGieHss, T0 Tombko eme Gonsme pasoxckens
KOHQUIHKT;

2. Yupasuslt coeit xubeppenyranpei;

3. AmonmMuOCTS B cery MHEMaA. Cymecrayior crnocoGu BEVICHHTB, KTO CTOHT 3a
8HORHMHbIM AKKEYHTOM;

4. He crouT BecTn XyAurasckul opas BHpTyansHOM sicusuy, Hnteprer (uKCHpyerT Bee
TBOM ACHCTBHA U COXpanseT ux, Yaanuts ux Gyner Kpaiie 3aTPYAHHTEBHO;

5. CoGmonaii caoff BHPTYANBHYIO YeCTS CMONONY;

6. WrHopupyi CIHHNYHLIE Herarug, Omopazosie OCKOPGHTENbHEE  COOBmerny

aapecos;

8 Ecrm el cBumerem kubepbymnunura. Taom ACHCTBHA: BHICTYMHTE lpotus

npccnen;oaa'renx, OK4a3aTs: eMY, ¥TO ero Aedcraus OUCHHBAIOTCH HETATHEHO,

TOAEPKaTs Xepray, KOTOpPO# HYXHA NCHXONOrmYeckas noMoms,  coofum
B3pocnsM o daxTe arpeccrBroro NOBEIEHUA B CETH,

Moburvnuii meneghon

Hanexo me nee IpOH3BOMMTENMH BRITYCKAOT obHOBNeHNs,
YAIBHMOCTH 719 cBOHMX ycrpo#icts,

3aKPHBAIOIIME KPHTHYECKYe

Ocnosurle cosery Au GesonacHocT MObHnEHOIO Tenedona;

1. Hudero ne smisercs N0-HAacTOAMeMy GecIulaTHE, Byne octoposen, BeAb korpa
Tebe npennaraior GecritaTH} KOHTEHT, B HMeM MOryT 6urrm CKPEITEI KaKHe-To
InaTake ycnyrn;

2. Hymait, npexce yen oTnpasuty SMS,

OyayT B KoHeuHOM KTore?

Heobxozumo ofuopmsrs, omep

4, Henonssyii AHTHBHDYCHEIE np

$oTo umu Bugeo. Ty TOYHO 3HACIUE, rae ouy

L &%)

GIHOHHYIO CUCTEMY TROETo CMapTdoHa;
OTPaMMBL AA MoBunbHLIK TenedoHos;




5. He 3arpyxaif IpHIOKEHHA OT HEH3BECTHOTO HCTOUHHKE, Beb OHH MOTYT CO/CPXaTh
BPEAOHOCHOE MpOrpaMMHoe obecneyeHue;

6. Tlocie TOro xax TH! BEILACIND ¢ CalTe, rae BBOMWI NH4HYIO BHpOPMAIHIC, 38l B
HacTpoiiky Opaysepa H ynauns cookies;

7. Tepuoauuecku npopepafi Kakue IIATHBIE YOIYTH AKTHBUPOBAHH Ha TBOEM HOMEDE,

8. Jamait cpolt HoMep MoGuNbHOro Teneona TOMLKO JOOMAM, KOTOPHIX THI SHaeMh H
KOMY JOBEpACIIE;

9. Bluetooth momxeH OBTh BHIKTIOYEH, KOTAa TH WM He noms3yemnscs. He 3aGnmaf
MHOr5a NpOBEPATE 3TO.

Online uepw

CoBpeMeHHbIE OHNAMH-UIPBl — 93T0 KPAacOWHEHIE, 3AXBATHBAIOIINE pasBlIeyeHus,
06BeIMHAOWIEE COTHH THICHY YEJIOBEK N0 BeeMy MHpY. HIrpoxu MCcnemyroT NaHHBIA HM MHp,
oBIAIOTCS APYT ¢ APYIOM, BBHIMOAHMOT 3aJlaHKE, CPAKAIOTCH € MOHCTPaMH M NONYYAIOT OILIT.

3a YIOBONBCTBHE OHM IUIATAT: NOKYNAKT JHCK, OMAYMBAIOT afOHEMEHT Mnu npuolperalor
KaKue-To ONIHH.

Bce 3TH CcpemcTBa HAYT Ha NOAACPKAHHE K DPasBUTAC HIPH, & TAIOKE HA Camy
fe30MacHoCTh: COBEPINCHCTBYIOTCR CHCTEME! ABTODHSANMM, BBRITYCKAIOTCA HOBHIC NaTH
(madpoBhie 3aNTATKH AL NPOTPAMM), 3AKPLIBRIOTCA YA3BHMOCTH CEPBEPOB.

B nomobuBX Hrpax CTOMT OLACATLCH HE CTOABKO CBOHX CONCPHHKOB, CKOIBKO KpPakKH
TBOETO ITapOA, Ha KOTOPOM OCHOBAaHA CHUCTEMA ABTOPH3ALHK GonpLIRHCTRA Hrp.

OcHoBHBIE cOBETHI 10 Ge30MaCHOCTH TBOETO UrpOBOTO AKKAYHTA:

1. Ecmm gpyroli urpox BefieT cebd IIOXe HAH ¢o38aeT Tebe HeNPHATHOCTH, 3abnoxupy#
€r0 B CIIKCKE ATPOKOB;

TMoxanylics agMHHHCTPETOpPAM HIPH Ha IUIOXOE NOBEACHHE ITOIO MIPOKa,

WEMATEHHHO MPHIOKUTE KAKHEe-TO JOKA3aTSNbCTBA B BHAE CKPHHOR;

He ykassisait smanyro urdopManso B npodaiine urper;

Veanail Jpyr#x yYaCTHHKOB [0 HI'pE;

He ycranapnusat HeopHuzatsHLIe NnaTIH ¥ MOOLY,

Hononpayit cIOXKHLIC B PA3HEIC IAPOITH;

Jeke BO BPEMA HIDH HE CTOHT OTKIIOYATH BHTHBHpYC. [Toka THl mrpaemm, TeoOH
KOMIBIOTED MOTYT 32pa3uTh,

g
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Duritinz Wi KpaANCa AUNHLIX OGHHBIX

O6uranoll kpaxe#l NEHEr H JOKYMEHTOB CETOAHS YK€ HHKOIO HE YAMBHIOL, HO C
Pa3BUTHEM HHTEPHCT-TEXHOJOIMH  3NOYMBIUUICHHHKH DEPEMECTHINCh B HHTEPHET, H
OpOAOIRAIOT 3aHAMATBCS TIOOHMEIMY IEAO0M.

Tax nossH:acs HOBad yrpo3a: HHTEPHET-MOIEHHAYECTBA Wi (UIIMHT, IIaBHAN NE/b
KOTOpPOro COCTOHT B HOJYYCHHH KOHOWISHIMANLHEIX AABHHBIX HONB30BATENed — JOTHHOB W

naponeit. Ha anrmuiickoM aspixe phishing unraetcs kax ¢umunr (ot fishing — pri6ras nosns,
password — mapons),

OcHosrzie coBeThl 0 Gopsbe ¢ GrmmaToM:

1. Cnemn 3a csomm axkaynroM. EciE TH nojospeBaemms, WTo TBoH aHkeTa GEUIA

B3/IOMaHg, TO HeolxomuMo 3abNOKMpOBATE €¢ Y COOOLIMTH 4IMUHHCTPATOpAM
pecypea ob 3ToM Kak MOXHO cKopee;




2. Hemomssyit 6esomachsie BeO-caliTh, B TOM uMcre, HHTCPHET-MAra3uHOB H
NOHCKOBBIX CHCTEM:

3. Hcnomssyl croxusie u pashbie napond. TaxaM ofpasoM, ecnn Teba B3NIOMAKOT, TO
3MOYMBIIIEHHAKH [107y4aT JOCTYII TONBKO K OLHOMY TBOEMY NpoHmo B cety, a me
KO BCceM;

4. Ecmm tebx Banomand, 1o HCODXOMMMO NpeNYNPENHTE Beex CBOMX 3HAKOMBIX,
KOTOpbIe N00aBieRs y Tebs B APY3BiX, O TOM, 4YTO Tefa BanoMany u, BOIMOQXHO, OT

TBOETO HMEHH OYNeT PacChINATLCA CAM M CCBUIKY Ha $HUNMHTOBLIE calTE

YcTanosu HanexHLLH napons (PIN) na MoGrnsHBIA Tenedor;

Otrinown coxpanenne napons s Gpaysepe;

He otkpeisail $aiime: u APYTHE BIIOXCHHA B ITMCEMAX NAXE €GN OHH HpHILU 0T

TBOUX [py3elt. Jlywine yTounu y Hax, OTIPABIIUIIR MU OHH Tebe T dalnm,

wn
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Lugposaz penymayus

Liudposan perryraums - 310 HeraTupHAs HIH NIO3HTHBHAA UHQPOPMANHT B CeTH o Tebe.
Komnpomerupyiomas undopmauus PA3MCLICHHAA B HHTEDHETE MOXET CepPheIHbDM oGpazom

OTPasHTECA Ha TBOEH peansHol xusuu. «I[udponan PENYTAllHA» - 3TC TBOH HMMJDK, KOTOPEIA
dopmupyercs H3 BHbOpManuK o Tebe & HHTEpHeTE.

Teoe MecTo xurenscrea, yuebrl, TBoe PuHancOBOE T0/103keHHE, 0OCODEHHOCTH XapakTepa
H PACCKA3k! 0 G/IM3KKX ~ BCE 3TO HAKAIIMBAETCH B CETH.

Muorue noxpocTku nerkomsicnenno orroCETCR K NyGHKAURY TEHOR HEbOpMALME B
Wireprere, He HoHEMas BOZMOXHEIX TnocnencTRHH. TH AaXe He CMOXKEIUs DOTARATLCA o TOM,
uT0 YoTorpadns, pasMemennas 5 et Ha3aj, CTald IPHYMHOK 0TKA3a MPHASTE Te6d ua paborty.

Kommenrtapnu, pasmemesne Tromx dotorpaduit u apyrue medtcTema MOTYT He
HCHEHYTL RaX€ [OCHE TOTO, KAaK Thl HX yAanuus. Toi He 3HACHIL, KTO COXDAHAN 3Ty
HEGOpPMaLHIO, NonANa N3 OHA B [IOHCKOBHE CHCTCMEl H COXPAHMJIACH NIH OH4, & IJIABHOE: YTo
noMyMaloT o Tebe OKpyXaiomee mogy, KOTOpEIE HAWAYT ¥ yBUIsT 370. Halitk HrRbopMamo

MHOTO JIT CHYCTA cMoxer mobBoM — kak u3 A0OpEIx noGyxieRul, Tak ¥ ¢ HaMepeHHeM
OPHYHMRETE Bpel. 3T0O MOXKET OBITE KTO YTONHO.

OCHOBHBIE COBETH [0 3amuTe uAdposoll penyrauuu:

1. Toxymaii, npexne sem uTo-To nybnukoBats M nepenapats y cebsa B Giore win s
COMUATBHOM ceTH;

2. B nactpoiikax npoduna YCTAHOBH OTPaHHYCHHUA Ha II
COACPAHMOTrO, Caenail ero TONBKO «VIA Ipy3eiy,;

3. He pasmema#i n ne yxassmai HH(OPMALIHIO, KOTOPAT MOXKET KOro-/ubo OCKopOIIATL
HIH 00HXKaTh,

POCMOTD TBOEr0 NPOGHNL ¥ ero

Asmopexoe npaso

CospemerHEe  LIKOMLHHKH~ AKTHBHBIE HOJBIOBATENH LHQPPOBOrO TPOCTpPaHCTBA.
Onnaxo nanexo se pce SHRIOT, XTO N0/1:30BARKME MHOTHIMH BO3MOMKHOCTSIME LHdPOBOro Mupa
Tpebyet cobnionenua TIpas Ha HHTEIICKTYaTLHYIO COBCTBEHHOCT,




ABTOPCKHE IIpaBa — 3TO [Ipapa Ha HHTEJLIEKTYANBHYIO COOCTBEHHOCTD Ha HPOR3BEACHHS
HayKH, JIATCPATypLI H HCKYCCTBA. ABTOPCKHE NPaBa BRICTYTIAIOT B KaY€CTBE TRPAHTHH TOro, 4To
MHTEICKTYAIbHEL/ TBOPYECKHE TpYA aBTOpa He Oyner HanmpacHBIM, HACT eMy cHpaBelIHBHE
BO3MOHOCTH 3apaoTaTh Ha Pe3y;IBTATaX CBOErO TPYZ4, NONYSHTH W3BECTHOCTD H ApH3HaHuE,
Huxro 6es paspemenns asropa He Moxer BOCHPOH3BOIHTS €I0 IPOH3IBEACHHE, PACTPOCTPARAT,
NyONHYHO JEMORCTPHPOBATH, MpPOAABATS, HMIIOPTHPOBATE, MYCKATE B TPOKaT, Ny0mMyHO
HCOONHATE, IOKA3RIBATL/UCIIONHATE B 3Hpe WK pasMelars B Unrepuere.

Henonp3osanue «MHpaTcKoro» MporpaMMHOTO 0GECTICeRMS MOXKET TIPHBECTH K MHOTMM
pHCKAM: OT HOTCPH [NaHHBIX K TBOMM aKKAYHTaM O GNOKMpOBKH TBOero YCTpo#cTEa, rae
YCTaHORJICHHBIH He nerambHas nporpamMda. He cToHT Takke 3abrIBaTh, 4YTO CymecTByeT
NeranbHEle W GeCrTaTHEIE IPOrPaMMEL, KOTOPEIE MOXHO HalTH B CeTH.

O nopmane

CereBqox.pd — TBOM rmaBHLIE COBeTYMK B ceTw. 3aech TEI MOXEWb Y3HaTh 0O
6e30nacHoCTH B CETH NMORATHMM M JOCTYTIHEIM A3EIKOM, @ NPH BOIHHKHOBEHHH KPHTHYECKOM

CHTYalltH 0OpaTHTHCA 32 COBETOM. A Takke DPHHNTH YIACTHE B KOHKYpCax H CT8Th CAMBIM
L1 POBEIM IpaKAaRHHOM!
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